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1 [esiu m 321241 OCBOEHUS M CHUNIMHBI

ean (eH) OCBOCHHS TUCITATUINHBI:
(bopMHpOBaHHE OCHOBOIIOJIATAIOIINX 3HAHUN, YMEHUHN, HABBIKOB Y CTYJICHTOB B U3yU€HUH IPUHIUIIOB
IIPOEKTHUPOBAHNS KOMIIBIOTEPHBIX CETEH, HACTPOHKHU CETEBOro 00OpYyOBaHuUs, a TAKXKE pa3pabOTKU KIMEHT-
CepBEPHBIX MPUIOKEHUH ¢ ucronb3oBanueM mportokona TCP/IP.

3amaun:

TCP/IP.

2 MecTo JUCUMILIIMHBI B CTPYKTYpPe 00pa30BaTe/ibHO NPOrpaMMbl

U3y4eHHE TEOPETUYECKHX OCHOB COBPEMEHHBIX BBIYMCIUTEIbHBIX CETEH;
HAcTpOHKa U 3KCILTyaTallus KOMMYHUKAIIMOHHOTO 000PYAOBaHMS;
pa3paboTKa NPOEKTOB KOMITBIOTEPHBIX CETEH, pacueT 3arpy3Ku;

IPOrpaMMUPOBAHUE PACIIPECIICHHBIX CHCTeM 00pa0oTKM MH(POpPMALMU HA OCHOBE IMPOTOKOJA

Hucuurnnuna oTHOCUTCA K 0a30Boit yactu 6s1o0ka [ «/{ucuumnuuer (MOTyn)»

[Tpepexsusutsl qucuuiiudbl: b1./].5. 14 Ungopmamuxa, b1./1.5.16 Onepayuonnvie cucmemsl u 000-
nouxu, b1.J].B.2 OBM u nepugheputinvie ycmpoiicmsa

[loctpexBusutel aucuuiuivnsl: b1./{.B.13 Ilpoepammuposanue WEB-npunosxcenuu, b1./1.B.16 3a-

wuma KOMNnblOMeEPHbIX CUCmem

3 TpeGoBanus Kk pe3yjabTaTaMm 00yUeHUs M0 TUCHUILINHE

Hpouecc HU3YyYCHUS NUCHUIIJIMHBI HAIIPABJICH Ha (I)OpMI/IpOBaHI/IC CJICAYIOIIUX PE3YJIbTAaTOB O6y‘ICHI/I$I

Kon n HaumeHnoBanue
bopMHUpPYEMBIX KOMITETCHITHI

KOI[ N HAMMCHOBAHUC MHUKATOpa
JOCTHXXCHHA KOMIICTCHIIMH

HJ'IaHI/IpyeMBIC PE3YyIbTAaThI
06yqu1/1$1 10 JUCHMIIJIINHE,
XapPAKTCPUIYIOMIUC DTAIIbL

U IIPOIPAMMHBIX CPEJICTB, B
TOM UYHUCJI€ OTE€UECTBEHHOTO
IMPOU3BOJACTBA, U UCIIOJIB30BATh
WX TIPU PEUICHUH 3324
npo¢ecCuOHAIIbHON
NesITeIbHOCTH

OIIK-2-B-2 Cnoco0eH HCIob30BaTh
COBpPEMEHHbIE HH(POPMALIMOHHBIE
TEXHOJIOTUH U IPOTPaMMHBIE CPEZCTBA, B
TOM YHCJIE OTEYECTBEHHOTO ITPOU3BOJICTBA
IIpH pelIeHNH 3aa4 podhecCuoHATBbHOM
JeSITebHOCTH

OIIK-2-B-3 Brnageer HaBbIKaMU TIPUMEHEHUS
COBPEMEHHBIX MH()OPMAIIIOHHBIX
TEXHOJIOTUI ¥ IPOTPAMMHBIX CPEJICTB, B TOM
qHcie 0TE€YECTBEHHOIO IPOU3BOJICTBA, U
WCTIOJIB30BATh MX TP PEIICHUH 33124
poeCCUOHATIBHOMN 1eATEbHOCTH

dbopMupoBaHus
KOMIIETEHIINI
OIIK-2 Cnocoben moammatrs  |OIIK-2-B-1 3naeT mpuHIUIBI paboTHI 3HaTh:
MIPUHIIMIIBI PabOThI COBpPEMEHHBIX HH(HOPMAITMOHHBIX MPUHIIUIIBI pAOOTHI
COBPEMEHHBIX TEXHOJIOTHH U TPOTPAMMHBIX CPEJICTB, B TOM |COBPEMEHHBIX
MH(OPMAIIMOHHBIX TEXHOJIOTUH |UHCIIe OTEYECTBEHHOT'O TPOU3BOJICTBA UH(GOPMaIMOHHBIX

TEXHOJIOTHI 1
POTrpaMMHBIX CPEACTB, B
TOM YHCJIE€ OTEUYECTBEHHOIO
MIPOU3BOJICTBA

YMeTh:

HCIO0JIb30BaTh
COBPEMEHHBIC
nH(OpPMAIIMOHHBIE
TEXHOJIOTHH U
MpOorpaMMHBIE CPEJICTBA, B
TOM YHCJIE OTEYECTBEHHOIO
MPOU3BOJICTBA MIPU
pereHuu 3aaa4d
npodeccroHanbHOM
JEeITEIbHOCTU

Baaners:

HaBBIKAMHU TIPUMEHEHUS
COBPEMEHHBIX




Kox n HaumeHoBaHue
bopMUPYEMBIX KOMIIETCHITHIA

Kon n HanmMeHoBaHUe HHIUKATOPA
IOCTHI)KEHUS KOMIIETEHIIUU

[Tmanupyemble pe3yabTaThl
o0ydeHus 1O TUCITUTLINHE,
XapaKTEPU3YIOIINE ITAITbI
dbopmupoBanus
KOMIIETEHIINH

MH(POPMAIMOHHBIX
TEXHOJIOTHI U
MPOrPaMMHEBIX CPEJICTB, B
TOM YHCJI€ OTE€YECTBEHHOTO
MIPOU3BOJICTBA, U
UCIOJIb30BaTh UX MPH
peleHnn 3a1a4
npodeccuoHaTbHON
JeSITeTbHOCTH

OIIK-8 Cnocoben
OCYILECTBIISTh TIOUCK,
XpaHeHue, 00padoOTKy M aHAIINU3
nH(OPMAILINY U3 PA3THYHBIX
WCTOYHUKOB M 0a3 JaHHbBIX,
IIPEJICTABIIATh €€ B TpeOyeMoM
dbopmare ¢ UCIOIB30BAaHHEM

OIIK-8-B-1 YmeeT npuMeHSATh METObI
MOVMCKA ¥ XPaHEHUsI HH(POPMAITUH C
HCII0JIb30BAaHUEM COBPEMEHHBIX
MH()OPMAIIMOHHBIX TEXHOJIOTUH
OIIK-8-B-2 NMeeT HaBBIKHU ITOMCKA,
XpaHEHUs U aHaTn3a HHPOPMAITUH C
HCII0JIb30BaHUEM COBPEMEHHBIX

WH()OPMAMOHHBIX, MH()OPMAIIMOHHBIX TEXHOJIOTUH
KOMIIBIOTEPHBIX U CETEBBIX OIIK-8-B-3 3HaeT TeopeTuyecKrue OCHOBBI
TEXHOJIOTHIT MOVICKA, XPAHCHHUS, M aHaTN3a HHPOpMAITUU

3Harth:

TEOPETUUECKHE OCHOBBI
MOMCKa, XpaHEHUs, U
aHanm3a uH(popMaun
Ymern:

MPUMEHSTh METOIbI IOUCKA
U XpaHeHus: uHQpOopMaIiu ¢
UCII0JIb30BAaHUEM
COBpPEMEHHBIX
UH(POPMALIMOHHBIX
TEXHOJIOTU

Baajgern:

HaBBIKAMU TOUCKA,
XpaHEHUs U aHaJIN3a
uHdopmanuu ¢
UCII0JIb30BAaHUEM
COBpPEMEHHBIX
MH(}OPMALIMOHHBIX
TEXHOJIOTUI

4 CTpyKTYypa U colepKaHue TUCHHIINHBI

4.1 CTpykTypa 1M CIHILIHHBI

OO0mast TpyA0€MKOCTh AUCIUTUINHBI COCTABIISIET / 3a4€THBIX eIUHHMII (252 akaleMUYeCcKUX JacoB).

TpynoemkocTs,
Bun paGotsr aKaJeMHYECKHUX 4acoB
4 cemecTp BCETO
OO0masi Tpy10éMKOCTh 252 252
KonraktHasi pabora: 17,25 17,25
Jlexmum (JI) 4 4
ITpaktuueckue 3ansatus (I113) 4 4
Jlaboparopubie pa6oTs (JIP) 8 8
Koncynpranuu 1 1
[TpomesxyTouHas arrecranus (3a4eT, SK3aMeH ) 0,25 0,25
CamocrosiTesibHas padora: 234,75 234,75
- BbINOJIHEHUe pacuemHo-epaguyecko2o 3aoanus (PI'3); +
- CAMON0020mos8Ka (npopabomka u nogmMopeHue 1eKYUOHHO20 MAMepuaa u
mMamepuana y4eOHuKo8 u y4eoHvix nocoout;
- N0020MOBKA K 1A00PAMOPHBIM 3AHAMUIM,




TpynoemkocTsb,
Bun paGoter aKaJIEMUYECKHX YacCOB
4 cemectp BCETO

- N0020MOBKA K NPAKMUYECKUM 3AHAMUAM,
- 10020MOBKA K PYOEHCHOM)Y KOHMPOJIIO.
Buj nToroBoro KOHTpoJs (3a4eT, Ik3aMeH, Tu(depeHIIPOBAHHBIH IK3aMeH
3ayer)

PaSI[eJ'II)I AUCHUILIWHBI, U3y4YacMbIC B 4 CEMECTPE

KonnuecTBo yacos
Ne HanmenoBanue pa3znenos AyATOpHast BHEAY/.
paznena BCETO pabora
113 | JIp pabora
1 OCHOBBI ceTell Tiepeiadn TaHHBIX 23 05105 2 20
2 Cranmaptusanus oOMeHa JaHHBIMH KOMITBIOTEPOB 26,5 0,5 2 24
B cetu. Monens OSI u crek TCP/IP
3 CerteBoe 000py1I0BaHHE 26 1 1 24
4 [€eXHOJIOTHH JIOKAJILHBIX CeTel 25,5 0,5 1 24
5 CereBas ajpecanus 25,5 0,5 1 24
6 BBenenue B MapuipyTH3aIuio 25 1 24
7 ITpotokomnsl crexka TCP/IP, ucnosnb3yembie st 25,5 0,5 1 24
paboThI cyx0 nocraBmUKOB yciuyr MaTepHeTa
8 Texuosmoruu riiodaabHbIX CeTEH 25 05|05 24
9 becnipoBogHBIC TEXHOJIOTHH 25 05105 24
10 OCHOBBI CETEBOI OE30IMaCHOCTH 25 05105 24
Hroro: 252 4 4 8 236
Bcero: 252 4 4 8 236

4.2 Cogepxanme pa3iejioB IUCHUNINHBI

Paszpnen 1. OcHoBBI ceTeli mepeaadyu JaAHHBIX

3HaKOMCTBO C KOMIBIOTEPHbIMH ceTsAMHU. [loHsTHe ‘‘BblumciuTenbHas cers’. Ilpeumymiectsa
KOMITBIOTEPHBIX ceTell. OCHOBHBIE KOMIIOHEHTHI ceTH. Poimu KoMmbioTepoB B ceTH. OIHOpPAHTOBBIE CETH.
Tononoruu cereil. [Ipununmne! cBa3u. Mctounuk, kanan u anpecart. [IpaBuna oomena nanasiMu. Konnposanue
coobmienusi. dopmatupoBanue coodbmmenus. Pazmep coobmenns. CuHXpoHU3AUs cooOmmeHus. MeTobl
pacchuikd cooOmeHuil. OOMeH [aHHBIMM B TPOBOJHOM JIOKaNbHOM ceTH. BakHOCTh NPOTOKOJIOB.
CrangapTusaius npotokosioB. dusmueckas aapecarust. OomeH nanHbivu B Ethernet. Jlormueckas agpecarusi.
Kabenu u koHtakTbl. OObluHbIE ceTeBble kabenu. KaOenp “Buras mapa”. KoakcuanbHbli Kabenb.
OnToBOOKOHHBIN Kabenb. CtannapTsl npokiaaku kadeneil. Kadenu tuna UTP. Iloakmrouenue kadens tumna
UTP. IIpoBepka xabens.

Pa3znen 2. Crangaprusanusi o0MeHa JaHHBIMH KoMnbloTepoB B cetu. Mogeab OSI| u crex
TCP/IP

B3anmopeiicTBre KIMEHTOB U cepBepoB. [IpoTOKOIIBI, HCHIOIB3yEeMBbIE MTPU B3aUMOICHCTBIH KJIMEHTOB
u cepepoB. Tpancrmoptasie mpotokonsl TCP u UDP. Homepa mopros TCP/IP. IpukiagHbie MPOTOKOJIBI U
ciryk0b1. Cityx6a nomeHHbIx uMeH (DNS). BeO-kiauents! u cepepsl. FTP-kinenTs! u cepBepbl. KiueHTsI 1
CepBepHI ANIEKTPOHHOMN MOYTHI. KIMeHThI 1 cepBepbl MTHOBEHHOTO 0OMeHa coobuieHussMu. KimeHTsl u cep-
BepbI rojiocoBoi cBsizu. Homepa noproB. MHOroypoBHeBast MOJIeNb U IPOTOKOJIBL. B3anMoneiicTBre mpoTo-
KoJI0B. B3anmmoneiictBue mpoTokonoB. Mogaenb oTKphIThiX cucteM ISO/OSI. Yposau monenu OSI. Iporo-
kousbl Mosienu OSI. Texunonorun moaenu OSI. Ilouck u ycrpaHeHHe HEUCHPABHOCTEH ¢ MOMOIIBIO MOJIEIH
OSI. ®ynkuuu ypoHeit Moaenu OSI npu noucke HencnpaBHocTelH. MeTOAMKN yCcTpaHEHHs HENCITPaBHOCTEH.
Cpasuenue mozaenu OSI u creka TCP/IP.



Paszgea 3. CereBoe o0opyaoBanue

Uepapxuueckass CTpyKTypa BBIYMCIMTEIBHBIX CEeTeH. YpoBeHb nocTyna. OCHOBHOE Ha3HA4YECHUE
ypoBHs fnocTyna. @yHKIMU KOHIEHTpaTopoB. @yHKIIMU KOMMYTaTopoB. [llupokoBemniarenbHas paccbuiKa co-
obmenuit B cetn Ethernet. TIporokon paspemenus aapecoB ARP. Tlpokiaaka kabeneii s CBSI3H CETEBBIX
YCTPOMCTB YpOBHs joctymna. Beibop ycTpoicTB ypoBHs qoctyna. CerMeHTUPOBAHUE JTIOKATbHON BBIYUCIIN-
TEJIbHOM CeTU. Y pOBEHb pacupeaeneHuss. OCHOBHOE Ha3HAUYECHUE YPOBHS pacupeneneHus. OyHKIuu Mapupy-
TH3aTopoB. Tabmuiel B maMaTu MapmpyTu3atopoB. OCHOBHOH nuto3. BbIOOp ceTeBBIX YCTPOWCTB YpOBHS
pacnpenenenus. CereBoe obopymoBanue cemerictea Cisco. Kommyraropsr Cisco. Mapupyrusatopsr Cisco.
IlenTpanbHelil ypoBeHb. LleHTp ynpasiieHus ceTblo. [IpoekTupoBaHue U IPUHIUIIBI TEIEKOMMYHUKALIMOHHON
KOMHATBI HEHTPaJIbHOr0 ypoBHs. [lonck HEucCpaBHOCTEN B CETH.

Pa3gen 4. TexHoJiornu JoKaJLHLIX ceTell

KommyTanivs B BEIYMCIHTEIBHBIX ceTsax. KoMmMyramnust u cermeHTanus. MHOTOypOBHEBasi KOMMYTa-
ust. Tunbl kommyTanuu. besonacHocts koMmyTaTopoB. [IpenoTBpaieHue nereas KommyTalun. Pesepsupo-
BaHHe B kommyTupyemoii cetu. [Ipotoxon STP (Spanning Tree Protocol). Kopuessie mocthl. [IpoTokon RSTP
(Rapid Spanning Tree Protocol). Bupryanbsusie gokansabie cetd VLAN. Haznauenne VLAN. Unentuduka-
uus VLAN. Tpankunr u Mmapumpyrusanus Mmexay VLAN. Maructpansssie noptel. Pacnpenenenne VLAN Ha
HECKOJIbKO KoMMyTaTopoB. Mapmpytuzanus mexay VLAN. O6cnyxuBanue VLAN B KOpropaTuBHOM CETH.
[Mporokon VTP (VLAN Trunking Protocol). ITognepxka VLAN s IP-tenedonnu u 6ecripoBOAHOTO 10-
cryna. Pexkomennyembie metosl padbotsl ¢ VLAN.

Pa3zgea 5. CereBasi agpecauusi

Hasnauenue nporokona IP. Ctpykrypa IP-anpeca. Bsaumoneiictsue IP-agpecoB 1 Macok mojaceru.
Haznauenune macok nonceru. Kmaccor IP-agpecoB u macku nozcetu mo ymondanuto. [Iyonudnbie 1 yacTHbIC
IP-anpeca. Anpeca olHOaIpECHBIX, ITUPOKOBELIATEIbHBIX 1 MHOT0AJPECHBIX pacchlloK. [IpucBoeHue cra-
THYECKHMX U quHamMuueckux aapecos. Cepepbl DHCP. Hactpotika DHCP. I'panutibl cetn 1 MpoCTpaHCTBO
aapecos. [IpucBoenue auHamuyeckoro aapeca DHCP. Ilpeo6pa3oBanue ceTeBbix aapecos. |P-agpecarus B
LAN. O63op IP-anpecos. Pazouenue cern Ha nmoacetu. [lonp3oBarenbckue macku noaceTd. Macku VLSM u
OeckiaccoBas Mexaomennas Mapmpyruzanus (CIDR). O6men nanabiMu Mex 1y noacetsmu OCHOBHOE TIpe-
obpazoBanue [P-anpecoB (NAT). [Tpunmnun mexannzma NAT. Tepmunst [P NAT. Ctatuueckoe v TuHAMU-
geckoe npeodpazoBanne NAT. [IpeoOpa3oBanue ceTeBbix aapecos Ha ocHoBe OpToB (PAT). [Ipodnemsr IP
NAT. Macku noacereid. [Ipencrasinenne macok. Pacuer noacereil ¢ HCOAb30BaHUEM JABOMYHOIO ITPEACTAB-
nenus. [Iporecc 6a3oBoro pazdbuenus Ha nmojaceTu. Macku nojacetn nepemenHou ummab! (VLSM). Buenpe-
Hue anpecanun VLSM. Knaccoas u Gecknaccosas mapuipytusanus. CIDR u cymmupoBanue MapipyTos.
[TonsTue arperupoBanust MapuipyToB. Pacuer o0beaunenust mapiipyroB. Hecmexxnbie cetu. [Ipotokon IP
mectoit Bepcuu (Ipv6). BozmoxkHoct nporokona IPv6. CpaBHeHnue anpecanuu 1o nporokoiam IPv4 n
[Pv6. Ilepexon ot npoTtokona IPv4 k IPv6.

Pa3nen 6. BBenenue B MapmpyTuzanuio

ITpuMmeHeHne NpoTOKOI0B MapupyTh3anuu. OcHOBBI MapuIpyTH3anuu. [IpoTokosel MapIpyTH3aLnN.
O61ue nporokonsl BHyTpeHHel Mapuipytuzanuu. [Ipotokon RIP. [Iporokon EIGRP. [TpoTokosbl Ha ocHOBe
cocrostHus kaHasna OSPF. Mapmpytusanus B opraHM3allMOHHBIX HoApasaeneHusX. IIpoTokosnsl BHemHEN
MapuipyTu3anui. ABTOHOMHBIE cucTeMbl. Mapmpyruzanus uepe3 MutepHeT. IIpoToKoIBI BHEIIHEN MapII-
pYyTH3alMK ¥ NOCTaBIMKH yeuyr MHTepHeTa. MapupyTu3anys ¢ HOMOLIbIO IPOTOKOJIOB HA OCHOBE BEKTOPOB
paccrosinus. [Ipotokon RIP. @ynkuuu nporokosna RIP. [Ipo6nems! ¢ mporokonom RIP. ¥V coBepiiencTBoBaH-
HBII POTOKOJI BHYTPEHHEN MapiipyTu3anuu Mmexay nuiozamu (EIGRP). dynkiuu nporokona EIGRP. Tep-
MuHojorus u Tabmuiel mpotokosia EIGRP. Cocenu u cmexnoctrn EIGRP. Metprku v KOHBEpreHIuu mMpoTo-
kona EIGRP. IIpoGnemsr u orpannuenus npotokona EIGRP. Mapuipyrusanus ¢ momMoIpio IpoToKoJIoB Ha
ocHOBe coctosaHus kaHaina. [Iporokosm OSPF. Merpuku u konBeprenuus npotokoiaoB OSPF. Cocennue mapii-
pyruzatopsl OSPF u otHomenus cmexnoctu. O6macti OSPF. IIpo6iemsr u orpannyenns OSPF. Mcnonb3o-
BaHHE€ HECKOJIbKMX IIPOTOKOJIOB MAPIIPYTHU3ALMH HA TIPEITPUITHH.

Pa3znen 7. Ilporokoasnl creka TCP/IP, ucnonb3yemble 1J1s1 padoThl CIyK0 MOCTABIIUKOB yCJIYT
HNurepHera



[Tpotokounsl creka TCP/IP, ncnosb3yemsie it paboThI CiTy:k0 moctaBiiukoB ycuyr Muatepuera. O6-
30p mpoTokosioB TCP/IP. TIpoToKoJbI TPaHCIOPTHOTO YpoBHS. DYHKIIMH TPAHCIIOPTHOTO YpoBHS. [IpoToKo
TCP. IIpotokon UDP. [Toanepxka HECKOIBKUX CeTeBBIX cIyk0. Ciryx0a nomeHHbIx nMeH. Ums yzna TCP/IP.
Hepapxust DNS. [Ipeobpazoanue umer B DNS. Peanuzarus DNS-pemennii. Cityx061 1 ipoTokodibl. Cep-
Bucsl. [Iporokonst HTTP u HTTPS. IIporokon FTP. SMTP, POP3, u IMAP4.

Pa3nen 8. TexHonorum riao6ajJbHbIX ceTei

OcHosbl cetn Untepner. IloctaBmuku ycnyr MaTeprera. BapuanTel mOAKIIOUEHHS K MOCTaBIIUKY
yeiyr MHTepHeTa. YpOoBHH 00CTy)KUBaHUs MOCTaBIIKMKa yeryr MHTepHeTa. O0paboTKa makeToB 000py1oBa-
HUEM TOCTaBINIMKa yciyr. MHTEpHeT Kak obnako. YcrpoiictBa B IHTepHeT-00/make. Ycmyru cetu MHTEepHeT.
WNurepuer u ctanaaptel. Ciry:k0bI TocTaBITMKOB yeryT MaTepHeTa. [IpenocTaBieHre KOHEUHBIM TOJIb30BaTe-
nsm yeayr Mateprera. Mepapxus cetu MatepHer. [logkimtoueHnue ceteii K BHEITHUM yciryram. Beioop ycTpoii-
CTBa JyIs ipenoctapienus ycrnyr Uareprera. [IpegocraBienne ycinyr y TOYKH NPUCYTCTBUSA. CBS3b KIIMEHTOB
yepe3 WAN. Bribop coenunenns ¢ WAN. Hacrpoiika coequnenus ¢ WAN. Tpeboanus knuenToB. Cozna-
HUE KaHaJIOB KopropatuBHoi cetu. [loToku Tpaduka B kopropaTuBHoii cetn. YcrpoiictBa cetu WAN 1 Tex-
nonoruu. Crangaptel cetd WAN. Ludpossie u ananorossie TexHonoruu cetu WAN. KommyTtanus kaHamoB
u naketoB. Texaonorun WAN “nocnemnsist munis” u “ninuanHast nuctanmws . Makancymsuus WAN. HDLC u
PPP. Ayrentudukarus PPP. IIporokon Frame Relay. O630p nporokona Frame Relay. ®yHkunoHaabHbIC
Bo3MOoXkHOCTH Frame Relay.

Pa3nen 9. becipoBoaHbIE TEXHOJIOTHH

OcHOBBI O6€cTIPOBOHBIX TEXHOJIOTUN. becnpoBoHbIE TeXHOIOTUU U ycTpoiicTBa. [IpeumyiectBa u
OrpaHUyeHus] OECIIPOBOJHON TEXHOJIOIMH. THUIBI OECIIPOBOJHBIX CETEM M MX rpaHMlbl. becnpoBoaHble Jo0-
KanpHbIe ceTH. CTaHaapThl OECIPOBOAHBIX JOKAIBHBIX ceTei. KoMmoHeHTh 6ecripoBOIHOM JTOKAIBHO ceTH.
Cern WLAN u unenrudukaropsr SSID. BecnipoBonubie kanaibl. Hactpoiika 6ecripoBOIHBIX JIOKAJIBHBIX Ce-
teit Hactpoiika Touku noctyna. Hactpoiika 6ecipoBogHoro kaueHTa. Obecnedyenrue 6e30nacHoCcTy Gecpo-
BOJHOM JIoKanbHOU ceTu. [louemy aTakyroT OecripoBOJIHbIE JIOKaJIbHbIE ceTH. OrpaHMUEHUE JOCTYyIa C CETH
WLAN. Ayrentudukanus B cetu WLAN. [ludposanue B cetu WLAN. Ounprpanus tpaduka B cetu
WLAN. Hacrpoiika UHTErpUpOBaHHON TOYKH JOCTyNa W OecripoBogHOro KineHTa. [lmaHupoBaHue ceTu
WLAN. YcranoBka u obecriedyeHre 0€30MacHOCTH TOUYKHU JA0CTyMa. Pe3epBHOE KOMMPOBaHKUE U BOCCTAHOBIIE-
Hue QaitnoB koHpurypamun. OOGHOBICHHE MUKpONporpaMMebl. [Iorck 1 ycTpaHeHHe HENoIa 10K 0eCpoBO/I-
HBIX nojxroueHui. [Ipobaemsl ¢ HacTpoiikoi 6ecipoBoaHBIX ceTelt Bompockl, cesazannbie ¢ DHCP.

Paznen 10. OcHOBBI ceTeBOi 0€30I1aCHOCTH

CereBble yrpo3bl. Prcku BTOpkeHMs B ceTh MIcTOuHNKN BTOp)eHNUs B ceTh COIMOTEXHUKA U (PUIITHHT.
Mertoab! aTak. Bupycsl, yepBu u “tposiHckue KoHH . OTKa3 B 00CIyKMBAaHUU U aTaKd METOJIOM I'pyOOii CHJIBI.
[uonckoe 10, orciexuBanue ¢aitos cookie, peknamuoe 10 u BerutbiBatommue okHa. Criam. Ilonutuka
6e3onacHoctu. OO1IMe Mepbl obecrieueHus: 6e3onacHocTU. VcrpaBienus u oOHOBieHus. AHtucnam. Ilpo-
rpamma 3aiuTsl oT mnuoHckoro [10. Mcnons3oBanne MeKCeTEBBIX 9KPaHOB. UTO Takoe MEKCETEBOM DKpaH.
BapuaHTh! HCII0JIB30BaHNE MEKCETEBBIX SKpaHOB. AHanu3 ys3BuMocteil. [Ipaktnyeckue pekomenauuu. Bo-
npockl O6e3omacHocTH, akTyanbHble i ISP, Ciyx0sr 6e3onacHocTr ISP. TIpakTrueckne peKOMEeHIANH 110
ykperuienuto 6ezonacHoctu. llludpoBanue nanubx. IHCTpyMeHTalIbHBIE CpeicTBA 0OecreueHus e301macHo-
cti. COUCKH KOHTPOJIS TocTyna ¥ puiabTpamus mo nopram. IIpuMeHeHne MexceTeBbIX 3KpaHoB. CHCTEMBI
IDS u IPS. be3onacHocts 6ecripoBosiHbIX ceteil. bezonacnocts y3nmoB. Kontpons ISP u B3aumMooTHOIIEHHS ¢
HUM. KOHTpOITB pabovnx mapaMeTpoB CETEeBBIX KaHAIOB. YTIpaBlieHHEe 000pyI0OBAHUEM C TOMOIIBIO BHYTPHU-
noJocHbIX cpeacts. Mcnons3zoanue nporokosnoB SNMP u Syslog. 3ammra WAN 1 ynaneHHBIX COTpYIHU-
KoB. IHTeTpanus yaaaeHHbIX COTPYIHUKOB B apPXUTEKTYPY CETH C CPEICTBAMH BUPTYAJIBHBIX YACTHBIX CETEH
(VPN). KomnoneHnTsl BUpTyanbHBIX yacTHBIX cereil (VPN). Bupryanbnas ceTb. AITopuTMBbl IIHPPOBAHUS.
AJropuUTMBI IETTOCTHOCTH JaHHbIX. TexHonorus [PSec.



4.3 JlaGopaTopHble padoThI

Ne JIP Ne HaumenoBanue nabopaTopHbIX paboT Kox-s0
pasznena 4acoB
1 1 O06xuM Kabens BUTas mapa 1
2 1 IIpoexTupoBaHue JIOKAIHON BBIYMCIUTEIBHON CETU 1
3 2 Pa3paboTka KIMEHT-CepBEPHBIX MPUITOKESHUN 2
4 3 ITpoexTrpoBaHNe KOPIOPATUBHOMN CETH 1
5 4 MonenupoBaHue cuTyaluii BOSHUKHOBEHHUS KOJUTU3UU B 1
KOMIBIOTEPHBIX CETAX
5 5 Pacuer IP-cetn 1
6 7 Pa6ora mporokosia FTP 1
Utoro: 8
4.4 llpakTuyecKkue 3aHATHS (CEMUHAPBHI)
No 3ansTHs Ne Tema Koxr-s0
paszzena 4acoB
1 1 Jlornueckoe u pusnueckoe npoekrupopanue cetu B makere NetlLab 0,25
2 1 O6yuenue pabote co cpeactBom MoaenupoBanus “Packet Tracer. 0,25
Co3nanne NpoTOTUIIA CETU
3 3 Hactpoiika HauanbHOM KOH(UTYpali MapIIPyTU3aTOpa B MMAKETe 0,5
Packet Tracer
4 3 Hacrpoiika kommyTtaTopa B makete Packet Tracer 0,5
5 6 Hacrpoiika npotokona RIP u RIPV2 B makere Packet Tracer 0,5
6 6 CrpykTypu3aius BHyTPEHHEN CETH C IIOMOIIBIO MAaCKU B [1AKETE 0,5
NetLab
7 8 Pemenne npobiieM HecMeXHBIX ceTell B makete Packet Tracer 0,5
8 9 Pasmenienne Touek 6ecrpoBOIHOTO JOCTyMa B makere Packet 0,5
Tracer
9 10 Hacrpoiika cninckoB koHTpouis noctymna (“ACL”)” B nakere Packet 0,5
Tracer
Uroro: 4
4.5 PI'3 (4 cemecTtp)

Tema: Pa3paboTka cuctembl 0a3 JaHHBIX 7151 paOOTHI B BBIYUCIUTEIBHOM CETH.

3ananme: Co3naTth cucteMy 0a3 JaHHBIX, PEATU3YIOINIYIO MapajuIesibHyI0 00paboTKy MH(pOpMaIuu B
6a3e naHHbIX. Heo6XxoanmMo cMozienupoBaTh napajliesibHyl0 paboTy JByX U OoJiee MOJIb30BaTeleld CUCTEM
0a3bl JaHHbIX. TpeldyeTcs paccMOTPETh BO3MOXKHbBIE CUTYaIlMH paObOThI ¢ 6a301 JaHHBIX:

1) onuH monk30BaTebh YUTAET, APYTroi paboTaeT ¢ 6a30i JaHHBIX,

2) OTHOBPEMEHHOE BBITIOJHEHHE ABYMS TOJIB30BATEISIMUA TPaH3aKIHi. [IpocMOTpeTh BapuaHTHI 3a-
xBarta 6e3 00paboTkH (aBTOMATHUYECKHi) U ¢ 00pabOTKOI MOJIb30BaTENS.

baza maHHBIX MODKHA COCTOSITH M3 TPeX M Oojee Tabmuil U ObITH pa3padborana ¢ momornisio CYB/]
Microsoft SQL Server 2008, u pacnionaratbcs Ha cepBepe. KimmeHTckoe npuiokeHue J0JKHO ObITh HAIMCaHO
B HHCTpyMeHTaIbHOM cpenpl Visual Studio 2008 u si3sika C#, 1 0OCHOBaHO Ha apXHUTEKTYpE “KIUCHT-cepBep”.
[Tpu moAKITIOYEHNHN TPUIIOKEHUS K pa3padoTaHHOM 6a3e TaHHBIX HEOOXOAUMO HCIIOJIb30BaTh HOBYIO TEXHO-
noruto LINQ.

[TporpaMMHO€ CpPeCTBO JOHKHO ObITH OPUEHTHPOBAHO JUIsl IPUMEHEHUS B OpraHU3aINH, BKIIIOYAl0-
1€l MHOXKECTBO I0JIb30BaTeNeH, CBA3aHHbBIX MKy COOON BHIYMCIUTEIBHOMN CETHIO U TOJIKHO OCYLIECTBIIATh
MOJIKJIIOYEHHE HECKOJIBKUX KIIMEHTOB K cepBepy 1o ero IP-aapecy s paboTel ¢ 6a30if JaHHBIX



B paboTe HEOOX0IUMO TIPEAYCMOTPETh PEXKHUM TapaIIeIbHOW PabOThI HECKOJIBKUX KIMEHTOB 33 CUET
peanu3anuyu pa3IMYHbIX BUAOB OMOKMpOBKU naHHBIX cpenactBamu CYBJI MS SQL Server 2008. A Taxke
peann30BaTh MEXaHU3M YIIPaBICHUS TPaH3aKIUAMU cpeacTBamu s3bika C# 2008.

[TomMuMO 3TOTO, B IPOTPAMMHOM CPEICTBE HEOOXOIUMO KaXKI[ble HECKOJIBKO CEKYH]| IMOCHUIATh KO-
many Ping, ast Toro, 4To0bl YOSIUTHCS, YTO CEpPBEP MOIKIFOUCHUH 0a3a JaHHBIX pabd0TaeT B HOPMAJILHOM

pexXUMeE.

Cuctema 6a3 JaHHBIX JOJDKHA OBITH CO3[]aHA TIO CJICAYIONIMM IPEIMETHBIM 00IaCTIM:

1
2
3
4
5
6
7
8
9

10
11
12
13
14

“ToBapooOOpOT”, y4eT MPOAYKTOB B Mara3uHe;

“Anreka”. Yuer JIeKapCcTB B allTeKe;

“Otnen kaapoB”. YUeT NPUHATHIX U YBOJICHHBIX COTPYAHUKOB IIPEANPUSITHUS;
“Bbyxranrepus”’. Hauncnenue 3apab0THOI MIaThl COTPYIHUKOB;

“bonpHuna”’. BeneHrne kKapTo4YeK MalMeHTOB B OOJIBHHMIIC,

“Crynentsr”. PaboTa cexperapsi yaeOHOM 4acTH JIeKaHaTa Co CTYICHTaMU;

“UKKO”. Yuer onaTel )KUIbIOB 38 KOMMYHQJIbHBIE YCIIYTH;

“Tenedon”. Yder omiaTel a0OHEHTOB Tele()OHHON CETH 32 MEKIYTOPOTHUE TIEPETOBOPHL;
“Popmom”. YyeT HOBOPOXKICHHBIX B POJIJIOME;

“NuBentapu3anus’. Y4eT 000pyJ0BaHUS U OPITEXHUKH HA MPEANIPHUITUY;

“ABTOCQJIOH”. YUeT MpOJIa’Ku MAIlIMH B aBTOCAJIOHE;

“Aspoduiot”. 3aka3 OMIETOB Ha aBHAPEHCHI;

“XKenezHogopoXKHBINM BOK3a’. YUeT MPOJIaXKu OMIICTOB Ha YKEJIE3HOH J0pore;
“ABTOBOK3a1”’. ABTOMATH3allUs MPOJAAKHA OMIIETOB Ha aBTOOYCHBIE MTEPEBO3KHU MACCAKUPOB B

npeaciiax 06J18.CTI/I;

15
16
17
18
19

“MYUC”. Yuer Bcex upe3BbIUaliHBIX POUCILIECTBUH (T10XKapbl, B3PbIBbI, TOTOIBI U T.J1.) B TOPOJE;
“bubnuoteka”. YueT nutepaTypsl B OUOINOTEKE;

“Ilxona”. Yyer 00ydyaromuxcs B MIKOJIE yJalTuXcs;

“Jlerckuii can’. Yuer geTeil B JETCKOM cany.

“My3bIKaibHas MIKoia”. YueT o0yJaronuuxcsi urpe Ha ONpee]ICHHOM MY3bIKAJIbBHOM UHCTPY-

MeHTe (doprenuano, dieiita, 6assH, KOHTpadac, CKpUIKa U T. 1.)

20

nraxmMarthl,

21
22
23
24
25

“CnopTHBHAs MIKOJNA”; YUeT 3aHUMAIOLINXCS B CIIOPTUBHOU cekimH (PpyTdoit, O0KC, TEHHHC,
IJIaBaHUE U T. ).

“IlonuknuHUKa”. Y4eT BceX O0JIbHBIX, OTHOCSIIUXCS K MOJUKIMHUKE IO MECTY KUTEJIHCTBA.
“OnekTposHeprus’. YUeT OIIaThl )KUJIbLOB 32 3JIEKTPOIHEPIHIO.

“Cxnan”. Y4eT ocTaTOYHOU MPOAYKIIMH Ha CKIIaJIe.

“Abutypuent”’. PaboTa ¢ mocTymnarouyMy B By3 a0UTYpHUEHTaMHU.

“Kunotearp”. Pabota ¢ penepTryapoM KHHOTeaTpa, y4eT IpoJaku OMIIETOB.

[IporpaMMa ocHOBaHa Ha apXUTEKType “KIMEHT-cepBep” U OPUEHTHPOBaHA JIsl IPUMEHEHHS B opra-
HU3AIUH, BKIFOYAIOIIEH MHOKECTBO TOJIb30BATENCH, CBSI3aHHBIX MEXTY COOON BBIYMCIUTEIHLHOM CEThHIO.

IIpu 3arpy3ke mporpaMmbl NMpHIIOKEHHE-KIUEHT 3anpamuBaer |P-aapec npunoxenus-cepsep. Ilpu
WU3MEHEHUHU JaHHBIX B OJJHOM M3 IPUJIOKEHUI BCE N3MEHEHUS! aBTOMATUYECKU BHOCSTCS B APYro€ MPUIIOXKE-

HHUC.

5 YyeOHO-MeTOAMYECKOE 00ecIeYeHHue TN CIUIIINHBI

5.1 OcHoBHas uTEpaTypa

1.

Omudep, B. I'. Komnwsrotepusie cetu. [IpuHIUmeL, TeXHOMOTHH, TPOTOKOJEI [ TekcT] : yueGHOE 1mo-

coOue sl CTY/IEHTOB BBICIIUX YY€OHBIX 3aBelIeHUH, 00yJaronxcs no HanpasineHuto "MHpopmaTika U BbI-
YHUCIIMTEbHAS TeXHUKA" U 110 CIEeNHaIbHOCTH "BhIunCcIUTEIbHBIC MAITUHBI, KOMIIJIEKCHI, CUCTEMBbI B CeTH",
"ABTOMaTH3MPOBAHHbBIE MAIlIUHBI, KOMIUIEKCHI, cucTeMbl U cetu", "[IporpammHoe obecrieueHUE BBIUMCIIH-
TEeITLHON TEXHUKH U aBTOMaTu3upoBaHHbIX cucteM" / B. I'. Onmudep, H. A. Onmudep.- 4-e uzn. - Cankr-Iletep-

oypr : [Tutep, 2013. - 944 c. : un. - (YuebHuk st By30B. CTaHIapT TPEThETro MOKOJIeHUs). - bubmumorp.: c.
917. - And. ykas.: c. 918-943. - ISBN 978-5-496-00004-8 (21 3k3.).



2. bpoiino, B. JI. BpruucnurenbHble CHCTEMBI, CETH U TeleKOMMYHHUKauu [ Tekct] : yued. mocodue
st By30B / B. JI. Bpoiino, O. I1. Unbuna.- 4-¢ uza. - CII6. : ITutep, 2011. - 555 c. - (YueOHUK 17151 BY30B). -
bubnmorp.: c. 545-548. - And. yka3s.: c. 549-554. - ISBN 978-5-49807-875-5 (12 2k3.).

3. Ilatubparos, A. I1. BeraucautenbHbIC CHCTEMBI, CETH U TeJIeKOMMYHUKamuu [ Tekct] : yael. mist By-
30B / A. II. [Tatubparos, JI. I1. I'yaeiHo, A. A. Kupudenko.- 4-e u3z., nepepad. u gomn. - M. : OuHAHCH U
cratuctuka, 2008. - 736 c. - bubnuorp.: c. 718-721. - Ilpenm. ykas.: c. 727-734. - ISBN 978-5-279-03285-3.
- ISBN 978-5-16-003418-8 (41 »k3.).

4. bnarogapos, A. B. Kiinent-cepBepHbie npuiiokeHus 6a3 JaHHBIX : yaeOHoe mocobue / A. B. biaro-
napos, H. H. I'punuenko, A. 1O. I'pomoB. — Ps3anb : PTPTY, 2017. — 72 ¢. — TekcrT : 31eKTpoHHBbI# //
Jlanb : anexTponHO-OMOMMoTeYHas cuctema. — URL: https://e.lanbook.com/book/168302 (nata obparme-
Hust: 23.03.2025). — Pexxum poctyma: 1j1s aBTOpHU3. T0JIb30BaTENeH.

5.2 lonosiHATEILHAS JIUTEPATYpPa

1 Bonkosa, T.B. Pa3pabotka cucteM pacmpeneiieHHONH 00pabOTKM JaHHBIX [DiIeKTpoHHBINA pecypc]:
yuebHo-MeTouueckoe nmocooue /T.B. Bonkona, JI.®. Haceiikuna. — OpenOypr: OI'Y, 2012. — 330 c. Pexxum
noctyna: http://artlib.osu.ru/web/books/metod_all/3179_20120625.pdf.

5.3 Ilepuoguyeckne U3TaHUsA

1. BecTHUK KOMITBIOTEPHBIX M HH()OPMAIIMOHHBIX TEXHONIOTUH: XypHal. - M.: U3na. "Cnektp", 2025.
2. UndopmanmonHbie TeXHOIOTHA: KypHAIL. - M.: M3n. "HoBeie Texaonoruu", 2025.
3. ABTOMaTH3aIus B IPOMBILIUIEHHOCTH: XypHal. - M. :U3a. nom "Undoaromaruzamus', 2025.

5.4 UnTepHeT-pecypchl

1 http://www.rsl.ru/ - Poccuiickas rocynapcTBeHHas OHOIHOTEKA.

2 http://window.edu.ru/ - UC «Exunoe 0KHO J0CTyma K 00pa30BaTe/IbHbIM PECypCcaMm.

3 http://e.lanbook.com/— DnekTponnast 6ubnnoreuHas cucrema «M3narenbeTBo «JIaHby.

4 http://www.biblio-online.ru — Dnexkrponnas 6udaMOTEKa M3AaTEIbCTBA «HOpalT.

5 http://www.iprbookshop.ru - Dnektponnas 6ubmnoreunas cucrema IPRbooks.

6 https://www.coursera.org/ - «Courseray;

7 https://openedu.ru/ - «OTkpbITOE 00pa3OBaHUEY;

8 https://universarium.org/ - «YHuBepcapuym»;

9 https://www.edx.org/ - «<EdX»;

10 https://www.coursera.org/learn/python - «Courseray, MOOK: «Programming for Everybody
(Getting Started with Python)».

5.5 IIporpammHoe olecmedyeHue, NMpogecCHOHAIbHBbIC 0a3bl JAHHBIX M HH(OPMALMOHHBbIE
CIIPABOYHbIE CHCTEMbI COBPEeMEHHbIX HH(POPMALIMOHHBIX TEXHOJIOT Uil

1. Omnepaumonnas cucrema PEJ] OC
2. Tlaker opucHbix npunoxenuii LibreOffice
3. IInmardopma st mpoBesieHNs OHJIAMH MeponpusTHii U BuaeokoHpepeniuii “DION”.

KommnbroTepabie ceTu [DNEeKTpOHHBIA pecypc]: 3JeKTpoHHBIH Kypc B cucteme Moodle / JL.O.
Taruposa. Openo. roc. yH-T. — DnekTpoH. gad. — OpenOypr : OI'Y, [2020].— Pexxum mocTyma: DIeKTpOHHbBIE
kypeel OI'Y B cucteme o0yuenus moodle. — https://moodle.osu.ru/course/view.php?id=11249

Maccosvie  omxpvimvie  OHAAUH-KYPCbI, peKOMeHOyemble Olsl  CAMOCMOSMENbHOU  pabomol,
pasmewerHole Ha naamgopmax oHIaAuH-00yYeHUsL:

http://biblioclub.ru/ - «3BC VYuuBepcuterckas Oubnuoreka onHmaitH», Kartamor KypcoB
«MHpopMaIIMOHHBIE TEXHOJIOTHNY,
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http://znanium.com/catalog/tbk/51/- «3BC nayuno-u3matensckoro renrpa «Wudpa-My», Karamor
KypcoB «MHpopmarrka. BerauciantenpHas TEXHAKAY,

https://e.lanbook.com/books/1993 - «3CBH  wu3matensctBa  «Jlawb»», Karamor  kypcoB
«ABTOMAaTH3UPOBAHHbIE CHCTEMBI U HH(POPMATHKAY;
https://rucont.ru/ collections/5610 - «3CBb Pykont» Karamor kypcoB «MHpopmartuka u

BBIYMCIIUTEIIbHAS TEXHUKAY.
WNudopmanroHHbIe CLIPaBOYHBIE CUCTEMbI COBPEMEHHBIX HH(POPMAITMOHHBIX TEXHOJIOTHH:

1. www.citforum.ru/ - nopman ananumuyeckux u HayuHvlx cmameti 8 061ACMU UHPOPMAYUOHHBIX
MEeXHON02U,

2. WWW.rsdn.ru - caiim Poccutickoii cemu pazpabomuuxos I10, cooepaicum cmamvu no co8pemeHHbiM
cpeocmeam npocpamMmupoBanUsl,

6 MaTepnaﬂbno-TexnnquRoe obecrneyeHue AUCHHUIIIMHBI

VY4eOHble ayJUTOPUH JUIs IPOBEACHUS 3aHATUH JEKIIMOHHOTO THIIa, CEMHHAPCKOTO TUIIA, KypCOBOTO
IIPOEKTUPOBAHMS, [UIsl IPOBEIEHUS I'PYNIOBBIX U MHAUBUAYAJIBHBIX KOHCYJIBTALMM, TEKYLIETO KOHTPOJIA U
IIPOMEKYTOUYHOM aTTECTALUU.

AyIuTOpHUH OCHAILEHBI KOMIUIEKTaMH YYEHUUYECKON MeOe, TEXHUUECKUMH CPeICTBaMU O0yUYeHHUS,
CITy’KaIllUMU JIJTs1 TIPEJICTaBIeHHs yaeOHOH nH(OopMaIiy OOJIBIION ayTUTOPHH.

Jis mpoBefeHusl NPAaKTUYECKUX U JIADOPATOPHBIX 3aHATUH HCHOJB3YETCsl KOMIIBIOTEPHBIN Kiacc,
OCHAIICHHBI KOMIIBIOTEPHON TEXHHMKOW, YIOBJIETBOPSIOLIEH TpeOOBaHUSIM K KOH(UTYypaluy anmnapaTHOro
o0ecreyeHns: UCTI0Ib3yEeMbIX TPOrPaMM.

[Tomemienue 1iIsi CaMOCTOSTENTLHONH PabOTHI OOYYAIOMIMXCSI OCHAICHBI KOMITBIOTEPHON TEXHUKOM,
noJkiaoYeHHoW K cetu "HHTepHer", M obecrnedeHueM JA0CTyna B HJIEKTPOHHYIO HH(GOPMAalMOHHO-
obpazoBarensHyt0 cpexy OI'Y.
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