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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

ean (1esm) OCBOCHUS AUCITUTIUHBI:

dbopMUpOBaHHE OCHOBOIIOJIATAIOIIMX 3HAHWM, YMEHHUH, HaBBIKOB Yy CTYACHTOB B HW3YYECHUU
MPUHIUIIOB MPOEKTUPOBAHUSA KOMIIBIOTEPHBIX CETEH, HACTPOMKM CETEBOTO OOOpYAOBAHMS, a TaKKe
pa3pabOTKH KIIMEHT-CEPBEPHBIX MPHIIOKEHUH ¢ Ucosib3oBaHueM mpotokosa TCP/IP.

3agaun:

M3y4YEHHE TEOPETUUECKHX OCHOB COBPEMEHHBIX BBIUUCIUTEIBHBIX CETEH;

HACTPOWKA U IKCILTyaTalus KOMMYHHKAIIMOHHOTO 000pYA0BaHMUS,

pa3paboTKa IPOEKTOB KOMITBIOTEPHBIX CETEH, pacueT 3arpy3Ku;

MIPOrpPaMMHUPOBAHHUE PACIIPEACICHHBIX CUCTEM 00pabOTKM MH(POpPMAIMU HAa OCHOBE IMPOTOKOJIA

TCP/IP.
2 MecTo TUCHHUILIMHBI B CTPYKTYpe 00pa30BaTeJIbHOI MPOrpaMMbl

JucnunimHa oTHOcUTCs K 0a30Boit yacTtu 010ka [l «lucuummuael (MO TN )»

[TpepexBusuthl mucuuminunsl: b1./[.5.14 Ungopmamuxa, b1.J[.5.16 Onepayuonuvie cucmemsl u
obonouxu, b1./].B.2 DBM u nepugheputinvie ycmpoiicmsa

[MocTpexBusutel aucuuiuiuabl: b1./1.B.13 Ilpoepammuposanue WEB-npunoscenuu, b1.J1.B.16 3a-
WuUma KOMILIOMEPHBIX CUCTEM

3 TpeGoBanus K pe3yJabTaTaM 00y4YeHHs! 10 JUCHUILINHE

[Tpouecc u3yueHus: AMCUUILIIMHBI HAlIpaBieH Ha (OpMHUpPOBAHHUE CIAEAYIOLIUX PE3YIHTaTOB 00yUEHUS

[Tnanupyembie pe3ynbTaThl
Kox u HaumeHOBaHUE Kon u HanMeHoBaHMe HHIMKATOpA 0o0y4eHus Mo TUCIUILINHE,
bopMUPYEMBIX KOMIIETCHITHIA JIOCTHIKEHUS KOMITETCHITUI XapaKTEePU3YIOIINE ITAIbI
dhopMUpOBaHUS KOMITETEHITHIA
OIIK-2 Cnocoben monnmats | OIIK-2-B-1 3naet npuHOumer pabotel | 3HATH:
MIPUHIIMIIBI PaOOThI COBpPEMEHHBIX HH(HOPMAITMOHHBIX MPUHIIMITBI PaOOTHI
COBPEMEHHBIX TEXHOJIOTHI M IIPOTPAMMHBIX CPEJICTB, B | COBPEMEHHBIX
MH(OPMALIMOHHBIX TEXHOJOTHH | TOM YUCIIE OTE€UYECTBEHHOTO MH(OPMALIMOHHBIX TEXHOJIOTHI
Y TIPOTPaMMHBIX CPEJICTB, B MIPOU3BOJICTBA Y TIPOTPaMMHBIX CPEACTB, B TOM
TOM YHCJIC OTCUECTBEHHOI'O OIIK-2-B-2 Cnoco0OeH UCIoiIb30BaTh YHCIIE OTCYCCTBEHHOTO
MTPOM3BO/ICTBA, U UCIIOJIb30BaTh | COBpPEMEHHBIE HH(POPMAIIMOHHBIE MIPOM3BOJICTBA
WX TP PEIICHUH 33]1a9 TEXHOJIOTMH U MPOTPaMMHbIE CPEICTBA, |_YMeTh:
npo¢eCcCuOHAITBHON B TOM YHCJIE OTE€YECTBEHHOTO HCIIOJIH30BaTh COBPEMEHHBIE
JeSITeIbHOCTH MIPOU3BOJICTBA MIPH PEILICHUH 3a/1a4 WH(OPMAIIMOHHBIE TEXHOIOTUH
PO eCCHOHATBHON JeATETHHOCTH Y TIPOTpaMMHBIE CPEJCTBA, B TOM
OIIK-2-B-3 Bnageer HaBbIKaMu qHUCciIe OT€YECTBEHHOTO
MIPUMEHEHHUS COBPEMEHHBIX MIPOM3BOICTBA TIPH PEIICHUH
WH(OPMALIMOHHBIX TEXHOJOTUH U 3aja4 npodeccuoHaIbHON
MIPOTPaMMHBIX CPEACTB, B TOM UHCTIE JIeATEIIbHOCTH
OTEUYECTBEHHOT'O MPOU3BOJICTBA, U Baanern:
WCIIOJIB30BaTh UX TPU PEIICHUH 337a4 | HaBBIKAMH TIPUMEHEHUS
po(hecCHOHANTEHOM e TEIbHOCTH COBPEMEHHBIX
WH(POPMAITMOHHBIX TEXHOJIOTUMA
U TIPOTPAaMMHBIX CPECTB, B TOM
YHCJIE OT€YECTBEHHOTO
MIPOM3BOJICTBA, U UCIOJIb30BaTh




Kox n HaumeHoBanue
bopMUPYEMBIX KOMIIETSHITHIA

Kon n HanMeHoBaHUE HHIUKATOPA
ITOCTHIKEHUS KOMIIETEHIIUU

[Inanupyemble pe3ynbTaThl

o0y4eHus Mo TUCIUILINHE,

XapaKTEepPU3YIOIIHNE Talbl
dbopMUpOBaHUS KOMITETEHITHIHA

WX MPHU PEIICHUH 3319
npo¢eCCHOHAIBHON
JIESITEIIBHOCTH

OIIK-8 Cnocoben
OCYIIECTBIISTh MOUCK,
XpaHeHHe, 00padOTKy U aHAIIU3
nHGOpMAIIUY U3 PA3THYHBIX
WCTOYHUKOB ¥ 0a3 JIaHHbIX,
MPEJCTaBIATH €€ B TpeOyeMomM
dbopmare ¢ UCIOIB30BAaHHEM
MH(POPMAIIMOHHBIX,
KOMITBIOTEPHBIX U CETEBBIX
TEXHOJIOTHI

OIIK-8-B-1 YMeer npuMeHSATh METOIbI
MOVCKA M XpaHEHUsI HHPOPMAITUH C
HCITOJIb30BAaHUEM COBPEMEHHBIX
WH(OPMAIIMOHHBIX TEXHOJIOTHI
OIIK-8-B-2 MMeeT HAaBBIKM IIOMCKA,
XpaHEHUs ¥ aHaIn3a HHPOPMAIUH C
HCITOJIb30BAaHUEM COBPEMEHHBIX
WH(OPMAIIMOHHBIX TEXHOJIOTHI
OIIK-8-B-3 3Haet TeopeTuueckue
OCHOBBI [TOMCKA, XPAaHEHUS, U aHAJIN3a

uHpopmarun

3HaTh:

TEOPETUYECKHE OCHOBBI TIONCKA,
XpaHEHHs, ¥ aHAJIH3a
uHpopManui_yY MeTh:
HNPUMEHSATh METO/BI ITOUCKA U
XpaHeHUs: UHPOPMALIH C
HCIIOJIb30BAHUEM COBPEMEHHBIX
MH(POPMALMOHHBIX TEXHOJIOTUN
Baajgern:

HaBBIKAMU TIOWCKA, XPAaHEHUS U
aHanu3a HHHOpMAaLUH C
MCTIOJIb30BAaHUEM COBPEMEHHBIX
MH()OPMAIIMOHHBIX TEXHOJIOTHH

4 CTpyKTYpa U coliepKaHue TUCUUILINHBI

4.1 CTpyKkTypa 1M CIHIIIHHBI

OO1ast TPyA0E€MKOCTh AUCIIUIUIMHBI COCTABIIACT 7 3a4eTHBIX eauHMIL (252 akaleMHUUECKUX Yaca).

TpynoemMKocCTs,
Bun pabotsr aKaJeMHYeCKHX 4acoB
4 cemecTp BCETO

Oo0mas Tpy10éMKOCTh 252 252
KonrakTHas padora: 73,25 73,25
Jlextmu (JI) 36 36
[Tpaktuueckue 3ansatus (I113) 18 18
Jlaboparopusie paboTs (JIP) 18 18
Koncynpranuu 1 1
[TpomexyTouHas arrectanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTesibHas padora: 178,75 178,75
- BbINOJIHEHUe pacuemHo-epagpuyeckoeo 3aoanus (PI'3); +
- CAMON0020mo8Ka (npopabomka u no8mMopeHue 1eKYUoOHH020 Mamepuala u
mamepuana y4eOHuKo8 u y4eoHvix nocoout;
- UsyyeHue pazoenos Kypca 8 cucmeme d1eKmpoHHO20 00yYeHUs]

“Komnwvromepnuvie cemu”;

- N0020MOBKA K 1AO0pAMOPHBIM 3AHAMUIM,

- N0020MOBKA K NPAKMUYECKUM 3AHAMUIM,

- N0020MOBKA K PYOEHCHOMY KOHMPOIO.
Bua nToroBoro KOHTpoOJIs (324eT, IK3aMeH, UG ¢epeHINPOBAHHBIN K3aMeH
3a4er)

Paznensl nuciumivbel, n3ydyaembie B 4 cemecTpe

KomnuectBo yacos

Ne

paszena HaumenoBanue pasnenos

BCETO

ayauTOpHAas
pabora

BHEay/I.
paborta




JI | TI3 | JIP
1 OCHOBHI CeTel nepeiauu JaHHBIX 32 4 4 6 18
2 Crangaptusanust 0OMeHa JaHHBIMU KOMITBIOTEPOB 26 4 4 18
B cetn. Monens OSI u crexk TCP/IP
3 CereBoe 000pyI0BaHHE 28 4 4 2 18
4 [€XHOJIOIMHU JIOKAJILHBIX CeTEH 24 4 2 18
5 CereBas aapecanus 24 4 2 18
6 BBeneHue B MapLIpyTU3aLuIo 26 4 4 18
7 ITpotokounsl creka TCP/IP, ucrnonb3yemsbie ajis 24 4 2 18
paboThl ciyxk0 nocraBuukoB ycayr MHTepHera
8 TexHonornu rio0albHBIX CeTEH 24 4 2 18
9 becnpoBoiHBIE TEXHOJIOTHHT 22 2 2 18
10 OCHOBEI CETEBOH 0€30I1aCHOCTH 22 2 2 18
Hroro: 252 36 | 18 | 18 180
Bcero: 252 36 | 18 | 18 180

4.2 Cogepxanme pa3iejoB IUCHUININHBI

Pa3nes 1. OcHoBBI ceTell nepegavu JaHHbBIX

3HAKOMCTBO C KOMIIBIOTEpHBIMH ceTaMu. [loHsTue “BbrumciutensHas ceTs’. [Ipeumyriecta
KOMIIBIOTEpPHBIX ceTell. OCHOBHbIE KOMIIOHEHTHI ceTU. Poiu komnbroTepoB B ceTH. OJHOPAHTOBBIE CETH.
Tomonorun cereit. Ilpunuuner cBs3u. Mcrounuk, kaHan u azapecaT. [IpaBuna oOMeHa JaHHBIMH.
KomupoBanue cooOmienns. ®DopmatupoBanue coobmieaus. Pasmep coobmenus. CUHXpOHHU3AMHS
coobmienusi. MeToasl pacchliku cooOmiennii. OOMeH JaHHBIMU B MPOBOJHON JIOKadbHOU ceTu. BaxxHOCTh
npoTokooB. CranmapTusaius MpoTokonoB. dusmueckas aapecanus. OOmen nganabiMu B Ethernet.
Jlornueckas anpecanus. Kabenmn m konTaktel. OObIYHBIE ceTeBble KaOenu. Kabenb “Butas mapa’.
Koakcuanpubiii kabenb. OnToBOJOKOHHBIN kabenb. CtanmapThl nmpokianku kadenei. Kabenun tuma UTP.
[Monkmouenue kadens tTuna UTP. IIposepka kabens.

Pa3znen 2. Cranaapruszanusi o0MeHa JaHHBIMH KoMNbloTepoB B cetu. Mogeab OSI| u crex
TCP/IP

B3aumonencTBue KIMEHTOB U cepBepoB. [IpoTOKOIBI, NCHIOIB3yEMBIE ITPH B3aUMOAECHCTBUN KIIMEH-
TOB 1 cepBepoB. Tpancrnoptabie npoTokosisl TCP u UDP. Homepa noptoB TCP/IP. [IpuknamHbie TpoTOKO-
abl 1 ciayxObl. City>x6a nomeHHbIX UMeH (DNS). Be0-knuents! u cepBepbl. FTP-kinuents! u cepBepsl. K-
€HTBI U CEepBEPHI JIEKTPOHHOM NouThl. KIIMEeHTHI U cepBepbl MTHOBEHHOTO 00MeHa coo0meHusMu. KineHTsl
U cepBepsl rojocoBoi cBsi3u. HoMepa nmoproB. MHoroypoBHeBas MOJENb U IPOTOKOJBL. B3anmozeiicTeue
IpoTOKOJIOB. B3aumogelicTBue npotokosnoB. Monenb oTkpbIThiX cucteM ISO/OSI. YpoBuu moxenn OSI.
[Tpotokonsr mogenmu OSI. Texnonorun monenu OSI. Ilouck m ycrpaHeHne HEHMCIPABHOCTEH C MOMOIIBIO
Mozenu OSI. dynkunn ypoHei mozenu OSI npu noucke HeucnpaBHOCTEW. MeTOOMKN yCTpaHEHUs HEMUC-
npaBHocTell. CpaBHenue monenu OSI u creka TCP/IP.

Pa3znean 3. CereBoe o0opyaoBanue

Hepapxuueckass CTPyKTypa BBIYHCINTENBHBIX CETEW. YpoBeHb nocTyna. OCHOBHOE Ha3HAauYCHHE
ypoBHs aoctyna. @yHKIMU KOHLEHTpaTopoB. PyHKIMKH KoMMmyTartopoB. lllmpokoBemarensHas pacchuika
coobmenuii B cetn Ethernet. [Tporokon paspemenus aapecoB ARP. IIpoknanka xa0Oeneil [uist CBS3U CETEBBIX
YCTPOUCTB YPOBHs M0CTyma. BeiOop ycTpoiicTB ypoBHs qocTyna. CerMeHTUPOBAHHUE JIOKATLHON BBIYHCIIN-
TEJIbHOW CETH. YPOBEHb pacnpenencHus. OCHOBHOE Ha3HAuYE€HHUE YpOBHS pacnpeneneHus. yHkunun mapui-
pytusaropoB. Tabmuibl B mamMsaTH MapuipyTu3atopoB. OcCHOBHOM 1uTi03. BBIOOp ceTeBbIX YCTPONCTB ypOB-
Hs pacrpenencnusi. CereBoe obopynoBanue cemeiictBa Cisco. Kommyrartoper CisCO0. MapuipyTuzaTopsl
Cisco. LlenTpanbHbiii ypoBeHb. LIeHTp yrnpaBieHus ceTbio. [IpoekTHpOBaHUE U MPUHIIMITB TEICKOMMYHHKA-
LIMOHHOM KOMHATBI LICHTPAIbHOI0 YPOBHs. [I0MCK HEUCIIPaBHOCTEN B CETH.

Pa3neu 4. TexHo0JI0THH JTOKAJBHBIX CeTEH
KomMmyTanus B BEIUACIUTENBHBIX ceTAX. KoMMyTanys u cerMmeHTanus. MHOroypoBHEBasi KOMMYTa-
uud. Tunsl koMMmyTanuu. besonacHocTs kKoMMyTaTopoB. IIpenorBpamienue nerens koMMmyranuu. Pesepsu-
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poBanue B kommytupyemoii cetu. IIpotokon STP (Spanning Tree Protocol). KopueBbie mocthl. ITpoTokos
RSTP (Rapid Spanning Tree Protocol). Buptyanbsubie nokansubie cett VLAN. Haznauenue VLAN. Unen-
tudukanust VLAN. Tpankuar u mapmpytusanus mexay VLAN. Maructpansnasie moptel. Pacnipenenenue
VLAN Ha HeckoibpKo KoMMmyTatopoB. Mapmpyrtuzamus mexay VLAN. O6cnyxuanue VLAN B kopmopa-
tuBHoi cetu. IIporokon VTP (VLAN Trunking Protocol). TTogmepxxka VLAN mist IP-tenedonnn u Gec-
npoBoHOTO AocTyna. Pekomenayemeie metoas! padoTsl ¢ VLAN.

Paznen 5. CereBas agpecanust

Hasnauenne nportokona IP. Ctpykrypa IP-anpeca. B3aumoneiicteue IP-aapecoB u macok mojacerw.
Haznauenue macok noaceru. Knaccst IP-anpecoB u macku nojcetu no ymondanuio. [1yOnnyHble u 4acTHbIe
IP-anpeca. Anpeca ogHOaIpECHBIX, MIMPOKOBEIIATEIbHBIX U MHOT0OAJPECHBIX pacchbuloK. [IpucBoeHnue cra-
TH4YecKuX W auHamudeckux aapecoB. Cepepsl DHCP. Hacrpoiika DHCP. I'panuiisl cetu u mpocTpaHCTBO
aapecos. [IpucBoenue nuramudeckoro aapeca DHCP. IIpeoOpa3oBanue ceTeBbix aapecoB. IP-agpecamnms B
LAN. O630p IP-anpecoB. Pazouenue cetu Ha noaceru. [lonp3oBarenbckue Macku nojacetn. Macku VLSM u
OeckiaccoBas MexaomeHHas Mmapmpytusanus (CIDR). O6men ganHbiMH Mexay mnoaceTsmMu OCHOBHOE
npeoOpazoBanue [P-agpecoB (NAT). [Ipuniun mexanm3ma NAT. Tepmunsl [P NAT. Cratndeckoe U quHa-
Muueckoe npeodpazoBanue NAT. IIpeoOpa3oBanue ceteBbix aapecoB Ha ocHoBe nopToB (PAT). [Ipobmembr
IP NAT. Macku nozcereid. Ilpencrasnenue macok. Pacuer nojcereil ¢ HCHOIb30BaHUEM JABOUYHOIO IpE.-
craBienus. lIpomnecc 6azoBoro pazOueHus Ha mojaceTd. Macku mojcetu mnepemeHHou anuHbl (VLSM).
Buenpenue anpecaunn VLSM. KnaccoBas u OeckiiaccoBas Mapupytuszauus. CIDR u cymmupoBanue
MapuipyToB. [lonsitue arperupoBanusi MapuipyToB. Pacuer oObeanHeHus MapmpyToB. HecMmekHbie ceTH.
[Iporoxoin IP mecroit Bepcun (Ipv6). BosmoxHoctu nporokona IPv6. CpaBHeHue aapecanuu 1o npoToKo-
nam [Pv4 u IPv6. Ilepexon ot npotokona IPv4 k [Pv6.

Pa3nen 6. BBerenne B MapumipyTu3anuio

[IpumeHeHne npoTokosnoB Mapuipytuzanuu. OcHOBbI Mapuipytusauuu. [IpoTokoisbl MapupyTu3sa-
uu. O0mre npoTokosl BHyTpeHHed mapiipytuzanuu. [Iporokon RIP. TIpotokon EIGRP. IlpoTokomns Ha
ocHOoBe coctosiHus kaHama OSPF. MapmpyTtuzanus B OpraHu3allMOHHBIX ToApasjeneHusx. [IpoTokos
BHEIIHEN MaplIpyTH3aluu. ABTOHOMHBIE cucTeMbl. Mapupyrtusanus yepe3 VHTeprer. IIpoTokomns! BHeNI-
HEW MapUIpyTHU3alMU ¥ NOCTABIIMKK yciuyr MHTepHeTa. MapumpyTtusanus ¢ MOMOLIbIO IPOTOKOJIOB HA OC-
HOBE BEKTOpoB paccTtosiHus. IIporokon RIP. dynkmuu nporokona RIP. IIpobnemsr ¢ nmporokosom RIP.
VY CcoBepIIeHCTBOBAaHHBII MPOTOKOJI BHYTPEHHEW MapmpyTtusamun Mexnay nurosamu (EIGRP). ®@ynkummn
npotokona EIGRP. Tepmunosnorus u tabauis! npotokosa EIGRP. Cocenu u cmexnoct EIGRP. Metpuku
n xkoHBepreHuuu nporokona EIGRP. ITpo6nembl u orpannuenus nporokosa EIGRP. Mapmpytuzanus c
IIOMOUIBIO TIPOTOKOJIOB HAa OCHOBE coCTOsAHUA KaHana. [Ipotokon OSPF. MeTpuku n KOHBEpreHIus MnpoTo-
kosoB OSPF. Coceqnue mapupytuzatopsl OSPF u otHomenus cmexxnoctu. O6mactu OSPF. [Ipo6iemsr u
orpannuenust OSPF. Mcnons30BaHne HECKOIBKUX MPOTOKOJIOB MapIIPYTU3aLUU Ha MPEATIPUATHH.

Pa3nen 7. [lporokoanl creka TCP/IP, ucnosib3yemble 1iisi padoThl CJIy:KO MOCTABIIMKOB YCJIYyT
HNuTepHera

[Tporoxkomnsl crexka TCP/IP, ucnons3yemsie aist paboThl ciyx0 moctaBuukoB yciayr MaTepHera. O6-
30p npotokosioB TCP/IP. TIpoToKoIIbl TPaHCTIOPTHOTO YpOBHS. DYHKIMH TPAHCIIOPTHOTO ypoBHS. [IpoTokon
TCP. IIporokon UDP. ITonnepikka HEcKOJIbKUX ceTeBBIX ciyx0. Cimyx06a moMeHHbIX uMeH. VMms y3ma
TCP/IP. Uepapxus DNS. IIpeobpazosanne umer B DNS. Peanuzarus DNS-pemennii. Ciry:k0bl ¥ TPOTOKO-
abl. CepBucsl. [Iporokonst HTTP u HTTPS. IIporokon FTP. SMTP, POP3, u IMAP4.

Pa3nea 8. Texnosiorum rinodanbHbIX ceTei

OcHoBbl cetn MHTepHeT. [loctaBmuykn ycnyr MHTepHeTa. BapuaHThl NOAKIIIOUYEHHS K ITOCTaBUIUKY
ycayr MHTepHera. YpoBHU 00CiIyXMBaHUS MOCTaBIIuKa yciayr MHtepHera. O6paboTka makeToB 060pyao-
BaHHEM IOCTaBIMKa yciuyr. IHTepHeT kak oOmako. YcrpoiictBa B MHTepHET-001make. Ycemyru cetn MHTEp-
HeT. IHTepHeT u ctanaapthl. Ciy>k0bl mocTaBIIUKOB yeiuyr MuTepHeTta. [IpenocraBienne KOHEUHBIM I0JTb-
3oBarensiM ycayr Uatepuera. Mepapxus cetu UatepHer. [loakmtouenue cerel K BHEITHUM yciryram. Beioop
ycTpoiicTBa [uisl npeaocTtasieHus yciyr HrepHera. IlpenocraBinenue yciyr y Touku npucyTcTBus. CBs3b
kimentoB yepe3 WAN. Breibop coequnenus ¢ WAN. Hacrpoiika coenunennst ¢ WAN. TpeboBanus kiveH-
toB. Co3aaHne KaHaJIoB KOpHOpaTuBHOM cetu. [loToku Tpaduka B KOpIOPATUBHOM ceTH. Y CTpoiicTBa ceTu
WAN u texnonoruu. Crangaptsl cetd WAN. LHudpossie n anamoroseie TexHomaoruu cetu WAN. Kommy-
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Tanus KaHasoB 1 naketoB. TexHonorun WAN “nocnenssiss Muiis” ¥ “/UiMHHAS qucTaHius” . MHKancymsius
WAN. HDLC u PPP. Ayrentudukamus PPP. IIporoxon Frame Relay. O630p nporokomna Frame Relay.
dyuKIMOHANBHBIE BO3MOXHOCTH Frame Relay.

Pa3znen 9. becnnpoBoaHbIe TEXHOJIOTHHI

OcHOBBI OecIIpOBOJHBIX TEXHOJIOTUH. becnipoBoiHbIE TeXHOIOTMU U ycTpoiicTBa. [IpeumyiiecTBa u
OrpaHUYEHUs] OeCIPOBOJHON TeXHONOTUU. Tunbl 6eCIPOBOIHBIX ceTeil U X rpaHulbl. becnpoBoaHbIe J10-
KajbHbIe ceTH. CTaHAapThl OECIPOBOAHBIX JIOKAIBHBIX ceTeil. KOMIOHEeHThI OecripoBOIHON JIOKAJIBHOM ce-
. Cett WLAN u unentudukaropsr SSID. becipoBoaubie kanansl. HacTpoiika 6ecripoOBOIHBIX JTOKATBHBIX
cereit Hactpoiika Toukn goctyna. Hactpoiika 6ecnipoBognoro kiauenrta. Obecnedenue 6e3o0macHOCTH Oec-
IIPOBOJIHOM JIOKanbHOM ceTu. [louemy atakyroT GecrnipoBOAHBIE JIOKaIbHbIE ceTH. OrpaHMUYEHHE JOCTYIA C
cetu WLAN. Ayrentudukamnus B cetu WLAN. IlIudposanue B cetn WLAN. @unbrpanus tpaduka B cetn
WLAN. Hacrpoiika UHTErpupOBaHHOM TOYKHM JOCTymna U OecrpoBOAHOro kinueHTa. [lnaHupoBaHue ceTu
WLAN. YcraHoBka u obecrieueHre 0€30MaCHOCTH TOYKH J0cTyna. Pe3epBHOE KOMMPOBAHUE W BOCCTAHOB-
neHue ¢aitnoB koHpurypanuu. O6HoBIeHHEe MUKporporpaMmMsl. Ilouck u ycTpaneHue Hemonagok Oecrpo-
BOJHBIX NoakIoueHuil. [Ipodaemsl ¢ HacTpoiikoil 6ecipoBoHbIX ceTeil Bonpocsl, csizannbie ¢ DHCP.

Pa3nes 10. OcHoBBI ceTeBOM 6€301aCHOCTH

CereBble yrpo3bl. Pucku BTOpkeHus B ceTb Mcrounuku Brop:keHus B ceTb ColuoTexHUKa U (u-
muHT. MeTtosl atak. Bupycel, yepBu u “TposiHckue KoHM . OTKa3 B 00CITYKUBAaHUH M aTaKd METOJIOM TPY-
ooii cuibl. llInmnonckoe T10, orcnexuBanue daitnos cookie, peknamuoe [10 u BeruibiBatone okHa. Criam.
[TomuTuka 6ezonacHoctu. ObIIMe Mepsl obecniedueHus: Oe3onacHocTH. McnpaBinenus u 0OHOBIECHUs. AHTHC-
nam. [Iporpamma 3auurs! ot mnuonckoro I110. Mcnonb3oBanue MexceTeBbIX 3KpaHoB. UTO Takoe Mexcere-
BOM 3KpaH. BapuaHThI HCIIOIB30BAHUE MEXKCETEBBIX SKPAaHOB. AHaNN3 ysa3BUMoOCTeN. IIpakTuyeckue peko-
MeHganuu. Bornpocsl 6e3omnacHocty, aktyansHbie s ISP. Ciyx0b1 6e3omacnoctu ISP. Ilpaktuueckue pe-
KOMEHJIAINH 110 yKperuieHuto O6e3omnacHocTH. IlndpoBanne nanneix. MHCTpyMEeHTaNbHBIE cpeacTBa obec-
nedeHus: 0ezonacHoctd. CIUCKU KOHTPOJISL JOCTyna U ¢puibTpanuus no nopram. [IpuMeHneHne MexceTeBbIX
skpanoB. Cuctemsl IDS u IPS. Be3zomacHocTh GecripoBoiHbIX ceTelt. bezomacHocTh y3moB. Kontpons ISP u
B3aMMOOTHOIIEHUs1 ¢ HUM. KOHTposb pabouux mapaMeTpoB CETEBBIX KaHAJIOB. YIpaBiIeHHEe 000pyJ0BaHUEM
C MOMOIIBIO BHYTPHUITIOJIOCHBIX cpencTB. Mcnonb3oBanue nporokosioB SNMP u Syslog. 3ammra WAN u
yJIaJIeHHBIX COTPYIHUKOB. VIHTerpanus yJjaJeHHbIX COTPYJHUKOB B apXUTEKTYPY CETU C CpeJICTBAMH BUPTY-
anbHbIX yacTHbIX ceTel (VPN). KomnonenTs! BUpTyanbHbIX 4acTHbIX ceTelt (VPN). BupryanbHas cetb. An-
rOpUTMBI MU (POBaHUSA. AITOPUTMBI LIETOCTHOCTH JaHHbIX. TexHomnorus IPSec.

4.3 JlabopaTtopHbie padoThI

Neo JIP Ne HaumeHnoBaHue 1abopaTopHbIX paboT Kor-s0
pasznena 9acoB

1 1 O06xum kalesns BuTas napa 2

2 1 [TpoekTHpoBaHKE JIOKAIbHOM BBIUMCIUTEILHON CETH 4

3 2 Pa3paboTka KIIMEHT-CEPBEPHBIX NPUIOKECHUHN 4

4 3 [IpoekTupoBaHe KOPIOPATUBHON CETH 2

5 4 MonenupoBaHue CUTyalMii BO3HUKHOBEHUS KOJUIU3HUHU B 2
KOMIIBIOTEPHBIX CETSIX

5 5 Pacuer IP-cetn 2

6 7 Pabora mporokona FTP 2
Hroro: 18




4.4 IlpakTU4eckne 3aHATHSA (CEMUHAPHI)

Ne Kon-Bo
Ne 3ansTus Tema
pazzena 4acoB

1 1 Jlornueckoe u puzmueckoe npoekTupopanue cetu B makere NetlLab 2

2 1 OO0yuenune pabote co cpeacTBom MoaenupoBanus “Packet Tracer. 2
Co3aHue MpoTOTHUIIA CETH

3 3 Hactpoiika HauanbHO# KOH(QUTYpALUN MapIIpyTH3aTOpa B TIAKETE 2
Packet Tracer

4 3 Hactpoiika kommyTtaTopa B nakete Packet Tracer 2

5 6 Hacrpoiika nporokosa RIP u RIPv2 B makere Packet Tracer 2

6 6 CrpyKkTypu3aiysi BHyTPEHHEW CETH C IOMOIIBIO MACKHU B TIAKETE 2
NetLab

7 8 Pemrenue npobiieM HECMEKHBIX ceTeil B makere Packet Tracer 2

8 9 Pa3meriienne Touek OecrpoBOAHOTO JocTyMa B maketre Packet 2
Tracer

9 10 Hacrpoiika cnirckoB kouTposist qoctyna (“ACL”)” B makere Packet 2
Tracer
Hroro: 18

4.5 PacueTHo-Tpaduyeckoe 3aaHue

Tema: PazpaboTka pacnpeaen€HHbIX CHCTEM I paObOTHI B BEIUUCITUTEILHOM CETH.

3ananme: Co3zath cucreMy 0a3 aHHBIX, PeaIM3YIOILYIO MapauieNbHy0 00paboTKy HH(pOpMaLUU B
6aze maHHbIX. HeoOXommmMo cMoenupoBaTh mapauiesIbHyI0 paboTy JBYX U OoJiee TOJIh30BaTEeNel CUCTEM
6a3bl 1aHHBIX. TpedyeTcs paccMOTPETh BO3MOXKHbIE CUTYaLUH pabOThI ¢ 6a30i JaHHBIX:

1) oguH MoONB30BATENb YUTAET, IPYToil padoTaeT ¢ 0a30ii JaHHBIX,

2) OTHOBPEMEHHOE BBINIOJHEHHE ABYMS MOJIb30BATEISIMU TpaH3akuuid. IIpocMoTpeTh BapuaHThI 3a-
xBaTa 6e3 00paboTKHU (aBTOMATHYECKUI) U ¢ 00pabOTKOM MOJIH30BATENS.

baza naHHBIX JOJKHA COCTOATH U3 Tpex M Ooijee Tabiui U ObITh pazpadoraHa ¢ nomoibio CYBJ]
Microsoft SQL Server 2008, u pacrnonaratbcst Ha cepBepe. KiMeHTCKOe MPUIOKEHHE JTOJKHO ObITh HalH-
caHO B MHCTpyMeHTanbHOU cperbl Visual Studio 2008 u si3pika C#, 1 OCHOBaHO Ha apXUTEKTYpe “KIHEHT-
cepBep”’. [Ipy MOAKIIOUEHUN TIPIIIOKEHUSI K pa3pabOoTaHHOW 0asze aHHBIX HEOOXOIUMO HCIOJIH30BaTh HO-
Byto TexHonoruro LINQ.

[IporpaMMHO€ CpeACTBO JOJKHO OBITH OPUEHTUPOBAHO JJIsl NPUMEHEHHUs B OpraHM3alli, BKIIOYa-
IOlIe MHOKECTBO MOJIb30BaTENEH, CBA3aHHBIX MEX/y COO0I BBIYMCIUTEIBHOM CEThIO U JJOJKHO OCYIIECTB-
JSTh TOJKITIOYEHHE HECKOIBKUX KIIMEHTOB K cepBepy 1o ero IP-aapecy st paboThl ¢ 62301 AaHHBIX

B pabote HE0OXOaUMO MPEayCMOTPETh PEXUM MapauielNbHON pabOThl HECKOJIBKUX KJIMEHTOB 3a
CUeT pealm3allii Pa3IMIHBIX BHJIOB OJOKHpOBKH daHHBIX cpenctBamu CYBJl MS SQL Server 2008. A
TaKXe pean30BaTh MEXaHU3M YIIPABICHHS TPaH3aKUUAMU cpeacTBamu sa3bika C# 2008.

[Tomumo 3TOrO, B MPOrpaMMHOM CPEJICTBE HEOOXOIMMO KaXK/[ble HECKOJIBKO CEKYyHJ MOChLIaTh KO-
maHay Ping, mist Toro, 94To0OBI yOANUTHCS, YTO CepBEp MOAKIIOUYEHHH 0a3a JaHHBIX PadoTaeT B HOPMAIbHOM
pexXuMe.

Cuctema 6a3 JaHHBIX JOJKHA OBITH CO3/IaHa IO CIEAYIOLINM MTPEIMETHBIM 00IacTsAM:

1 “ToBapooGopoT”, yueT NpoAyKTOB B Mara3uHe;

2 “Anteka”. YuerT JeKapCTB B alTeKe;

3 “Otnmen kampoB”. YUeT MPUHSATHIX U YBOJICHHBIX COTPYIHUKOB MPEIIPUSITHS,

4  “byxrantepus”. Haunciaenue 3apaboTHON TIIATHl COTPYIHUKOB,;

5 “bonpHuna”. Benenne kapTodek MarMeHTOB B OOJHHUIIE;

6 “Crynents!”. Pabota cekperapst yueOHOM 4acTH JeKaHaTa CO CTyIEHTaMU;

7 “XKKO”. Yuer omarsl >KHJIBIIOB 32 KOMMYHJIBHBIC YCITYTH;

8 “Tenedon”. Yuer onarsl aOOHEHTOB TeNe(OHHOM CETH 32 MEXYTOPOJHHE IEPErOBOPHI;

9 “PommomM”. Y4eT HOBOPOKIEHHBIX B POJJIOME;

10 “MuBenTtapuzanus’. YdeT 000pyAOBaHHUS U OPITEXHUKU Ha MPEIIPUATHH,

11 “ABrocanon”. Y4eT npoaaku MaIllllH B aBTOCAJIOHE;



12 “AnspodnoTt”. 3aka3 OMIIETOB HA aBUAPEHCHI;

13 “XKeneznoaopoXKHBIN BOK3al”. YUeT Mpoiaku OMJICTOB Ha XKeJe3HOM Jopore;

14 “ABroBok3an’. ABTOMATH3aIMs MPOTaKU OMJIETOB Ha aBTOOYCHBIC TTEPEBO3KHU MACCAXUPOB B
mpenenax o0nacTu;

15 “MUC”. Yuer Bcex Upe3BbIUYaHBIX MPOUCIICCTBUH (TI0’KAPBI, B3PBIBBI, IOTOIHI U T.]I.) B TOPO/IE;

16 “bubnmoreka”. Yder qureparypbl B OUOIHOTEKE;

17 “Ikona”. Yuer oOy4aromuxcs B IIKOJIC YUaIIHXCS,

18 “Ilerckuii can”. Yuer nereil B AETCKOM cCajy.

19 “My3bikanpHas mKoia”. Y4ueT o0yqaroIuXxcst Urpe Ha ONPEACIICHHOM MY3bIKaJIbHOM HHCTPY-
MmeHTe (poprenuano, ¢ueiira, 6asH, KOHTpadac, CKPUIIKa U T. J1.)

20 “CnoprtuBHas mKoja”; Y4eT 3aHUMAIOIINUXCS B CIIOPTUBHOM cexuuu (pyT0os1, 60KC, TEHHHC,
[axMarthl, IJIaBaHUE U T. JI).

21 “TlonmuknuHUKA”. YYeT BceX OOJIBHBIX, OTHOCSAIIUXCS K MOJUKIMHUKE IO MECTY KUTEIHCTBA.

22 “DnexTposHeprus’. YUeT OIuIaThl )KUIIBIIOB 32 JIEKTPOIHEPTHUIO.

23 “Cknan”. Y4eT 0cTaTOYHOU MPOAYKIIMH Ha CKIIAJIE.

24 “Aburypuent”’. PaboTta ¢ mocTynammumMi B By3 aOUTYypHEHTaMH.

25 “Kunoreatp”. Pabora c penepTyapom KHHOTEaTpa, yueT Npoaaku OUIETOB.

[IporpaMMa ocHOBaHa Ha apXUTEKType “KIMEHT-CEpBEp” W OPUEHTUPOBAHA JJIi IPUMEHEHHUS B Op-
TaHU3aI[1H, BKIIOYAOIEH MHOXKECTBO IOJIb30BATENICH, CBA3AHHBIX MEXKIY CO00I BBIYMCIUTEIHHON CETHIO.

[Ipu 3arpy3ke mporpaMmbl NpUIOKEHUE-KIMEHT 3anpamuBaeT IP-anpec npunoxxenusi-cepsep. [Ipu
W3MEHEHUHU JAaHHBIX B OJJHOM U3 MPUJIOKEHUI BCE M3MEHEHHS] aBTOMAaTUYECKU BHOCSTCS B IPYTO€ MPUIIOKE-
HUE.

5 Y4yeOHO-MeTOANMYECKOE 00ecnedyeHue TUCIUILINHDI
5.1 OcHoBHas JuTEpaTypa

1. Omnudep, B. I'. Komnbtorepusie cetu. [IpyHINIBI, TEXHOJIOTUHU, TPOTOKOJBI [TekcT] : yueOHOE
nmocodue JUIsl CTy/IGHTOB BBICHIMX y4eOHBIX 3aBeIeHMM, oOydaromuxcs no HanpasieHuto "MHdopmaruka u
BBIUUCIIUTENIbHAS TEXHUKA" U M0 CHEeNHaTbHOCTH "BhIUMCINTENbHBIE MAIIMHbI, KOMIIJIEKCHI, CUCTEMBI U Ce-
1", "ABTOMATU3UPOBAHHBIE MAITUHBI, KOMIUIEKCHI, CUCTEMBI U ceTH", "[IporpaMMHoOe oOecrieueHre BhIYmc-
JUTEIHHON TEXHUKH W aBTOMaTu3MpoBaHHbIX cucteMm" / B. I'. Omudep, H. A. Onudep.- 4-e uzg. - CaHkr-
[TerepOypr : ITutep, 2013. - 944 c. : un. - (YueOHuk ans By30B. CTaHIapT TpEeThEero mokojeHus). - buod-
muorp.: ¢. 917. - And. ykas.: c. 918-943. - ISBN 978-5-496-00004-8 (21 7k3.).

2. bpoiino, B. JI. BwruucimrenbHbIE CUCTEMBI, CETH U TeJIeKOMMYHUKanuu [Tekct] : yueb. mocobue
s By3oB / B. JI. bpoiino, O. I1. Unbuna.- 4-e uzn. - CII6. : ITurep, 2011. - 555 c. - (YueOHUK 111 BY30B). -
bubnmorp.: c. 545-548. - And. yka3s.: c. 549-554. - ISBN 978-5-49807-875-5 (12 2k3.).

3. Ilatubparos, A. Il. BeruncnaurenbHble CHCTEMBI, CETH M TeaekoMMyHUKauuu [Teker] : yue6. ams
By30B / A. II. ITsatuGparos, JI. II. I'yasiHo, A. A. Kupudenko.- 4-e u3zg., nepepad. u nom. - M. : @uHAHCH U
cratuctuka, 2008. - 736 c. - bubnuorp.: c. 718-721. - [Ipenm. ykas.: c¢. 727-734. - ISBN 978-5-279-03285-3.
- ISBN 978-5-16-003418-8 (41 ax3.).

4. bnaronapos, A. B. Kiiuent-cepBepHble npuiiokeHus 0a3 JaHHBIX : yueOHoe mocodue / A. B. bia-
rogapoB, H. H. I'punuenko, A. 10. I'pomoB. — Psi3ans : PI'PTY, 2017. — 72 ¢. — TekcrT : 31eKTpoHHbIi //
Jlans : anexTponHO-OMbMMOTEeuHas cucreMa. — URL: https://e.lanbook.com/book/168302 (nata obparie-
Hus: 07.04.2024). — Pexxum goctyma: Jj1s aBTOpH3. TIOJIB30BATEIICH.

5.2 lono/iHMTeIbHAS JIUTEPATYpPa

1 Bosxkosa, T.B. Pa3zpabotka cuctem pacmpeneiieHHONH 00pabOTKHM JaHHBIX [DIeKTpoHHBINA pecypc]:
yueOHO-MeTonuyeckoe mocodbue /T.B. Bonkosa, JI.®. Haceiikuna. — OpenOypr: OI'Y, 2012. — 330 c. Pe-
xum goctyna: http://artlib.osu.ru/web/books/metod_all/3179_20120625.pdf.

5.3 llepuoguueckue U3TaHus



1. BecTHUK KOMITBIOTEPHBIX U HH(OOPMAITMOHHBIX TEXHOJIOTUH: KypHaI. - M.: 3. "Cnektp", 2024.
2. adopmannoHHble TEXHOJIOTHH: KypHai. - M.: 3xa. "HoBsie TexHonorun", 2024.
3. ABTOMaTH3a1Us B MPOMBIIIJIEHHOCTH: XypHal. - M. :M3n. nom "NupoaBromaruzamus”, 2024.

5.4 UnTepHeT-pecypchbl

1 http://www.rsl.ru/ - Poccuiickast rocyaapcTBeHHas OnOInoTEKA.

2 http://window.edu.ru/ - UC «ExuHoe 0KHO J0CTyIa K 00pa30BaTeIbHBIM PECypcam.

3 http://e.lanbook.com/— Dnextponnas 6ubaHoTEUHast cucteMa «M3maTenscTBo «JlaHby.

4 http://www.biblio-online.ru — Snekrponnas OubauoTeka u3aarenbeTBa «Opai.

5 http://www.iprbookshop.ru - Diexkrponnas 6ubmmoreunas cucrema IPRbooks.

6 https://www.coursera.org/ - «Courseray;

7 https://openedu.ru/ - «OTkpbITOE 0Opa3zoBaHUE;

8 https://universarium.org/ - «YHuBepcapuym»;

9 https://www.edx.org/ - «<EdX»;

10 https://www.coursera.org/learn/python - «Coursera», MOOK: «Programming for Everybody
(Getting Started with Python)».

5.5 TlporpamMmHoe obGecneuyeHue, npodeccHoHANbHbIE 0a3bl JAHHBIX W MH(OPMALMOHHbIE
CIPaBOYHbIE CHCTEMbI COBPEMEHHbIX HH()OPMAIIMOHHBIX TEXHOJIOT Uit

1. Onepaunonnas cucrema PEJ] OC
2. Tlaker opucusix npuinoxenuii LibreOffice
3. IIporpammHas cucrema st OpraHU3alUH BHICO-KOH(pepeHI-cBs3u Webinar.ru

Kommbrotepapie cetn [DNEKTpOHHBIA pecypc]: 3JeKTpOHHBIH Kypc B cucteme Moodle / JL.O.
TarupoBa. OpenO. roc. yH-T. — DnekTpoH. naH. — OpenOypr : OI'Y, [2020].— Pexum npocryna:
Onextponnbie Kypesl OI'Y B cucteme 00yuenus moodle. — https://moodle.osu.ru/course/view.php?id=7817

Maccoevie omkpvimuvle OHAQUH-KYPCH, peKoMeHOyeMble Ol  CAMOCMOSMENbHOU pabonbl,
pasmewernble Ha NIam@opmax OHIAUH-00yYeHUs.
http://biblioclub.ru/ - «3BC VYuuBepcuterckas Oubnuoreka oHjIaiiH», Karajgor Kypcos
«HbOpMAIIMOHHBIE TEXHOIOTHNY;
http://znanium.com/catalog/tbk/51/- «3BC nayuno-uznatenbckoro nentpa «Mudppa-M», Karamor
KypcoB «HpopmaTiKa. BeraucanrenpHas TeXHAKA;

https://e.lanbook.com/books/1993 - «3CB  wusgarenbctBa  «Jlamb»», Karamor  kypcos
«ABTOMATH3UPOBAHHbBIE CHCTEMbI U HH(POPMATHKAY,
https://rucont.ru/  collections/5610 - «3CBb Pykont» Karamor kypcoB «WHdpopmarika u

BBIYHMCIINTCIIbHAA TEXHUKA.
I/IH(I)OpMaLII/IOHHLIC CIIPAaBOYHBIC CUCTEMBI COBPEMCHHBIX I/IH(I)OpMaI_[I/IOHHLIX TEXHOJIOTHI:

1. www.citforum.ru/ - nopman ananumuyeckux u HayuHvlX cmameti 8 061ACMU UHPOPMAYUOHHBIX
MEexXHON02Ul,

2. www.rsdn.ru - catim Poccuiickoii cemu paspabomuuxos I10, codepacum cmamvu no
COBPEMEHHBIM CPeOCmEaM NPOCPAMMUPOBANHUSL

6 MaTepuajibHO-TEXHUYECKOE o0ecnevyeHne JUCHMIIMHBI

VY4eOHble ayAUTOPUH JUIS TIPOBEJCHUS 3aHATHH JEKIIMOHHOTO THIA, CEMHMHAPCKOTO THIA, KYpPCOBOTO
IPOEKTHUPOBAHUS, JIs1 IPOBEJCHUS I'PYNIOBBIX U MHAWBUIYAIbHBIX KOHCYJbTAllMH, TEKYLIET0 KOHTPOJIS U
IIPOMEKYTOYHON aTTECTALUU.

AyIUTOpUH OCHAILEHBI KOMIUIEKTaMH YYEHHUYECKON MeOe, TEXHUUECKMMH CpPEeICTBaMH OO0YUYEeHHMs,
CITy’KaIllUMU JIJIs1 TIpeJICTaBlIeHUs yueOHOH HH(opMaIiy OOJIbIION ay TUTOPUH.
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Jlia mpoBeneHUsl MPaKTHUYECKUX U J1a0OpaTOPHBIX 3aHATUN HCHOJB3YyEeTCs KOMIIBIOTEPHBIN Kiacc,
OCHAIIIEHHBI KOMIBIOTEPHOI TEXHHMKOH, YJOBIETBOPSAIONIEH TpeOOBaHUAM K KOH(UTYPALUHU ammapaTHOro
o0ecrnedeHns UCIOJIb3YEMBIX IPOrpaMM.

[Tomemenue aisi CaMOCTOSITENBHONH PAOOTHl OOYYAIONIUXCS OCHAIECHBI KOMITBIOTEPHON TEXHUKOM,
MoAKIIOUeHHON K cetu "MHTepHeTr", W oOecnedeHHeM J0CTyla B SJICKTPOHHYIO HH(POPMAIMOHHO-
obpazoBarenbuyio cpeay OI'Y.
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