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1 Ilean u 3a1a491 OCBOEHUS JUCHUTIIUHBI

Heap (menm) OCBOEHUS JIUCLUIUIMHBI: COBEPIICHCTBOBAHUE 3HAHUM, YMEHUH U HaBBIKOB
oOyyaromuxcsi, a TaKKe IMOJy4eHHEe HUMH JIOTOJHUTENbHBIX 3HAHUM, YMEHHH M HaBBIKOB IO BOIPOCAM
OpTaHU3aIOHHOTO ¥ MPaBOBOT0 obecneueHust HHHOPMAIIMOHHON 0€30IacHOCTH.

3agaun:

1) TeopeTruecKkuii KOMIOHEHT:

— 3HATh OCHOBBI OPTaHU3ALMOHHON U MTPABOBOM 3aIIUTHl HHPOPMALINH, €€ COBPEMEHHBIE PO OIEMbI
U TEPMUHOJIOTHUIO;

— M3YYUTh PYKOBOJISLINE TOKYMEHTHI IO 00ECIIEYECHUIO PEKMMa CEKPETHOCTH M KOH(PHUIEHIUATbHO-
CTH Ha 00BEKTE;

— MONy4YUTh 0a30BBIC MPEACTABICHUS O THIIOBOW CTPYKTYpe CIyKObl 0€30MaCHOCTH, €€ OCHOBHBIC
3a/1aui U QYHKIIUU JOJKHOCTHBIX JIHII,

— 3HaThb OCHOBHBIE JJOKYMEHTHI, pEriaMEHTHPYIOIIYI0 OpPraHU3alMOHHYI0 0€30IacHOCTh Ha 00BbEeK-
T€;

2) no3HaBaTEJIbHbIN KOMIIOHEHT:

— OLIGHUBATh COCTOSTHUE OPTraHU3allMOHHON 3alUThl HHGOPMaIUU Ha 0OBEKTE;

— OIpeAeNATh palMOHAIbHBIE MEPbl IO O0ECIEYEHUIO OPraHU3allMOHHONW U MPAaBOBOM 3alllUThl Ha
00BEKTE;

— OpPraHMU30BaTh PaboTy NepcoHalla ¢ KOHPUICHINATHHONH HHPOpMAITUECH.

3) mpaKTUYECKUil KOMIIOHCHT:

— UMETb HAaBBIKU BBISBICHUS YTPO3 HHPOPMALIMOHHOM 0€3011aCHOCTH 00BEKTA;

— o0ecrnieueHus: peKuMa CeKPEeTHOCTH U KOH(UIEHIINAILHOCTH Ha OOBEKTE.

Jluctuminaa oTHOCHTCS K 0a30Boit yacTu 010ka [l «IMCIUTIITUHBL (MOTYITN )»

[IpepexBusuthl aucuuruubbl: b1.J[.b.5 Ilpaso, b1./].b.10 Hugopmamuxa, b1.J].b.28 Ochnoguvl
uHghopmayuourol bezonacHocmu

[ToctpexBuszutel nucuurmiubbl: b1./[.5.42 Cmanoapmuer unghopmayuonnoti 6ezonacnocmu, b1./].B.6
Obecneyenue GezonacHocmu 00beKmMo8 Kpumuueckou ungopmayuonnou ungpacmpykmypol, b2.11.B.11.2

IIpeoounnomnas npakmuka

3 TpeGoBanus K pe3yjabTaTaMm 00yUeHUs MO TUCIUIJINHE

Hpouecc HU3YyUYCHUS NUCHUIIJIMHBI HAITPABJICH HaA (bOpMI/IpOBaHI/Ie CJICAYIOHIUX PE3YJIbTATOB 06y‘IeHI/I$I

[Inanupyemslie pe3ysbTaTsl
00y4yeHHs M0 JUCLUIUINHE,

Kon n HaumeHnoBanue Kon n HauMeHOBaHME MHIUKATOPa
. XapaKTEePU3YIOLIUE ITATbI
dbopMUpYyEMBIX KOMIETSHITHIA JOCTH>KEHHS] KOMIIETEHIIUU
dopmupoBaHus
KOMTICTEHITHI
OIIK-5 Cnocoben mpumensith | OITK-5-B-1 3HaeT ocHOBBI 3aKOHOATENLCTBA | 3HATH:
HOPMAaTHBHBIE NPAaBOBbIE aKThl, |Poccuiickoit denepanuu, HOpMaTUBHbBIE HOPMAaTUBHO-
HOPMAaTUBHBIE U METOJUYECKHE |TPABOBBIE AKThl, HOPMATUBHBIE U METOJINYECKYI0 0a3y B
JTIOKYMEHTBI, METOMYECKHE JOKYMEHTHI B 00J1aCTH 00JIacTH HaIMOHAILHOM
periiaMeHTHPYIOLIe nH(MOPMAIIMOHHON 0€30MaCHOCTHU U 3alUThl  |O6e3omacHocTH PD;
NEeSTETLHOCTH TI0 3aIIHUTE nH(popMaIuu, TPaBOBbIE OCHOBBI CTPYKTYPY
nHpopManun OpraHu3aIy 3aUUThl TOCYIapCTBEHHOMN roCcyJapCTBEHHOM CUCTEMBI

TallHbl ¥ KOHQUACHIMATLHOW HH(POPMALIUH, |3allUThl HH()OPMALINK;
IIPAaBOBYIO XapaKTEPUCTUKY MPECTYIUIEHUH B | MHPOPMALIMOHHOE




Kox n sHaumenoBanue
(bopMHUPYEMBIX KOMITCTCHITHI

KOI[ 1 HAUMCHOBAHUC MHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

[Inanupyemblie pe3ynbTaThl

00ydeHUs IO TUCIHUIUINHE,

XapaKTEPHUIYIOLIUE ITAIbI
dbopmMHupoBaHUs
KOMIICTCHIIUIH

cdepe KOMIbIOTepHOM HH(OPMALIUU U MEPbI
IIPaBOBOM Y JUCLMILUIMHAPHON
OTBETCTBEHHOCTH 3a pasriiallieHue
3anuIaeMoi nudopmMan
OIIK-5-B-2 3naet npaBoBbIe OCHOBBI
OpraHu3aIUH 3aIUTHI IEPCOHATBHBIX
JAHHBIX U OXpaHbl PE3yIbTaTOB
MHTEJUICKTYaJIbHOHN J1eATEIIbHOCTH
OIIK-5-B-3 Ymeer dhopmyaupoBaTh
OCHOBHBIE TPeOOBaHHUS 11O 3aLIUTE
KOH(puAeHIIMAIbHON HH(OpMaIuu,
NEPCOHAIBHBIX JAHHBIX U OXpaHe
pe3yJbTaTOB UHTEJUIEKTYaIbHON
NEeSITETHHOCTH B OpraHU3aIIH

3aKOHOJATENHCTBO,
IOPUINYECKHE MEXaHU3MBI
obecrnieueHus
UH(POPMAIIMOHHOH
0€30MMacHOCTH CBEJICHUH,
COCTaBJISIOLTUX
roCy/1apCTBEeHHYIO TaliHy U
KOH(HICHIHATHHYIO
uHdopmaIuto.

Ymernb:

OCYILIECTBIISITH aHAIU3
0€30MMacHOCTH
KOMIIBIOTEPHBIX CUCTEM Ha
COOTBETCTBUE
OTE€YECTBEHHBIM U
3apyOeKHBIM HOPMATHBHO-
IPABOBHIM IOKYMEHTaM B
00JacTl KOMITbIOTEPHOU
0€30I1aCHOCTH;

IIPOBOJIUTH AaHAIH3 U
y4acTBOBaTh B pa3paboOTKe
MaTeMaTUYECKUX MOJEIICH
0e301acCHOCTH
KOMIIBIOTEPHBIX CHCTEM Ha
OCHOBE HOPMATHUBHO-
IpaBOBOM 0a3bl
PErynsaToOpoB;

Baajaersb:

PaBOBBIMU HOPMaMH
peanuzainuu
npodecCuoHaANTbHON
JESTEIbHOCTH B 00JIaCTH
obecrieueHus
UH(POPMALIMOHHOM
0€30MacHOCTH | 3aIUTHI
UHTEPECOB INYHOCTH,
00111eCcTBa U TOCYIapcTBa

OIIK-6 CniocobeH mpu
peteHny npogpeccuoHaTbHBIX
3aJla4 OpraHU30BbIBATh 3aILUTY
uHpOpMAaIUU OTPaHUYEHHOTO
JI0CTYTIa B KOMITBIOTEPHBIX
CHUCTEMaXx M CETAX B
COOTBETCTBHH C
HOPMAaTUBHBIMH ITPaBOBBIMU
aKTaMU 1 HOPMAaTHBHBIMU
METOJIMYECKUMH JIOKYMEHTAMHU
denepanbHOM CITyKObI
6e3onacHoctu Poccuiickoi
Oenepannu, PenepanbHON
CIIy>KOBI 110 TEXHUYECKOMY U

OIIK-6-B-1 3HaeT cucreMy HOpMaTHBHBIX
IIPABOBBIX AKTOB U CTaHAAPTOB 110
JTUIEH3UPOBAHMIO B 00J1aCTH 00€ecTIeueHUs
3aIUTBI TOCYIaPCTBEHHOM TalHBbI,
TEXHUYECKOH 3aIUThl KOH(PUIECHITUATHEHON
uH(pOpMaIKH, 110 aTTECTAIUN 0OBEKTOB
uH(pOpMaTU3aluU U cepTUUKALIUU CPEICTB
3alUThl HH(pOpMALUU

OIIK-6-B-2 3naet cucremy
OpraHU3aIl[MOHHBIX MEp, HAIPaBJIEHHBIX HA
3alUTy HH(GOPMAIIMKU OTPAHUYEHHOTO
JocTyna

OIIK-6-B-3 3naeT HOpMaTHBHBIE,
PYKOBOJISIIIIME U METOJUYECKHE TOKYMEHTHI

3HaTh:

OCHOBBI 3KOHOMHUYECKHX
3HaHUH IIPU pacyeTe
yiep6a nahopManoHHON
0€30MacHOCTH
KOMIIBIOTEPHBIM CHCTEMaM
Ha OCHOBE HOPMATHUBHO-
MIpaBoOBOM 0a3bl,
OTIPENIENATh PaIlMOHAIBHBIC
Mepbl 10 00eCTIeYeHHIO
OpraHU3aIIOHHON U
MPaBOBOM 3AILNTHI,
OpraHU3aIlMOHHBIE,
TEXHUYECKHE U




Kox n sHaumenoBanue
(bopMHUPYEMBIX KOMITCTCHITHI

KOI[ 1 HAUMCHOBAHUC MHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

[Inanupyemblie pe3ynbTaThl

00ydeHUs IO TUCIHUIUINHE,

XapaKTEPHUIYIOLIUE ITAIbI
dbopmMHupoBaHUs
KOMIICTCHIIUIH

3KCIOPTHOMY KOHTPOJIIO YIOJIHOMOYEHHBIX (heJIepaIbHBIX OPTaHOB
HCIIOJIHUTEILHON BIACTH 110 3aIIUTE
nH(pOpMaIUK OTPaHUYEHHOTO AOCTYyIa
OIIK-6-B-6 YmeeTr npuMeHsTh
OTCYECTBEHHBIC U 3apYyOC)KHBIC CTAHIAPTHI,
MPUKA3bl U METOAMYECKUE TOKYMEHTBI
OCTOIK Poccun, npuxaszsl OCBH,
MIOCTAHOBJICHHS IPABUTEIILCTBA B 00JaCTH
KOMIThIOTEPHOM 0€301MacCHOCTH IS
MPOSKTUPOBAHHUS, PA3PAOOTKHU U OI[CHUBAHUS
3alIMIIEHHOCTA KOMIIBIOTEPHON CUCTEMBI

IPOrpaMMHO-aITIapaTHBIC
METO/IbI 3aIlUThI
uHdopmanuu;

YMmeTh:

pa3palarbIBaTh
(dhopMan30BaHHBIC MOJICIIH,
METOJIbI U AJITOPUTMBI
pENICHUS TUTIOBBIX 33724
0e30IMacHOCTH
KOMITBIOTEPHBIX CHCTEM B
COOTBETCTBHUU C
OTCYECTBEHHBIMH U
3apyOeKHBIMU
CTaH/IapTAMH,

OILICHMBATh PUCKHU
UH(POPMALIMOHHOM
0€30I1aCHOCTH;

Baanersb:

3HAHUSAMU I10
JOKYMEHTaTbHOMY
00ecIeYeHUIO
NeSTEIILHOCTH OTIePaTopa;
HABBIKAMM aHaIn3a 1
pa3paboTKu Mojenen
0e30IMacHOCTH
KOMIBIOTEPHBIX CHCTEM.

4 CTpyKTYypa U coep:KaHue TUCHHIINHBI

4.1 CTpykTypa 1M CIHILIHHBI

OO61mast TpyA0€MKOCTh AUCHHUILINHBI COCTaBIsET 3 3aueTHbIe enuHuLlbl (108 akajgeMuyecKkux 4yacos).

TpynoemkocTs,
Bun paGotsr aKaJeMHYECKHUX 4acoB
5 cemecTp BCETO
Oo0mas Tpy10éMKOCTh 108 108
KonTakTHas padora: 53,25 53,25
Jlexuuu (JI) 18 18
[Tpaktuueckue 3ansatus (I113) 34 34
Koncynbranun 1 1
[TpomerxyTouHas arrectanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTe/ibHas padoTa: 54,75 54,75
- 8bINONIHeHUe paciemHuo-epaguieckozo 3adanus (PI73);
- Hanucanue pegpepama (P);
- CAMON0020mosKa (npopabomka u nosmopeHue 1eKYUOHHO20 Mamepuand u
Mamepuana y4ebHUKos u yueOHvlx nocoouil);
- N0020MOBKA K NPAKMUYECKUM 3AHAMUAM,
- uszyyeHue pazoenos kypca « OpeanuzayuonHoe u npagosoe obecneyerue




TpynoemkocTs,
Bun pabotsr aKaJIEeMHUYECKHX YacOB
5 cemecTp BCETO

UHGOpMaAyUOHHOU 6E30NACHOCMUY 6 cucmeMe INeKMPOHHO20 00YYeHUs,
- N0020MOBKA K PYOEHCHOMY KOHMPOTIO

Bua uToroBoro KOHTpoJIA (3auer, Ik3aMeH, 11U depeHIIUPOBAHHBIH IK3aMeH
3a4er)

Paznienbl qucuuIuIvHbL, U3y4aeMble B 5 cEMECTpe

KosmuecTBo 4yacoB
Ne Haumenosanue pazaenon AyATopHast BHEay/I.
pasjena BCETO abora
T 113 | JIp pabota
1 Pons u MecTto mHDOpMaAIMOHHON G€30MaCHOCTH B 24 4 8 12
cucTeme HAI[MOHAIILHOU 0e301macHOCTH
Poccuiickoit ~ ®enepanumu. I'ocynapcTBeHHas
CUCTeMa  MPaBOBOTO  OOCCIICUEHUS  3alIUThHI
nHdopmanuu B Poccuiickoit deneparuun
2 PexxuM 3a1mThl rocy1apCTBEHHOM TalHBbI 10 2 2 6
3 3amuTa KOHQUACHIIMATHHOU HHPOPMAITUH 50 8 16 26
4 ATttectanisi  O0BEKTOB ~ MH(POpPMATHU3ALMUH  TI0 12 2 4 6
TpeOOBaHUSAM O€30MaCHOCTH MH(MOPMAIIHH.
) JlunensupoBaHue W cucreMa cepTudukanuu 12 2 4 6
CPEICTB 3alIUThl HHPOpMAIIUU
HWroro: 108 18 | 34 56
Bcero: 108 18 | 34 56

4.2 Cogepxanme pa3iejioB IUCHUNINHBI

Nel Posb m MecTo HH(pOpMAIMOHHOM 0€30MACHOCTH B CHCTeMe HAIMOHAJIbHOW 0e30MacHOCTH
Poccuiickoit @enepanun. I'ocygapcrBenHasi cucreMa NpaBoBoro odecrnevyeHust 3alUThl HH(POpMauu
B Poccuiickoii @enepaunu

Hopmamusno-npasosas 6aza 6 obnacmu HAyUoHAIbHOU U UHGOpMayuonHou 6Oezonachocmu P®.
Ilonamue, cmpykmypa ungopmayuonnozo npasoomuoutenus.. Koncmumyyus P®. Cmpamezus
HayuoHanvHou 6ezonachocmu Poccutickoti @edepayuu. Obecneuenue HAYUOHATbHOU OE30NACHOCIU
Poccuiickoii @eoepayuu. Konyenyusa nayuonanvuou 6ezonacnocmu Poccutickot @edepayuu. Cmpamezuu
paszsumus ungopmayuonnozo obwecmaa 8 Poccutickoii @edepayuu.

Obwas  xapakmepucmuka UHOOPMAYUOHHO-NPABOBLIX HOpM. Opeanvl  3aKoHOOamenNbCmada,
peanameHmupyouue 0esimelbHOCmb o uHgopmayuonuou bezonachocmu. Cmpykmypa opeanos e1acmu no
sawyume unpopmayuu 6 Poccuiickoti ®Dedepayuu. Cosem beszonacnocmu Poccuiickou. ©edepayuu.
Mesiceedomemeaennvie 1 2ocyoapcmeenHvlie  Komuccuu, cozoagaemvle Ilpesudenmom  Poccutickoti
@eoepayuu  u  Ilpasumenvcmeom  Poccuiickoii  @edepayuu, pewarom 8 coomeemcmeuu ¢
npeodoCmagieHHbIMU UM NOTHOMOYUAMYU 3a0a4u obecnedenus uHgopmayuoHuou bezonacnocmu Poccuiickou
Deoepayuu. Pedepanvras cuyxcoa bezonacnocmu Poccutickou @edepayuu (DCB). Deodepanvras Cuyaxcoa
no mexHuueckomy u sxcnopmumomy kowmpomo PO (OCTOK P®). Komumem no eonpocam
UHGOpMayUoHHOU Oe30NaACHOCMU.

Tonamue u 6udbl 3awunjaemoll uH@Gopmayuy no poccutickomy sakoHooamenscmsy. Hungopmayusa
Kak 00vexm 2paxcOancKux npas.

Ne2 Pe:kuM 321U THI FOCY1apCTBEHHOI TaiiHbI

Cmenenu cekpemunocmu ceedenuti u 2puguvl cexpemuocmu Hocumeneu smux ceedenuii. Opeanvl
3awumol  2ocyoapcmeennou  maunsl. O2panuuenus npas OO0JNCHOCMHO2O JUYa UIU SPAAHCOAHUNA,
O0ONYWeHHbIX UNU paHee OONYCKABUIUXCS K 20CYy0apCmeeHHou matine. Medxcee0oMCmeeHHAs KOMUCCUSL NO
3awume 2ocyoapcmeennoti matinsl. Ilonnomouus. Obecneuenue oeamenvrHocmu. CoyuanvbHvle capanmuu
epaskcoanam, OONYWEeHHbIM K 20CYOApCMEeHHOU matine HA HNOCMOSIHHOU OCHO8e, U COMPYOHUKAM
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CMPYKMYPHBIX NOOpazoeieHull no 3awume 20cyoapcmeerHnou matnsl. Ilopsook nposedenus cneyuanbHbiX
9KCnepmu3 no OONYCKy NPeOnpUusAmull, YupexdcoeHull u opeanu3ayuil K nposeoeHuro pabom, CEa3aHHbIX C
UCNOIb308AHUEM C8E0CHUL, COCMABTIAIOWUX 20CYOAPCIMEEHHYIO MAlIHY.

Ne3 3ammTa KOHpUAeHIHAILHON HHpOpPMaIUU

3awmuma nepconanvnvix Oannwvix. Pecynamopvr 6 obnacmu 3awumer Il/[n. Tpebosanus K
MAmepuanrbHbIM HOCUMENAM OUOMEMPUUECKUX NEePCOHANbHBIX OAHHBIX U MEXHOJI02UAM XPAHEeHUs MAaKux
OAHHBIX 8HE UHGOPMAYUOHHBIX CUCTEM NEPCOHANIbHBIX OanHbiX. OcobeHHocmu 0OpabomKu NepCcoHAIbHbIX
OaHHBIX, OCYWecmensiemMol 6e3 UCNONb306anus cpedcmse asmomamuzayuu. Tpebosanus K 3awume
NEePCOHANILHBIX OAHHBIX NPU UX 0Opabomke 8 UHDOPMAYUOHHBIX cucmemax nepcoHanrvrulx dannvlx. Cocmag
U codepxcanue OpeaHU3AYUOHHBIX U MEXHUYECKUX Mep Nno obecnedeHuro Oe30nacHOCmU NepCOHAbHBIX
OAHHBIX NPU UX 0OpaAbOmMKe 8 UHDHOPMAYUOHHBIX CUCTNIEMAX NEPCOHANbHBIX OaHHbIX. YacmHas mooensb yepo3
0e30nacHoCmu NepcoHaNIbHLIX OAHHBIX NPU UX 00pabomke 6 UHDOPMAYUOHHBIX CUCINEMAX NePCOHANbHBIX
OoanHvlx. Memoouyeckue pexkomeHOayuu no 0bOecnedeHuro ¢ NOMOWbI0 KPUNmocpeocms 0e30nacHocmu
NEePCOHANLHBIX OAHHBIX NPU UX 00pabomke 8 UHDOPMAYUOHHLIX CUCEMAX NEePCOHANLHBIX OAHHBIX C
ucnonv3osanuem cpeocme asmomamuzayuu. OmeemcmeeHHOCMb 3d HApPYUleHUue pedcuma 3aujumol
NEPCOHANLHBIX OAHHBIX

Kommepueckasa maiina. CywHocmo, 3a0a4u U 0COOEHHOCMU 3auumsbl KOMMepYecKol matinsl. Mepul
no obecneyeHuro 3awumsl KomMmepueckol matinbl. OmMEemcmeeHHOCMb 34 HApYUeHUe Pedcumd
KOMMep4ecKou mMauHbl.

Cnyxyceonaa ungopmayua. Cnyscebnas matina. 3aKoHOO0amenNbcmeo 6 obaacmu  3auumol
CIyoHceOHOU UHGOpMAaYULU 02PAHUYEHHO20 PACHPOCTNPAHEHUS.

Ilpogpeccuonanvnas maitna. Buovl npogheccuonanvrou maiinvl. Omiuyue ciyxiceOHoOU mainsvl om
npogeccuoHanbHou.

3awuma unmennexmyanvnoii coocmeennocmu. Mumennekmyanonas coOCmeenHOCmb U UCIOPUS
ee npasosou oxpanvl 6 Poccuu. Ilpasogoe pecynuposanue a8mopcKux npag u npas, CMENCHbIX C
aemopckumu. Ilamenmnoe npaso. Medxcoynapoousie coenauieHus 6 001ACMU OXPAHbL UHMELIEKMYAIbHOU
coocmeennocmu.  Ilpaso  Ha  ucnonvsoanue  00bLEKMO8  UHMENLIEKMYAIbHOU  COOCMBEHHOCMU,
cocmasnArwux eounyro mexnonocuio. Pedepanvhas cayxcba nNo UHMENIEKMYANIbHOU COOCMBEHHOCMU,
namenmam u mogapuuvim 3Haxam (Pocnamenm): npasosas ocnoea oesmenvHocmu, cmpykmypd, QyHKyuu.
IIpasa na npoepammel ons IBM u b6azwl oannvix. llonamue u npasosou pexcum npoepamm ona IBM u 6a3
oannvix. Cydvexmul npas Ha npozpammul 05t IBM u 6azvl dannvix. Codepoicanue npas Ha npoepammvl 0iis
OBM u 6aswt oannvix. Ucknouumenvhoe npago na npoepammy oasi IBM uiu 6a3y oanuwix, co30aHHyI0 NoO
002060pYy 3aKa3a 16O NPU bINOIHEHUU PAbOmM NO 002080py NOOPAOHO20 MUNA

Ne4 Arrectauusi 00beKTOB MH(OPMATH3ALMHU 10 TPeOOBAHUAM 0€30NMACHOCTH UHPOPMAIIUH.

OpeaHu3ayuoHHO-Npagosvie OCHOBbI CUCMEMbl ammecmayuu 00beKmos uHgopmamuzayuy no
mpeboganuam 6ezonachocmu uHpopmayuy. OpeaHU3ayUoOHHAs CMPYKMYpa CUcCmemvl ammecmayuu
00beKkmo8 ungopmamuzayuu no mpebosaHusm 6ezonacHocmu uxHgopmayuu (Oaree — cucmema
ammecmayuu), KaKk cOCMagHoU Yacmu eOUHol CUCeMbl cepmuurayuu cpeocms 3auumaol UHGOpMayuu u
ammecmayuy  00vekmos uHgopmamuzayuu no mpebosaHuam besonacHocmu ungopmayuu. Ilenu
ammecmayuu 00vekmos ungopmamuzayuy. Buldel ammecmayuu 00veKmo8 uHgopmamuzayuu no
mpebosanuam bezonacHocmu ungopmayuu (006poeoabHas, 00A3amenvbHas). Yuacmuuku ammecmayuu u ux
noIHoMoOYusi (Komnemenyuu). 3aoauu, QyHKyuu npasa u 005S3aHHOCMU OpP2AHO8 NO AMMEeCmAayul.
Heamenvnocms ammecmayuoOHHbIX KOMUCCULL.

Ne5 JInueH3npoBaHue U cucTeMa cepTH(PUKAINU CPeICTB 3aIIUTHI HHPOPMALUH

OpeaHu3ayuoHHO-Npagosvie OCHOBLL JIUYEHIUPOBAHUS OesmelbHOCMU No 3awjume UH@GoOpMayuu.
Jluyensuposanue OesmenbHOCmMuU mexHu4yeckou u Kpunmozpaguueckou 3awume ungopmayuu. Ilopsoox u
Memoovl NPosedeHUsi CepMUPUKAYUOHHBIX UCNLIMAHUL CPEOCME 3AUUMbl UHGOPMAYUU OCHOBHBIX KIACCO8!
MeXHU4eckux cpeocme 3awumvl UHGOpMAYUU, 3AUWUUEHHBIX MEeXHUYeCKUx cpeocme o00padbomku,
ungopmayuu, MexHuuecKkux cpeocms KOHMPOJA — 3AUUWEHHOCMU — UHGOpMAYUU, NPOSPAMMHDYIX,
annapammuelx, cpeocme 3awumol UHGoOpMayuy, NPOSPAMMHLIX CPeOCm8 KOHMPOTL 3aAUUUeHHOCTU
ungopmayuu. Ocobennocmu cepmugurkayuu cpeocmas 3auumol UHGoOpMayuy om ymeuku no mexHu4ecKum
kananam. Ocobennocmu cepmuguxayuu cpedcma 3awumsi ungopmayuu om HC/J.



4.3 IlpakTU4eckne 3aHATHA (CEMUHAPDI)

Ne 3ansTus Ne Tema Kor-s0
pazzena 4acoB
1 1 Pors m mecro wuHpOpManMOHHON OE30MAaCHOCTH B CHCTEME 2
HalMoHaIBbHOU O6e3onacHoctu Poccuiickoii eneparyu
2 1 Opranbl 3aKOHOJATENIbCTBA, PETVIAMEHTUPYIOLIUE AESITeIbHOCTD 10 2
UH(POPMALMOHHOM 0€30MIaCHOCTH
3,4 1 Buibl nHbOpMaIuy orpaHUYeHHOTO JIOCTYIIA 4
&) 2 PexuM 3aiuThl TOCYyJapCTBEHHOM TalHbI 2
6 3 OcobeHHocTH 00pabOTKH TEPCOHATBHBIX JaHHBIX. HopmaTuBHO- 2
npaBoBas 0a3a B o0nactu 3amutel [1/1H.
7 3 [Toctpoenue yactHOM Mozaenu yrpo3 6ezonacaoctu MCIIx 2
8 3 IIpoexktupoBanue cuctembl 3amuThl WMCII[IH B cooTBeTCTBUU C 2
TpeOOBaHUSIMU HOPMATHUBHO-METOIMYECKON Oa3bl
9 3 HopmatuBHO-ipaBoBasi 6a3a B 00JaCTH 3alIUThI TOCYIaPCTBEHHBIX 2
WH(GOPMAIIMOHHBIX CUCTEM
10 3 [IpoekTupoBanue CHUCTEMBI 3aIHTHI rOCy/IapCTBEHHBIX 2
WH(GOPMAIMOHHBIX CUCTEM
11 3 3amuTa KOMMepYecKkoil TallHbl U WHGOpMalUUU I CIyKeOHOTo 2
10JIb30BAHUS
12 3 3aKOHOAATENBCTBO 00 OXpaHEe MHTEIUIEKTYaIbHONW COOCTBEHHOCTH 2
13 3 [IpaBa Ha mporpammsl juist OBM u 6a3bl TaHHBIX. 2
14 4 Attecransi  00BEKTOB  MH(POpPMATH3AMK 1O  TPeOOBAHHIM 2
06e301macHOCTH HH(GOPMAITIH
15 4 [Topsnox aTTecTaluu 00BEKTOB nHpOpMaTU3aUN 2
(aBTOMaTU3UPOBAHHBIX CHUCTEM) Ha COOTBETCTBHE TpPEeOOBAHUIM
0€30MacCHOCTH
16 5 Oprann3aliOHHO-IPAaBOBbIE OCHOBBI JIUIIEH3UPOBAHMS 2
JeSITETIbHOCTH 110 3alIUTE HHPOPMAITUH.
17 5 OcobeHHOCTH cepTH(HKALUU CPEACTB 3alUThl HHPOpMALUU 2
Hroro: 34

5 YyeOHO-MeTOAMYECKOE 00ecTIeYeHHue TUCIUIIIMHBI

5.1 OcHoBHasi IuTEpaTypa

1. KopHuuiosa, A. A. 3amura nepcoHaabHbIX JaHHBIX : yueOHoe nmocobue / A. A. Kopuuiosa, 1.
C. IOnycoBa, A. C. Ucmarunoa. — Yda : baml'y, 2020. — 120 ¢. — ISBN 978-5-7477-5228-3. —
Texkcr : JJIEKTPOHHBIH // Jlanb 3JIEKTPOHHO-OUOINOTEYHAS cucTema. — URL:
https://e.lanbook.com/book/179914 (nata obOpamenus: 18.03.2024). — Pexum noctyna: ans aBTOPHS3.
MI0JIb30BATENIEH.

5.2 lonoinuTenbHAas1 JIMTEpPaTypa

1. Bensckas, H. M. OpranuszaioHHoe U npaBoBoe obecrieueHre HHHOpMAIMOHHON G€30MMacHOCTH :
meroanueckue ykaszanus / H. M. benbckas, H. U. KossipeBa, . C. Makapos. — Camapa : [II'YTH, 2021.
— 31 ¢. — Teker 9NeKTpoHHBIH // Jlanb 3JIEKTPOHHO-OuONMoTeynas cuctema. — URL:
https://e.lanbook.com/book/301040 (nmara oGpamienus:: 20.03.2024). — Pexum jgoctyma: Ui aBTOPH3.
MOJIb30BaTENEN.

2. IIpaBoBoe obecnieueHne HHGOPMAITMOHHON Oe3omacHocTH [TekcT] : yued. mocobue s By30B /
nox pea. C. . Kazanuesa.- 2-e u3z., ucnp. u gon. - M. : Akanemus, 2007. - 240 c. : ui. - (Bsiciiee mpodec-
CHOHaJbHOE 00pa3oBanue). - bubdmuorp.: ¢. 234. - ISBN 978-5-7695-3635-9.

3. IlpaBoBBIE HOPMBI 3aIUTHI HH(OPMAIMK B aBTOMAaTH3UPOBAHHBIX CUCTEMax : yueOHoe nmocolue /
H. B. Kupeera, A. B. Kpsokanosckuii, U. C. Tlo3ansk [u ap.]. — Camapa : TII'YTHU, 2020. — 60 c. —
Texcr : AIIEKTPOHHBIH // Jlanb 3JIEKTPOHHO-OUOINOTEeYHAS cucTtema. — URL:
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https://e.lanbook.com/book/255446 (nara oopamenus: 20.03.2024). — Pexxum A0CTyma: ISk aBTOPHU3. MOJb-
30BarTelIeH.
4. KpwpkanoBckuii, A. B. OpranuzaninonHoe U mpaBoBoe odecrnieueHre nHPopManoHHo# Oe3ormac-
HOCTH : Metoandeckue ykasanus / A. B. Kpbokanosckuii. — Camapa : [II'YTU, 2018. — 56 c. — Texkcr :
AJIeKTPOHHBIN // JlaHb : s;mexkTpoHHO-OMOMmoreynas cucrema. — URL: https://e.lanbook.com/book/182279
(mara obpamenus: 11.03.2024). — Pexxum goctyna: sl aBTOPU3. MOJIB30BATEIECH.
5. [Tymxkun, I1. FO. Opranu3anuoHHo-nipaBoBoe oOecrieueHne HHPOPMAIMOHHOW O€30MacHOCTH :
yuebHo-MeToaudeckoe mocobue / II. FO. IMymkwun, 1. A. T'omoBuenko, E. O. KapambimeBa. —
Mocksa : PTY MUPDA, 2023. — 32 ¢. — ISBN 978-5-7339-1916-4. — TekcT : AIEKTPOHHBIN //

Jlanb : snekTpoHHO-OMONMoreunas cucrema. — URL: https://e.lanbook.com/book/382658 (narta
obpamenus: 11.03.2024). — Pexum goctyna: i aBTOPHU3. MOJIb30BaTEIICH.
6.

5.3 llepuoauyeckue U3IaHUA

KypHaisr:

- «MIaopmaronHas 6e30MacHOCThY;

- «BecTHUK HHPOPMALIMOHHOM 6€3011aCHOCTHY;

- «[IpoGnemMsl nHPOpPMALIMOHHOH Ge30macHOCTH. KOMIIBIOTEpHBIE CUCTEMBDY.

5.4 UnTepHeT-pecypcsl

http://lwww.fsb.ru — caiit ®Cb P®

http://www.fstec.ru — ceppep ®CTOK PD

http://www.gov.ru — cepBep opraHoB TocyaapCTBeHHO# BiacTu PO

http://www.minsvyaz.ru — caiiT MEHHCTEPCTBA HH(POPMAIIMOHHBIX TEXHOJIOTHIA U CBSI3H PD
http://lwww.scrf.gov.ru — caiit Coseta besonacuoctu P®

www.consultant.ru — KoucynsTanT miroc

https://gost.ru — Poccranmapr

http://docs.cntd.ru — DaekTpoHHbIi GOH/ TPABOBOM M HOPMATHBHO-TEXHHUYECKOM TOKYMEHTAIIUH
http://www.securrity.ru — Caiit UudopmanronHas 6€30MacHOCTb

10. https://www.securitylab.ru — MudopmarmoHHblii moprai mo HHGOPMAaIMOHHOM O€30I1aCHOCTH

11. https://securelist.ru/ - Cereas mrad-kBaptupa skcieptoB «Jlaboparopuu Kacmepckoroy»

12. https://wwwe.intuit.ru/studies/courses/3648/890/info  — «MuTynt. HanmoHanmbHBIA OTKPBITHIH
yauBepcureT» Kypebl, MOOK: Atrecranusi 00bekTOB HH(pOpMaTU3aMKU MO TPeOOBaHUSAM 0€30MacCHOCTH
uHpOpMalnu.

13. https://www.intuit.ru/studies/courses/3601/843/info - «MaTynT. HanmoHabHBINA OTKPBITHIA YHH-
BepcuteT» Kypcesl, MOOK: Undopmanmonnoe npaso: Mudopmarus.

14. https://openedu.ru/course/ITMOUniversity/INTPRO/- «OtkpbiToe obpazoBanue» Kypcsr, MO-
OK: IIpaBoBbIe OCHOBBI 3aLIUTH HHTEILICKTYAIbHOH COOCTBEHHOCTH.

CoNoOR~WNE

5.5 IIporpammHoe obecmedyeHue, nMpogecCHOHAIbHBbIC 0a3bl JaHHBIX W HMHGPOPMALHMOHHbIE
CIIPABOYHbIE CHCTEMbI COBPEeMEHHbIX HH(POPMALIMOHHBIX TEXHOJIOT Uil

a) MPOrpaMMHO- amnmapaTHoe obecreyeHue:

1. Onepanmonnas cucrema Astra Linux. «Astra Linux Special Edition» PYCB.10015-01, numensu-
oHHBbIN goroBop NeA-2021-1374-BY3 ot 28.05.2021

2. Open Office/LibreOffice - cBo00aHBIIi OMUCHBIH MAKET MPOTrpaMM, BKIIOYAOIIHIA B ce0s TEKCTO-
BbII U TAONUYHBIN PEJaKTOPBI, pEAAKTOP Mpe3eHTAlUN U Ipyrue 0(UCHBIE TPHIIOKEHHS.

0) 6a3bl JaHHBIX, UHPOPMALIMOHHO-CIIPABOYHBIE U TOMCKOBBIE CUCTEMBI:

— Komncynerant Ilnroc [DnekTpoHHBIN pecypc] : cpaBouHo-TipaBoBas cuctema /| Kommanust Kon-
cynbranT [Lmoc. — DnektpoH. gaH. — Mocksa, [1992-2016]. — Pexxum nocryna : B nokansHOU cetn OI'Y
\\fileserver1\'CONSULT\cons.exe

— TapanT [OnexTpoHHbIi pecypce] : cnpaBouHo-mipaBoBast cuctema / HIIII ["apanT-Cepsuc. — Dnek-
TpoH. JaH. - Mocksa, [1990-2016]. — Pexxum nocryna \\fileserverl\GarantClient\garant.exe. B nokansHol
cetu OI'Y.



https://www.intuit.ru/studies/courses/3601/843/info
file://///fileserver1/!CONSULT/cons.exe
file://///fileserver1/GarantClient/garant.exe

— 3akoHomaTenbCcTBO Poccuu [DnekTpoHHBIN pecype] : nHPpOpMalMOHHO-TIpaBOBasi cuctema. — Pe-
*uM joctyna : http://pravo.fso.gov.ru/ips/, B mokanbHoit cetn OI'Y.
- OTKprTI:IG IIOUCKOBBIC CUCTCMBEI.

6 MaTepuajibHO-TEXHHYECKOE o0ecnevyeHne JUCHMIINHBI

YyeOHble ayAUTOPUH Ul TPOBENEHHUS 3aHATUH JIEKIMOHHOTO THIA, CEMUHAPCKOTO TUMA, IS
MPOBEJCHUSI TPYIIOBBIX U WHAUBHAYAIBHBIX KOHCYJbTAIMM, TEKYIIEro KOHTPOJS M MPOMEKYTOYHOU
aTTecTaluu.

AyIUTOpUN OCHAIICHBI KOMIUIEKTAMHU YUY€HUYEeCKOW MeOenH, TEXHUYECKUMHU CPelICTBaMU 00y4YeHMUs,
CITy>KaIllMMU JUTs TIpeJICTaBIeHHs yaeOHOH nHpopMay O0NbIION ayAUTOPUH.

[Tomemenue A caMOCTOSITENBHON PabOTHl O0yYalOUIMXCS OCHAIEHbl KOMITbIOTEPHOI TEXHUKOM,
noAKiIoUeHHOW K cetu "MHTepHeT", M o0OecrmeueHHueM JOCTylnma B JJICKTPOHHYIO HH(POPMAIIMOHHO-
oOpazoBarenbHyto cpeny OI'Y.

K paboueii npocpamme npunazaromcsn:

e DoHJA OUEHOYHBIX CPEICTB JIA MPOBEICHHUS MPOMEKYTOUHOM aTTeCTallud OOYYaIOIIUXCS IO
JTUCIUTUTNHE;

e Meroanueckue yKa3zaHus Il 00yJaroNnUXcsl 10 OCBOCHUIO JTUCIIUILIIHBIL.
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