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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

ean (1esm) OCBOCHUS AUCITUTIUHBI:

N3yueHne TeopeTHIecKuX OCHOB MoJjiesIel 0€30I1aCHOCTH KOMITBIOTEPHBIX CUCTEM, OJTydEHHE

HaBBIKOB MX IIPOrpaMMHOM peanu3anuu. M3ydeHue MaTeMaTH4eCKUX MOJECIEH KOHTPOJd H
YIPAaBIEHUS JOCTYIIOM, ITOJIy4€HHE HABBIKOB X IIPOIPAaMMHON peal3aliiu.

3amaun:

- UI3YUUTh JUCKPCIUOHHBIC, MAHAATHBIC U POJIEBBIC MOACIIN 0e30macHOCTH KOMIIBIOTCPHBIX CUCTEM;

- U3y4YUTh
MIPOrpaMMHOM CpeJIbl;

Mojenu  0e30macHOCTH  MH(GOPMAIMOHHBIX  TOTOKOB,

MOJCIIA  H30JMPOBAHHOU

- IIOJIy4YUTh IIPAKTUYECKUE HABBIKU IIPOrPAMMHON peann3aliy JaHHBIX MOJCIICH.

2 MecTo TUCHUILUINHBI B CTPYKTYype 00pa3oBaTe/IbHOM MPOrpaMMbl

Hucnurnmuna oTHOCUTCS K 6a30Boi yactu Ostoka [] «/[ucuumimasl (Moxynm)y»

[IpepexBusuthl aucuutuiunbl: b1./[.5.13 HUnpopmamuxa, Bb1.J[.5.19 Onepayuonnvie cucmemul,
b1.J[.5.20 Komnviomepnuvie cemu, b1.J{.5.37 AOmunucmpuposanue unpopmayuoHHuix cucmem

[ToctpexBuzuthl nucuurmuubl: b1./1.5.26 OcHosbt nocmpoerus 3auuueHHblX KOMNbIOMEPHLIX
cemeti, B1.J[.h.27 Ochogvl nocmpoenus sauwuwjeHuvix oaz oannwvix, b1.J[.B.2 Texnonoeus nocmpoerus
3auuueHHblx  agmomamuzupogarntvlx cucmem, b1.J[.B.0.4.1 Teopus uep u ucciredosanue onepayuil,
b2.11.B.11.2 [Ipeoounnomuas npaxmuka

3 TpeGoBanus k pe3yabTraTaMm 00yYeHUs1 10 TUCHHUILINHE

[Tpornecc n3y4yeHHs JUCUUIUIMHBI HATIPABJICH Ha (JOpMUPOBAHHE CIEAYIONINX PE3yIbTaTOB 00yUCHHUS

Kon u HaumeHnoBanue
bopMHUPYEMBIX KOMITETCHITHI

KO,Z[ W HAUMCHOBAHUC NHAUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

[Tnanupyemble pe3yybTaThl

00y4eHUs 1Mo JUCIUITIHHE,

XapaKTEePHU3YIOIIUE TAIbI
dopmupoBaHus
KOMITETCHIIUH

OIIK-6 CniocobeH mpu
peteHny npogpeccuoHaTbHBIX
3aJla4 OpraHU30BbIBATh 3aILUTY
uHpOpMaIUU OrPaHUYEHHOT O
JIOCTYTIa B KOMIIBIOTEPHBIX
CHUCTEMax M CETAX B
COOTBETCTBHH C
HOPMAaTUBHBIMH ITPaBOBBIMU
aKTaMu 1 HOPMAaTHBHBIMU
METOJIMYECKUMH IOKYMEHTAMHU
denepanbHO CiTyXObI
6e3onacHoctu Poccuiickoi
®enepannu, PenepanbHON
CIIy>KOBI 110 TEXHUYECKOMY U
AKCIIOPTHOMY KOHTPOJIIO

OIIK-6-B-4 3HaeT OCHOBHBIE YTPO3BI
0e30nmacHOCTH UHPOPMALIUU U MOJIENN
HApPYIIUTEIS] KOMITBIOTEPHBIX CHCTEM
OIIK-6-B-5 YmMeer pazpabaTbiBaTh MOAEIIH
yIpo3 U MOJAEIH HapyIIUTes
KOMITBIOTEPHBIX CUCTEM

3HaTh:

- PYKOBOJISIIIIAE ¥ HOpMa-
TI/IBHO'HpaBOBBIC )IOKYMGH-
TBI TIO OIICHKE YPOBHS
3alUIIEHHOCTH HHpOpMa-
I B KOMHBIOTCPHBIX CH-
cTeMax.

YMmerhb:

- OIICHUBAaTh YPOBEHb 3a-
UIUIIEHHOCTH HH(OPMALIUU
B KOMITBIOTEPHBIX
CUCTEMAX B 4aCTHU UCIIOJIb-
3yeMBIX MoJIenei Oe3zomnac-
HOCTHU KOMHBIOTepHI)IX
CUCTEM.

Baagers:

- HaBBIKAMHU COCTaBJICHUS
OTYETOB IO Pe3yJIbTaTaM
MIPOBOJIMMBIX OICHOK.

OIIK-11 Cnocoben
pa3pabaThIBaTh NOJUTUKH

OIIK-11-B-1 3HaeT OCHOBHBIE MOHATUSA U
OTIpE/ICIICHUS, MCTIOIh3YEeMBIE IPY OIMHCAHUN

3HATE:
- TUIIOBBIE MOJIEIH




Kox n sHaumenoBanue

dbopMUpyEeMBIX KOMIETEHIIHHA

KOI[ 1 HAUMCHOBAHUC MHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

IInanupyemsble pe3ynbTaThl
o0y4yeHHs 110 JUCLUIUINHE,
XapaKTEepU3YIOIINE ITAllb

dbopmMHupoBaHUs

KOMIETEHLINI
0€30MacHOCTH, TOJIUTUKU Mojiesieit 6€30MacCHOCTH KOMIIBbIOTEPHBIX 6e301macHOCTH
YIpaBJICHUS JOCTYIIOM U cUCTEM KOMITbIOTEPHBIX CUCTEM.
nHpopmannonHbiMu otokamu |OI1K-11-B-2 3HaeT oCHOBHBIE BHIBI TTOJIUTHK Ymern:

B KOMIIBIOTEPHBIX CUCTEMAX C
y4eToOM Yrpo3 6e30MacHOCTH

uHpopManuu 1 TpeOOBAHUH 110

3amuTe nHpopManuu

yIIpaBJICHUS TOCTYIIOM H
MH(OPMaLlMOHHBIMU TIOTOKAMU B
KOMITBIOTEPHBIX CHCTEMaX

OIIK-11-B-3 3Haet ocHOBHBIE (JOpMATILHBIE
MOJIENIN AUCKPEIIMOHHOT0, MAaHIaTHOTO,
POJICBOTO YIPABIIEHUS JOCTYIIOM, MOJEIN
U30JIMPOBAHHOM NTPOTPaMMHOM CPENbl U
0e3omacHoCTH HH()OPMALIMOHHBIX TTOTOKOB
OIIK-11-B-4 YMmeer pa3pabaTbiBaTh MOJIENH
yIrpo3 ¥ MOJIENU HapyIIUTeNsi 0€30MacCHOCTH
KOMITBIOTEPHBIX CHCTEM

OIIK-11-B-5 YMmeert pa3pabaTbiBaTh 4YaCTHBIC
MOJIUTUKH OE€30MAaCHOCTH KOMITBIOTEPHBIX
CUCTEM, B TOM YHUCJIC IOJUTUKU YIIPABICHHUS
JOCTYTIOM ¥ MH(GOPMAITMOHHBIMU TTOTOKAMH
OIIK-11-B-6 Bmageer criocobamu
MOJICIIUPOBAHUS O€301IaCHOCTH
KOMITBIOTEPHBIX CUCTEM, B TOM YHCIIE
MOJICIIMPOBAHUS YIIPABJICHUS JOCTYIIOM H
MH(OPMALMOHHBIMU TIOTOKAMU B
KOMITBIOTEPHBIX CHCTEMaX

- pa3pabarbIBaTh MOJCIIN
0€30IaCHOCTH YIPaBIICHUS
JIOCTYIIOM U
UH(POPMAIIMOHHBIMH
MOTOKaMH.
Baanersn:

- BJIaJ€Th HaBbIKaMU
peanu3aiu Moienen
0€30I1aCHOCTH B PaMKax
UH(POPMAIIMOHHBIX CHCTEM.

4 CTpyKTypa H colepKaHHue IMCUUIINHBI

4.1 CTpyKTypa IHCHHUIJIMHBI

OO6mas TpyA0eMKOCTh AUCHHUILINHBI COCTABIISIET 7 3a4eTHBIX eaUHUIL (252 akaJIeMUUYECKUX Yaca).

TpynoemMkocTs,
Bun pabotet aKaJeMHYeCKHX 4acoB
9 cemectp | 10 cemectp BCET0

Oo0mas Tpy10éMKOCTh 144 108 252
KoHTakTHas padora: 84,25 61,25 145,5
Jlexuuu (JI) 34 30 64
JlaGopatopusbie pabotsl (JIP) 50 30 80
Koncynbranun 1 1
[TpomexyTouHas aTTecTanus (3a4eT, SK3aMeH) 0,25 0,25 0,5
CamocrosiTelibHas pa6oTa: 59,75 46,75 106,5
- CAMON0020Mo8Ka (NPopabomka u noBMopeHue IeKYUOHHO2O0
Mamepuana u Mamepuana y4eoHuKo8 u y4eOHvix nocooull

- N0020MOBKA K 1AO0PAMOPHBIM 3AHAMUIM,

- N0020MOBKA K KOJILOKEUYMAM;

- 10020MOBKA K PYOEHCHOMY KOHMPOIO U M.N.)

Buja uToroBoro KOHTpoJIs (3a4eT, IK3aMeH, 3aver IK3aMeH

AU pepeHupoOBaAHHBIN 3a4eT)




Paznensl nucnunivbel, n3ydaembie B 9 cemectpe

KomnuectBo yacos
Ne HaumenoBanue pa3aenon ayanTopHas BHEAY/I.
paznena BCETO abora 5
a1 |13 [p | PP
1 BBenenre B IOHATUIWHBIE OCHOBBI MOJICIIUPOBAHHUS 36 8 12 16
KOMITBIOTEPHBIX CHCTEM U MX 0€30IMaCHOCTH
2 MojenupoBaHie CUCTEM 3aIIUTHI HHPOPMALIUU 46 12 16 18
3 CyObexTHO-00BekTHas Moienh KC B MexaHu3Max 62 14 22 26
1 TIPOIIeccaxX KOJUIEKTUBHOTO JOCTYIIA K
MH()OPMAIIMOHHBIM pecypcaM
Htoro: 144 34 50 60
Paznensl nuciuniubel, uzydaembie B 10 cemecTpe
KonmuecTBo yacos
Ne HaumeHnoBanue pa3zeinoB ayAuTopHas BHEAY/I.
pasjena BCETO abora
T 113 | JIp pabora
4 Mopenu 6€301acHOCTH Ha OCHOBE JUCKPEIIMOHHOMN 6 6 10
IIOJINTHKH
5 Moaenu pacnpocTpaHeHus MpaB JOCTyIa 6 6 10
6 Mopenu MaHIaTHOTO YIIPABJICHHS IOCTYIIOM 8 8 10
7 Moienu poJIeBOTO YITPABJICHHUS JOCTYIIOM 6 6 10
8 HNudopmanmonHeie MoIeIn 4 4 8
Hroro: 108 30 30 48
Bcero: 252 64 80 108

4.2 ConepxxaHue pa3/iesioB AUCHUNIHHBI

Pa3znesn 1. BeeneHue B NOHATHIHBIC OCHOBBI MOJACTHPOBAHHS KOMIBIOTCPHBIX CHCTEM H HMX
0e30MmacHOCTH.

Mogens u Mmonenuposanue KC. Lenn moaenupoBanus, knaccudukanus mogeneit KC. [Ipumenenue
Mozenei u moaenupoBanus B KC.

Pa3nes 2. MogeaupoBanue CHCTEM 3alIMTHI HH(pOpMan .

Ob6mas monens C3U, o606menHas Moxens C3M, Mozmens ¢ MOIHBIM HepekpbiTHEM. Monenu
ontumuzanmu 3arpar Ha 3. dopmanbHble U HepopMaibHbIE MOJIUTUKU Oe3omacHocTH. DopManbHble
METO/]Ibl aHAJIN3a CUCTEM.

Pa3znen 3. Cy0bexkTHO-00beKkTHasi MoAenb KC B MexaHM3Max M mpoumeccax KOJJICKTHBHOIO
AocTyna Kk mHGOpMalHMOHHBIM pecypcaMm

Mogenu KoHeuHbIX cocTosiHUN. [loHsATHE MOMUTUKKM U Mojenel 6e3onacHocTH nHpopmanuu B KC.
[TonsiTus cyObeKkTa U 0OBEKTAa CHCTEMBI, aCCOIIMMPOBAHHBIX OOBEKTOB, MMOTOKOB MH(OpMAIIUU, TOCTYMA K
O00BEKTY. AKCHOMBI 3alIUIICHHOCTH KOMIIBIOTEPHBIX cucTeM. Mounutop (sapo) OeszomacHoctu KC.
["apanTHpoBaHuE BBIOJHEHUS MOJUTHUKU 0€30IMaCHOCTH, M30JMpOBaHHAs mporpamMmHas cpena. OcHOBHas
Teopema 6Ee30MaCHOCTH.

Paznen 4. Monesin 60€3011aCHOCTH HA OCHOBE IMCKPEIHOHHOM MOJUTHKH

Mogenn Ha OCHOBE MaTpullbl AOCTynoB. Mogens Xappucona-Pyzzo-Yinemana (XPVY). Ananus
6e3onacHoctu cucreM XPY. Monenb TUNM3UPOBAaHHOM MAaTpHIlbl JOCTYNOB. [IsSTHMEpHOE MPOCTPAHCTBO
XaprcoHna.

Pazgen 5. Moaenn pacnpocTpaHeHusi NPpaB A0CTyNa

Teoperuko-rpadoBast MoJIeNb aHAJIN3a PACIPOCTPAHEHUS TPaB JAOCTYIA B JUCKPELIUOHHBIX

cHUcTeMax Ha OCHOBE MaTpHIlbl JocTynma. Momenb pacmnpocTpaHeHust mpaB noctyma Take-Grant.
OcHoBHBIE TONOXKEHHs Kinaccuyeckoii monenu Take-Grant. [Ipeamkar Can_Share. Pacmmpennas monens
Take-Grant. Jle-daxTo u me-ropo npasuia. [Ipeaukar Can_Steal.



Pazngen 6. Moaesim MaHAATHOTO YIIPaABJIEHUSA T0CTYIIOM
Knaccuueckass monens benna-Jlallanyna. Ilomutuka low-watermark. Be3zomacHocTs mepexonos.

Mopenb MaHIaTHOM TOJIMTHK IEJIOCTHOCTH nHpopManuu buda. Mojenb cucTteM BOGHHBIX COOOIICHHH.

Pazgea 7. Moaeiu poJieBoro ynpasJjeHusi 10CTYIIOM
PasnoBugHOCTH poJeBbIX Mojeneil. basoBas Momenb poiieBOro  pasrpaHUYEHHUs JOCTYIIA.

Uepapxuueckass cuctemMa poiieid. Arperamusi mpaB IpUd HepapXUUecKoi opranuzauuud poseir. Ctporo
TaKCOHOMMYECKUN JIMCTOBOM MOJXOJ, HETAKCOHOMUYECKUH JIMCTOBOM MOAXOMA, HEpapXHUUeCKU OXBATHBIN
noaxoa. Moaenu MHIMBUAYAIbHO-TPYIIIOBOTO IOCTYIIA.

HCBJINA
HCBJIUA

Pa3znen 8. Undopmaunmonnbie Moaean

[TonsiTrie M oOIIas XapakTePUCTHKA CKPBITHIX KAHAJIOB YTeUKH WHGOpMaIu. ABTOMAaTHAsT MOJIENb
Hus [orena-Mecurepa (GM-monens). TeopeTuko-uH(GOPMAIIMOHHBIE MOJEINA HEBBIBOIUMOCTH H
HUs (HEBMEIIATEIbCTBA).

4.3 JlabopaTopHble padoThbI

Ne JIP Ne HaumenoBanue 1ab0opaTopHbBIX paboT Koz-s0
pazzena 9acoB
1 1 OcCHOBBI MOJICTHPOBAHUS] KOMIIBIOTEPHBIX CUCTEM U WX 0€30MaCHOCTH. 12
2 2 MojienupoBaHie CUCTEM 3aIIUTHI HHPOPMALIUU 16
3 3 MonuTop 6€301aCHOCTH (TIEPECHUIOK) 22
1 4 Mogenp pasrpanndeHus qoctyna Xappucona-Pys3o-Yibmana. Moaens 6
TUIIM3UPOBAHHON MATPUIIBI JOCTYIIA.
2 5 ManpgaTtHas knaccudyeckas mojenb bemna-Jla [lagyna 6
3 6 Moguenb pacnpoctpanenus npas gocryna Take-Grant 8
4 7 PoneBast Mosienib pasrpaHu4eHHs JOCTyNa 6
5 8 Opranuzanus yrpaBJeHHsI TOCTYIIOM B OTICpallMOHHON crcteme Astra 4
Linux Special Edition
Hroro: 80

5 YyeOHO-MeTOAMYECKOE 00ecTIeYeHHe TUCIUIIIMHBI
5.1 OcHoBHas auTEpaTypa

1. dessaun, [1.H. Moaenu 6e30macHOCTH KOMITBIOTEPHBIX cucTeM [TekcT] : yueb. mocobue ams
By30B / [1. H. JleBsinun. - M. : Axanemus, 2005. - 144 c. - (Briciee npodeccuonaabHoe
oOpa3oBanue: HHPpOpMAaIOHHAsE 6e30MacHOCTh). - bubdmuorp.: ¢. 139-140. - ISBN 5-7695-2053-1.
2. Xopes, I1. . Meronp! u cpeacTBa 3auThl HH(POPMaIMU B KOMIBIOTEPHBIX cucTeMax [ Tekcr] :
yueb. nocobue / I1. b. Xopes.- 4-e u3z., crep. - M.: Akanemus, 2008. - 256 c.: ni. - (Beicuee
npodeccuoHabHOE 00pazoBanue). - budimorp.: ¢. 251-252. - ISBN 978-5-7695-5118-5.

3. Cepreesa 0. C. 3amuta nadopmarun. Koncnekr nekiuii. YuebHoe nocodue [ IIeKTPOHHBIN
pecypc] / Cepreesa 1O. C. - A- IIpuop, 2011. — Pexxum gocryna:
http://www.biblioclub.ru/index.php?page=book&id=72670

5.2 lonmosiHuTEIbHAS JIUTEPATYPaA

1. 'anatenko B. A. OcHOBBI HHGOPMAITMOHHOMN Oe30MacHOCTH [DNeKTpOoHHBIN pecypce] / 'anarenko
B. A. - UnTepuer-Yuusepcuter Mudopmanmonnsix Texnonoruit, 2006. — Pexum nocryna:
http://biblioclub.ru/index.php?page=book&id=233063

2. Mamok, A. A. MadopmanrmonHast 6€30MacHOCTh: KOHIIETITYaTbHBIE U METO0JIOTHUYECKIE OCHOBBI
3amuThl nHGopManuu [Tekcr] : yued. mocobue mist By3oB / A. A. Mamiok. - M.: ['opsiuas nuawms-
Temexkom, 2004. - 280 c.: wn. - bubmmorp.: ¢. 276-278. - ISBN 5-93517-197-X.

3. TeopeTnueckre OCHOBBI KOMITbIOTEpHOM Oe3omacHocTH [ Teker] : yue6. mocobue ans By3os / I1. H.



HessauH [u ap.]. - M. : Panuo u cBs3b, 2000. - 192 c. : un. - ABT. ykazaHbl Ha 000pOT€ THUT. .. -
bubnmorp. B konie ri. - ISBN 5-256-01413-7.

5.3 llepuoguueckue U3IaHUs

1. Uadopmanmonnas 6e30macHoCTs : KypHai. - M. : ArentctBo "Pocnievars".
2. Uadopmanms u 6€30macHOCTS : KypHal. - M. : ArentctBo "Pocrieuats".
3. BectHuK nH(pOpMAMOHHOMN 0€30MMacHOCTH : XKypHal. - M. : AreHcTBo "Pocrieuars".

5.4 UnTepHeT-pecypchbl

1. IToronsimena J[.A. bezonacHocTs nHGOpMaImoHHbIX cucteM. ['aBa 4.2. Mozenu 6€30MacHOCTH U

ux npuMenenue // BukuUrenne, 2012. — Pexxum mocryma: https://it.wikireading.ru/4308.

2. Huccenbaym O.B. O6ue matepuainsl. Bece mokymeHTsl. — Pesxum nocryma:

http://www.imkn.ru/KI1B/Nissenbaum/Shared%20Documents/Forms/Allltems.aspx

3. Beezenue B 6e30macHOCTh Ha OCHOBE MaHAaTHBIX ccbutok (anri. Capability-based security). —Pesxum o-
cryna: https://habrahabr.ru/post/148743/

https://universarium.org/catalog - «Yuusepcapuym», Kypce, MOOK: «OO6mue Bompochl (uimocoduu
HAYKH,

https://www.lektorium.tv/mooc - «Jlektopuym», MOOK: «/luckpeTHasi MaTeMaTHKa»

5.5 IIporpammHuoe oOecnedyenne, mnpodeccHoHaJIbHbIE ©0a3bl JAaHHBIX M HMH(OPMAIMOHHBIE
CIIPABOYHbIE CHCTEMBI

OmneparmonHast cucremMa Astra Linux. «Astra Linux Special Edition» PYCB.10015-01, nunen3noHHBII
noroop NeA-2021-1374-BY3 ot 28.05.2021.

LibreOffice — cBoGoaHO pacipocTpaHseMblii O(UCHBIH MaKET IPOrpaMM, BKIFOUYAIOIINM B ce0s1 TEKCTOBBIN U
TaOJIMYHBIA PENAKTOPHI, PEAAKTOP MPE3CHTAIUHN U IPYTrHe OPUCHBIC TIPHIIOKEHUS.

AntuBupycnoe I10: Kaspersky Endpoint Security ans OusHeca, uMeeTcs JMIIEH3Hs HA 2 TO/1a UCTOIb30Ba-
Hus, BXoauT B Peectp oredectBennoro 10

6 MaTepHaﬂLHO'TeXHI/I‘IeCKOC o0ecreyeHue NMCUUIINMHDI

Y4eOHble ayAUTOpUM Ui TMPOBEICHUS 3aHATUH IJEKIMOHHOTO THUMA, CEMHUHAPCKOTO THIA, IS
MIPOBEACHUS TPYNIOBBIX W WHAWBUAYAIbHBIX KOHCYJIbTAalMH, TEKYIIETO KOHTPOJA M INPOMEKYTOYHOU
aTTecTalluu.

AynUTOpUN OCHAIIEHBI KOMIUIEKTAMHU YUY€HUYECKOW MeOeIH, TEXHHYECKUMU CPeICTBaMU 00yUYeHMs,
CIy>KaIlllUMU JJIsl IPECTaBIeHUs yueOHoM nHpopMauu O0JIbIION ayAUTOPHH.

Jnst mpoBeneHust J1aOOPAaTOPHBIX 3aHATHH HMCIHOJIB3YEeTCS KOMIBIOTEPHBIN KJIACC OCHAIICHHBIN
KOMIUIEKTaMH YYEeHHUECKOH MeOenu, JOCKOH U KOMIBIOTEpaMU ¢ 00eCTeueHUEeM JI0CTYIa B AJIEKTPOHHYIO
nH(popManmoHHO-00pa3oBaTebHY0 cpeny OI'Y.

[TomerieHue Al CaMOCTOSITENBHON PabOThl 00YUYAIOIUXCSI OCHAIIEHO KOMIBIOTEPHON TEXHUKOH, C
obecrieueHrneM JOCTyIIa B SJIEKTPOHHYIO HH(GOPMAITMOHHO-00pa3oBaTenbHyto cpeny OI'Y.

K paboueii npocpamme npunazaromesn:
@DOHJ OLIEHOYHBIX CPEACTB JUISl MPOBEACHHS MPOMEXKYTOYHOW aTTECTAllMH OOYYaroMIMXCs IO
JTUCITUATIITNHE;


https://habrahabr.ru/post/148743/

