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1 Ilean u 3a7a491 OCBOEHUS JUCHUTIIUHBI

Heap (umesm) OCBOCHUS AWCIMIUIUHBL: (HOPMHUPOBAHHWE 3HAHWKW OO0 OCHOBHBIX COCTABIISIOIINUX
MH(POPMAIIMOHHOKN 0€30MaCHOCTH rocyIapcTBa, OOIIeCTBA U TMYHOCTH; YMCHUN U HaBBIKOB MCIIOJIb30BAHHUS
OpPraHHU3aIMOHHBIX, MTPABOBBIX, MHKCHEPHO-TEXHUYECKUX M allapaTHO-MPOTPAMMHBIX METOJIOB U CPEJICTB
NpHU pEIICHUHN CTAHIAPTHBIX 3a/a4 NPOPECCHOHATIBHON AESITEIBHOCTH C YY€TOM OCHOBHBIX TpPeOOBaHWI
MH()OPMAIIMOHHON OE30MMaCHOCTH.

3agaun:

1) meopemuueckuii Komnonenm:

OCBOCHHE OCHOB TEOPUM WH(POPMAIMOHHOW OE30MaCHOCTH, 3HAKOMCTBO C COBPEMCEHHBIMH 33/1a4aMHu,

HAYYHOUW TEPMHHOJIOTHEH, MOJICNIIMH ¥ KOHIIETIIMSAMU 3aIlUTHI TPaB Ha HH(OPMATU3AIMIO TOCYAapCTBa, OOIIECTBA U
JIUYHOCTH U TIOCTPOSHUSI CUCTEM MH(OPMAITMOHHOM 0€30MaCHOCTH;
2) nosnasamenbHulll KOMNOHEHN.!

H3yYCHHE OCHOBHBIX IOJIOKEHUH CTpaTeruyd WHPOPMALMOHHON BOWHBI; OCHOBHBIX BHUIOB OOECIICUCHHUS

crcteM HHGOPMAIMOHHOW 0€30MaCHOCTH, METO/IOB OIICHKH YPOBHS 3aIUIIIEHHOCTH KOMITBIOTEPHBIX CUCTEM, METO/IOB
M CPEJICTB KOMIUIEKCHOM 3alUThl 00BEKTOB HH()OpMATH3AIUH;
3) npaxmuuecKkuii KOMHOHEHM:

MNPUMCHCHHUEC OPTraHU3allMOHHBIX, IMPABOBLIX, WHXXCHCPHO-TCXHUUYCCKUX U allllapaTHO-IIPOIrpaMMHBIX MC-

TOJIOB U CPEICTB MH(POPMALMOHHON OE30MacHOCTH B HAYYHO-HCCIIEIOBATENBCKUX W MPAKTHYECKHX Pa3paboTKax B
o0acTi UHPOPMATHKH U BBIYUCIUTEIEHON TEXHUKH.

2 MecTo AUCHUILUIMHBI B CTPYKTYpe 00pa3oBaTe/IbHON MPOrpaMMbl

Jucnunimza oTHocuTes K 6a30Boit yactu 6ioka [l «{ucuuriinabl (MO )>»

[IpepexBusutsl nucuuriunbl: b1./1.6.13 Ungopmamuxa

[TocTpekBU3UTHI

B1J1.B.9

NUCIUILINHEIL:

asmomamusupoeanrHoco NPpOEKMuUpoeanusl

3 TpeOoBaHus K pe3yabTaTam 00y4eHHs M0 JUCHHUIINHE

Ungopmayuonnoe

obecneyenue cucmem

[Tpouecc u3yueHus: AMCUUILIIMHBI HANpaBJieH Ha (pOpMHUpPOBaHUE CIEAYIOUINX PE3YIbTATOB 00YUECHHUS

Ko u nHaumeHnoBauue

bopMUPYEMBIX KOMIETSHITHIA

KOI[ N HAMMCHOBAHUC MHJUKATOpa
JOCTHIXKCHHA KOMIICTCHIIMHN

[Tnanupyemble pe3yabTaTbl 00y4eHUs
M0 TUCUUIUIMHE, XapaKTepU3yIolue
9Tansl GOpMUPOBAHUS KOMIIETEHIIUH

OIIK-3 CnocobeH pemaTh
CTaHJapTHBIE 3a/1a41
npo¢eCcCuOHATBHON
JesITeTbHOCTH Ha OCHOBE
MH(OPMALIMOHHON U
o6ubnuorpaduyeckoi
KYJIBTYPHI C IPUMEHEHUEM
MH(pOPMAIMOHHO-
KOMMYHHUKAITHOHHBIX
TEXHOJIOTUH U C y4eTOM
OCHOBHBIX TpeOOBaHUIA
MH(POPMALMOHHOM
0e30macHOCTH

OIIK-3-B-1 3HaeT NpUHIHAIIBL,
METO/BI U CPEJICTBA PELICHUS
CTaHJAPTHBIX 3314
npodecCuOHaIBHOM 1 TeTbHOCTH
Ha OCHOBE MH(POPMAI[MOHHOHN U
oubnmorpaduyeckoit KyabTyphl ¢
pUMEHeHHEeM HH()OPMAaIMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJIOTHA
U C YYETOM OCHOBHBIX TpeOOBaHMIA
UH(POPMALIMOHHOM 6€30MacCHOCTH
OIIK-3-B-2 Ymeer pemathb
CTaHJapTHBIC 33/1a4YH
npo¢eCCHOHATIBHOM 1 TETbHOCTH
Ha OCHOBE MH(OPMAITMOHHON U
ounbmmorpaduueckoi KyJabTyphl C
npUMEHEHHEM MH(POPMALIMOHHO-
KOMMYHHMKAIIMOHHBIX TEXHOJIOTHH

3HaTh: 0OCHOBBI HH(POPMALMOHHOHN 1 OUO-
nvorpaduyecKkoil KyIbTypbl; OCHOBHBIC
TpeOoBaHMs MHPOPMAITMOHHOH Oe3orac-
HOCTH TIPH PELICHUH CTaHIAPTHBIX 3a7a4
poeCCHOHANBHON AESTENLHOCTH, METO-
JIbl ¥ CPEJICTBA PEICHUS CTaHJAPTHBIX
3a71a4 Npo)eCCHOHAILHOM JesITeIbHOCTH
C IpUMEHEHHEM HH(OPMALMOHHO-
KOMMYHHKAIIMOHHBIX TEXHOJIOTHIA U C
y4eToM TpeOoBaHUI HHPOPMALTUOHHON
Oe3omacHoCcTH

YMeThb: (GopMynupoBaTh CTaHAAPTHBIC
3a1a49M PO eCCHOHATBHON IESTENEHOCTH
C Y4ETOM OCHOBHBIX TpeOoBaHM HHPOP-
MalnOHHOH 6€30IMacCHOCTH; MPUMEHSTh
nH(pOpPMaMOHHO-KOMMYHHKAIIHOHHEIE
TEXHOJIOTHH JJISl PEILICHNs] CTAaHAAPTHBIX
3a71a4 IpoecCHOHATIBLHOM JesITeTbHOCTH
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Kox n sHaumenoBauue Kon n nauMeHoBaHue HHIUKATOpa
(bOpMHUPYEMBIX KOMITETCHITHI OCTHIKEHUS KOMIIETEHIINHN

[Tnanupyemble pe3yabTaThl O0yUeHHS
0 IUCLMIUIUHE, XapaKTEPUIYIOLTUE
sTansl GOPMUPOBAHMS KOMITETEHIIUI

U C YYETOM OCHOBHBIX TPEOOBAHUH | C y4ETOM TpeOOBaHUH HH()OPMALIMOHHOK
nH(pOpMaMOHHOM 0€30MMacHOCTH

0e3omacHOCTH

BiiajieTb: MeTogaMu MOMCKa 1
aHann3a HHQOpPMAIIH B
1pohecCuoHaTbHO-TIPAKTUYECKON
JeSITeIbHOCTH HAa OCHOBE
uH(GOPMAaLIMOHHON U
o6ubnuorpaduyeckoit KyabTyphl ¢
Y4ETOM COOJIIO/ICHUS] aBTOPCKOTO
IIpaBa ¥ OCHOBHBIX TPEOOBaHMIA
nH()OpMaIMOHHOM 0€3011aCHOCTH

4 CTpyKTYypa U coliepKaHue TUCUUIINHBI

4.1 CTpykTypa AUCHUILIMHBI

OO011ast TpyA0eMKOCTb AUCIHUILIMHBI COCTABISIET 5 3aueTHbIX equnul (180 akanemudeckux 4acoB).

TpynoemkocTs,
Bun pabotbt aKaJICMUYECKHUX YaCOB
3 cemecTp BCETO
O0mas Tpy10éMKOCTh 180 180
KonTakTHas padora: 50,25 50,25
Jlexumu (JI) 18 18
[Tpaktuueckue 3ansatus (I113) 16 16
Jlaboparopusie pabots (JIP) 16 16
ITpomerxyTouHas arrectanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTesibHas padoTa: 129,75 129,75
- CAMON0020mosKa (npopabomka u nO8MopeHue I1eKYUOHHO20 MAMepuald u
mamepuana y4eOHuKo8 u y4eonvix nocoouti);
- 10020MOBKa K 1a60pamopHuiM pabomam,
- N0020MOBKA K NPAKMUYECKUM 3AHAMUIM,
- H0020MOGKA K 3auemy;
- 10020MOBKA K PYOEIHCHOMY KOHMPOJIO.
Buja ntoroBoro KoHTpoOJIs (324eT, IK3aMeH, 1H( ¢ epeHIPOBAHHBIN 3a4er
3a4er)

Paznensl nuCUIIIMHBL, U3y4aeMble B 3 ceMecTpe

KomnuectBo wacoB
Ne HaumenoBanue pa3aenon ayiutopras BHEay/I.
paznena BCETO abota 5
1 [ m3 [ | PO
1 BBenenue B guciuinny 24 2 2 2 18
2 OCHOBBI TOCYIapCTBEHHON MTOJIUTUKU PD B 44 4 4 4 32
obnactu nHGOOPMAIIMOHHON 0E30MaCHOCTH
3 Nudopmanmonnas BoiiHa 40 4 2 2 32
4 OcHoBBI O0ecriedeHrs UHPOPMALMOHHOM 72 8 8 8 48
6e3omacHOCTH KOMTIBIOTepHBIX cucteM (KC)
HUroro: 180 18 | 16 | 16 130
Bcero: 180 18 | 16 | 16 130




4.2 Cogepxxanme pa3iejioB IHMCUUNINHBI

Pa3nen 1. BBenenue B 1M CUMIIIUHY

1.1 Ilousarue HanMoHaILHON Oe3omacHocT PD

1.2 Bunusl 6e30macHoCTH

1.3 NudopmanmonHas 6€30MacHOCTh B CHCTEME HAIlMOHAIbHOU Oe3omacHoCTH PD

1.4 Pomp wuHpOpMannmoHHON O€30MacHOCTH B 00ECIIEUCHWHM HAIMOHAIBHOW 0€301MacHOCTH

rocyzuapcTaa

CTH

Pa3zgea 2. OcHOBBI rocy1apcTBeHHOM NOJUMTUKUA PP B 00/1acTH nHpopManmoHHON 0e30macHO-

2.1 HarmonanbHbie uHTEpechl PO B nHGOpManmonHol chepe u ux ooecrieueHme

2.2 Bunpl yrpo3 uHbopMarmoHHon 6e3onacHocTu PO

2.3 Ucrounuku yrpo3 uHGOpMAIMOHHOM 0€3011acCHOCTH

2.4 OcHoOBHBIE HampaBiIeHUs! oOecreueHrs HHPOPMaAIMOHHOM 0€30MacHOCTH rocyaapcTBa

Pa3nen 3. Undopmaunonnasi BoiiHa

3.1 MeTobI ¥ CpeacTBa ee BeJeHus

3.2 NadopmarmonHas 6€30macHOCTh U HH()OPMAIMOHHOE TIPOTUBOOOPCTBO

3.3 NadopmarmoHHOe OpyKHE, €ro KIacCH(PUKAIUs U BO3SMOKHOCTH

3.4 Ob6ecneuenue uHOpPMALMOHHONW Oe30MacHOCTH O0BEKTOB WHGOPMAIMOHHON  cepsl

roCy/1apCcTBa B YCIOBHSIX UH(OPMAIMOHHON BOWHBI

Pa3nen 4. OcHoBbl obOecneyeHusi HHPOPMAITMOHHOK 0€30IIACHOCTH KOMIIBIOTEPHBIX CHCTEM

(KC)
4.1 Opranu3aimoHHO-IIPaBOBBIE OCHOBHI HH(opMaroHHoH 6e3onacHoctu KC
4.2 Opranu3alMoOHHO-TEXHUYECKHUE OCHOBBI HH(popMaloHHo# O6e3onacHoctu KC
4.3 AnmnapatHo-IporpaMMHBbIe CpeicTBa o0ecneueHus nHpopmannoHHoi 6ezonacHoct KC
4.4 OcHOBBI KOMITJIEKCHOTO o0ecrieueHust HHpopmarmonHoi 6e3onacHoctu KC
4.3 JIaGopaTtopHblie padoThI
Ne Kon-Bo
Ne 3ansaTHa Tema
paszgena 4acoB
1 1 Mertob! 3auThl HHGOPMAIMK OT pa3pyLIAOIIUX TPOrPAMMHBIX 2
BO3/ICCTBUI TP MTOMOIIM AHTUBUPYCHBIX CPEJICTB 3aIIUTHI
uHpopManuu
2 2 CucTtembl BUJICOHAOIIOICHUS 2
3 2 CucTeMbl OXpaHHO-TI0)KAPHON CHTHAITN3AINH 2
4 3 Uccnenosanne ysazsumocteit [IK u KC 2
5 4 BerlsiBIIeHHE aHOMAJIBHOM CETEBOM AKTUBHOCTH HAa OCHOBE aHAJIN3a 2
CeTeBOro Tpaduka
6 4 MeTonb! 1 cpeacTBa 3alUThl HHPOPMALUK OT 2
HECAHKIIMOHMPOBAHHOTO JOCTYIA
7 4 bromMerpuyeckne cpeacTBa 3aluThl TOCTYyIA 2
8 4 Kpunrorpaduueckas 3anmra uHGOpMauu 2
HWroro: 16
4.4 llpakTuyecKkue 3aHATHS (CEMUHAPBI)
Ne 3ansaTus Ne Tema Kos-so
paszena 4acoB
1 1 MeToap! 3auThl THPOPMAITMH OT pa3pymaOIUX MPOrPAMMHBIX 2




Ne Komn-Bo
No 3agsaTus Tema
pasznena 4acoB

BO3JICHCTBUI PU MIOMOIIY aHTHBHUPYCHBIX CPEJICTB 3aIIUTHI
uHpopManun

2 2 CucreMsl BUIEOHAOIIOAEHUS 2

3 2 CucTteMbl OXpaHHO-TI0)KAPHON CUTHAJTN3AINH 2

4 3 UccnenoBanue ysazsumocteii [TK u KC 2

5 4 BrissBienne aHoMallbHOM CETEBOM aKTUBHOCTH Ha OCHOBE aHAIIM3a 2
CETeBOTo Tpaduka

6 4 MeTopl U CpelicTBa 3alIUThl HH(pOpPMAIUU OT 2
HECAHKI[MOHUPOBAHHOTO JOCTYIIA

7 4 bromMerpuyeckue cpeacTBa 3aluThl TOCTYIa 2

8 4 Kpunrorpaduyeckas 3anmra uHGOpMauu 2
Hroro: 16

5 YuyeOHo-MeTOoqN4YeCcKOEe 00ecreueHne TUCIUIITHHBI
5.1 OcHoBHas IuTEpaTypa

1 Mamok, A. A. Bsenenwue B 3ammuTy nHGOpPMALIUK B aBTOMATU3UPOBAHHBIX cucTeMax [Tekcr] :
yue0. mocobue i CTyA€HTOB, 00y4YaIoLUXCs 10 CHell., He BXOJIAILIUM B TPYyMIy crel. B 0071, uHpopM. 0e3-
omacHoctr / A. A. Mamok, C. B. [Tasus3un, H. C. [Toroxus.- 2-e uzg. - M. : I'opsiuas simaus-Tenekom, 2004.
-147c.:

2 Tanarenko, B. A. Cranmaptel nHGOpMannoHHOM 6e3onacHoctu [Tekcr]| : kypc nekuuit / B.
A. T'anarenko; nox pen. B. b. berenuna. - M. : Uarepuet-YH-T Undopm. Texnomnoruii, 2004. - 328 c.

5.2 lonoinuTeNbHAs JIMTEPaTypa

1 [esinuH, [1. H. Monenu 6e30nacHOCTH KOMIBIOTEPHBIX cucTeM [Tekct]: yueb. mocobue ams By-
30B / I1. H. [leBstauH. - M. : Akagemus, 2005. - 144 c.

2 Illanbrun, B. O. 3amuTa KOMIbIOTepHOU WHpopManuu. D¢PGEeKTUBHbIE METOABI U CPEeJ-
ctBa [Tekcr] : yuel. mocoOue 1iyist CTYIEHTOB BY30B, oOydarontuxcs o Hanpasieruto 230100 "UudopmaTu-
Ka ¥ BerunMcauTenbHas Texuuka' / B, @. [lanerus. - M. : IMK Ilpecc, 2008. - 544 c.

5.3 llepuoauyeckue U3IaHUA

KypHuanst:

— BecTHUK KOMIBIOTEPHBIX U HH(GOPMALIMOHHBIX TEXHOJIOTHI: )KypHal. - MockBa: AT€HTCTBO
"Pocneuats", 2023. - T. 20, N 1-6 [1 ap];

— 3Bamwura unpopmarmu. Mucaiin : xxypHan. - Mocksa : U1 "Aduna", 2023. - N 1-3 [1 sp]

—  HMHdopmanmonHble TEXHONIOTUHU: )XypHaI // THPOpMAaLlMOHHBIE TEXHOJIOTHU C €KEMECIYHBIM
npuioxxenueM. - Mocksa: ArentctBo "Pocneuats”, 2023. - T. 29, N 1-6 [1 ap].

5.4 UnTepHeT-pecypcsbl

1. Ab6pamosa, T. B. OcHoBbl nH(popmarmonHoit 6e3onacuoctu (09.03.01 ouH.) [DneKTpOHHBIN pe-
cypc] : anekTpoHHbIi yueOHsblii kypc B cucteme Moodle / T. B. A6pamosa; Open0Oypr. roc. yH-T. - OpeHOypr
:0I'Y, 2023. - 9 c. B PTO- 3aru. ¢ TuT. 3KkpaHa.



2. EnwnHoe oxHO mocTyma K oOpa3oBaTelbHBIM pecypcaM: HHPOpPMaIMOHHAs CUCTEMA. — DJIEKTPOH.
nan. — ®I'Y THUU UTT «Uudopmukay, 2005 — 2011; MunucrepctBo oOpa3oBanus u Hayku PD, 2005 —
2016. — Pexxum pocryna: http://window.edu.ru/ . — 3ari. ¢ sxpaHa.

3. Topran o Temaruke uHGOpMaImonHou 6e3omacuoctu: hitp://www.securitylab.ru/

4. CaiT accorualyu 1mo Borpocam 3amutsl nHGopmanuu BISA: http://bis-expert.ru/

5. Caiit Hay4HOTO )YypHajia «Bompocsl kubepoe3onacuHocTr»: http://cyberrus.com/

6. Caiit denepaabHOM CITYXKOBI IO TEXHUYSCKOMY M SKCIIOPTHOMY KOHTpPOJIrO: hitps://fstec.ru/

5.5 IlporpammHoe obecmnedyeHue, nMpogeccHOHAIbHbIC 0a3bl JaHHBIX W HMHG(OPMAIUMOHHBIE
CIIPABOYHbIE CHCTEMBbI

1. Onepaunonnas cucrema PEJ[ OC

2. IMaker oducubix npunokenuii LibreOffice

3. IlporpaMmHast cuctema JJisi OpraHu3aliy Buaeo-koHpepenn-csa3un Webinar.ru

4. T'apanT [DnexkTpoHHbIN pecypc] : cipaBouHo-nipaBoBas cucrema / HIIII 'apant-CepBuc. — Dnek-
TpOH. 1aH. - Mockga, [1990-2016]. — Pexxum goctyna \\fileserverl\GarantClient\garant.exe

5. Koncynprant [Intoc [DnekTpoHHbIN pecypce] : cipaBouHO-paBoBas cuctema / Kommnanus Kon-
cynbTanT [lmtoc. — DnektpoH. gaH. — Mocksa, [1992-2016]. — Pexxum noctymna : B nokansHoi cetu OI'Y
\\fileserver1\!CONSULT\cons.exe

6 MaTepHaﬂbHO'TeXHH'{eCKOC o0ecneyeHue AUCHHUIIIMHBI

VYyeOHble ayIUTOPUM Ui NPOBEIEHHS 3aHATUI JEKIMOHHOIO THIIA, CEMHHApPCKOIO THIA, JUIs
MPOBE/ICHUSI TPYIIOBBIX M HMHIMBHIYaJIbHBIX KOHCYJBTAIMH, TEKYIIET0 KOHTPOJS M IMPOMEKYTOUYHOM
aTTecTallid. AYAWTOPUM OCHAILEHbl KOMIUIEKTaMU Y4YeHHYeCKOW MeOenH, TEeXHHYECKHMHU CpeiICTBaMU
oOyueHus, CIyKallUMH JIJIs IPECTaBIIeHUs yueOHON nHpOopMaIuu O0NbIION ayIUTOPUH.

Jns mpoBenieHHs NaOOPaTOPHBIX 3aHATUHA HCHOJIB3YETCS KOMIIBIOTEPHBINH KJIAacC, OCHAICHHBIN
KOMIIBIOTEpaMHM C TOJKIIOYeHHeM K ceTu VHTepHeT M oOecnedyeHHeM JOCTyna B AIIEKTPOHHYIO
nH(pOpMalMOHHO-00pa3oBarenbHyto cpeny OI'Y.

[Tomernienue st caMOCTOATENBHON PabOThl 00YYarOIIMXCSI OCHAIIEHBI KOMITBIOTEPHOU TEXHUKOH,
noJkiItoYeHHoH K cetu "HHTepHer", M obecrnedeHuneM JA0CTyma B DIEKTPOHHYIO HH(POPMAIMOHHO-
oOpazoBarenbHyto cpeny OI'Y.
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