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1 ]_le.]'ll/l H 3aJa4Y1 OCBOCHUA JUCHHUITIJIMHbI

eanb (€M) OCBOCHMS JUCIIATUIMHBI:

Teopernueckass M TpaKkTUYECKas MOJATOTOBKA CIELHUAIMCTOB K JIESITEIIBHOCTH, CBSI3aHHOW  C
MMOCTPOCHUEM 3alUIICHHBIX CETEBBIX ABTOMATH3MPOBAHHBIX CHUCTEM, a TaKke 0O0ydeHHe NMPHUHIUIAM H
METOJIaM 3alIUThl HHPOPMAITUH B KOMITBIOTEPHBIX CETSIX.

3agaun:

- U3y4eHHe 0a30BBIX OHATUHN 3alTUTHl HHPOPMAIIUU B KOMITBIOTEPHBIX CETSIX;

- U3yYCHHUE MTPUHIIUIIOB MEKCETEBOT0 SKPAHUPOBAHHSI;

- U3yYEHHUE MMPUHLIUIIOB MTOCTPOEHUS BUPTYAIbHBIX YACTHBIX CETEH;

- U3yYCHHUE OCHOB IM(POBAHMS JAHHBIX B KOMITBIOTEPHBIX CETSIX;

- I3y4YCHHE OCHOB PabOThI CUCTEM OOHAPYKEHUS BTOPKEHHUS;

- U3yYCHHUE BCTPOCHHBIX CPEJICTB OOECIeUeHUs1 OE€30MIaCHOCTH COBPEMEHHBIX CETEBBIX

OTIEPALIMOHHBIX CUCTEM;

- U3yYCHHUE MTPUHIIUIIOB 0€30M1aCHOTO MOAKIIOYCHUS JTOKAIBHBIX ceTell kK UHTepHeTy;

- I3y4YCHHE METOJIOB 00eCTieueHUsT O€30MaCHOCTH OECIIPOBOIHBIX CETEH.

Heanb (eau) OCBOSHMS JUCIUATLINHBI:

Teopernueckass M TpaKTAYECKass TMOJTOTOBKA CIEHUAIUCTOB K JACSATEIBHOCTH, CBSI3aHHOW €
MOCTPOCHHUEM 3allUIICHHBIX CETEeBBIX aBTOMATHU3UPOBAHHBIX CHUCTEM, a TaKke OOydeHHe MPUHIUIAM U
METOJIaM 3alIUThl HHPOPMAITUH B KOMITBIOTEPHBIX CETSIX.

3amaun:

- U3y4cHHE 0a30BBIX OHATUHN 3alTUTHl HHPOPMAITUN B KOMITBIOTEPHBIX CETSIX;

- U3y4YCHHE MIPUHIIUIIOB MEKCETEBOT0 IKPAHUPOBAHUS;

- U3yYCHHUE MMPUHIIUIIOB MTOCTPOEHHUS BUPTYAIbHBIX YACTHBIX CETEH;

- U3y4YeHHE OCHOB MIM(POBAHUS JAHHBIX B KOMITBIOTEPHBIX CETSIX;

- U3y4Y€HHUE OCHOB Pa0OTHI CUCTEM OOHAPYKEHUS BTOPKECHUS;

- U3y4YEeHHE BCTPOCHHBIX CPEJCTB 0OeCreueHns 0€30MaCHOCTH COBPEMEHHBIX CETEBBIX

OTIEPALIMOHHBIX CUCTEM;

- U3y4YEeHHE MIPUHIIMIIOB OE30MMaCHOTO MOIKIIOYSHHSI TIOKAIBHBIX ceTeil kK IHTepHeTy;

- I3YYCHHE METOJIOB 00eCTICUeHUsT OE30MTaCHOCTH OECIIPOBOIHBIX CETEH.

ean (1esm) OCBOCHUS AUCIUTIIUHBI:

Teopernueckass ¥ TpaKkTAYECKass TOATOTOBKA CIIEIMAIMCTOB K JICSTEIBHOCTH, CBSI3aHHOW  C
MMOCTPOCHHUEM 3allUIICHHBIX CETEeBBIX aBTOMATHU3UPOBAHHBIX CHCTEM, a TaKke OOydeHHe MPUHIUIAM U
MeTO/aM 3alIUThl UHPOPMAIIUA B KOMITBIOTEPHBIX CETSX.

3amaun:

- U3y4eHue 0a30BBIX MOHSITHH 3aITUTHI UHPOPMAIIUUA B KOMIIBIOTEPHBIX CETAX;

- U3yY€HUE MPUHLUIIOB MEKCETEBOI0 SKPaHUPOBAHNS,

- U3yY€HUE MPUHIIUIIOB MTOCTPOEHHUS BUPTYAIbHBIX YACTHBIX CETEH;

- U3y4eHHE OCHOB MIN(POBAHUS JAHHBIX B KOMITBIOTEPHBIX CETSIX;

- U3y4€HHUE OCHOB Pa0OTHI CUCTEM OOHAPYKEHUS BTOPKEHUS;

- U3y4YEeHHE BCTPOCHHBIX CPEJICTB OOECIIeUeHUs O€30IaCHOCTH COBPEMEHHBIX CETEBBIX

OTIEPAIIMOHHBIX CUCTEM;

- U3y4YeHHE MIPUHIIMIIOB OE30MMaCHOTO MOIKIIOYSHHSI TIOKANBHBIX ceTeil kK IHTepHeTy;

- U3y4YeHHE METOJI0B o0ecrieueHns 6e30MacHOCTH OECIIPOBOIHBIX CETEH.

2 MecTo TUCHUILINHBI B CTPYKTYype 00pa3oBaTe/IbHOH IPOrpaMMBbl

JucnurnnuHa oTHOCUTCS K 6a30Boi yactu 0s1oka [1 «/{uctummuabr (MOTyn)»

[IpepexBusutel guctutuinael: b1./[.5.10 HUngpopmamuxa, b51.J].b.25 OnepayuonHnvie cucmembi,
b1.J[.5.26 Komnvromepnoie cemu, b1.J[.5.28 Ochosvl ungpopmayuonnou 6ezonacnocmu, b1./].5.29 Moodenu
bezonachocmu komnvromepHulx cucmem, b1./].5.35 Dnekmponuka u cxemomexnuxa



[ToctpexBusutsl nucuurmunbl: 52.11.B.11.2 [Ipeoounnomnas npakmuxa

3 TpeOoBaHus K pe3yJabTarTaM 00y4eHHs MO IUCHUIJINHE

[Tponecc n3yyeHHs UCUMIUIMHBI HAIIPaBJIeH Ha (POPMUPOBAHHE CIEAYIONIUX PE3YIbTATOB 00yUeHUS

Kon u HaumeHoBaHue
bopMUPYEMBIX KOMIIETCHITHIA

KOI[ 1 HAMMCHOBAHHC MHIHWKATOpa
JOCTHIXCHHA KOMIICTCHIIMH

[Tnanupyemble pe3yabTaThl
o0ydeHus 10 TUCIUTLINHE,
XapaKTePU3YIOIIUE ITAITbI
dbopmupoBanus
KOMIIETEHIINH

OIIK-11 Cnocoben
pa3padaTbIBaTh MOJUTHKH
0€30IMaCHOCTH, IIOJIUTHKU
YIIPaBJICHUS JIOCTYIIOM H
UHGOPMAIIMOHHBIMH [TOTOKAMH
B KOMITBIOTEPHBIX CUCTEMAX C
y4eTOM yrpo3 6e30macHOCTH
nHpopManuu u TpeOOBaHMI 11O
3anuTe HHPOpMauu

OIIK-11-B-1 3HaeT 0OCHOBHBIE BUABI TOJIUTHUK
yIpaBiIeHUS TOCTYIIOM U
WH(OPMAIIMOHHBIMU TIOTOKAMU B
KOMITBIOTEPHBIX CHUCTEMaxX

OIIK-11-B-2 3naet ocHOBHBIE (hOpMaAJIbHBIE
MOJIEIH TUCKPEIIMOHHOTO, MaHJATHOTO,
POJIEBOTO YIIPABIICHUS JOCTYIIOM, MOJCIIN
M30JIMPOBAHHON IPOTPAMMHOM Cpeibl U
0e30nmacHOCTH UHPOPMALMOHHBIX TIOTOKOB
OIIK-11-B-3 YmMmeer pa3pabaTbiBaTh 4YaCTHBIC
MOJIMTUKU OE30IMACHOCTH KOMITBIOTEPHBIX
CUCTEM, B TOM YHUCJIC IOJUTUKU YIIPABICHHUS
JOCTYTIOM U MH(GOPMAITMOHHBIMU TTOTOKAMHU
OIIK-11-B-4 Bimageer criocobamu
MOJICIIUPOBAHUS O€301IaCHOCTH
KOMITBIOTEPHBIX CUCTEM, B TOM YHCIIE
MOJICTTUPOBAHUS YITPABJICHUS JOCTYIIOM U
MH(OPMALMOHHBIMU TIOTOKAMU B
KOMITBIOTEPHBIX CHCTEMax

3HaTh:

- OCHOBHBI€ HOPMAaTHBHO-
MPaBOBBIE IOKYMEHTHI 110
3ammuTe HHPOpMaIUK

B KOMITBIOTEPHBIX CETAX B
Poccuiickoit @exneparuu u
3a pyoexkoM;

- OCHOBHBIE TpeOOBaHHUS K
MOJICUCTEME ayJuTa U
MOJIUTHKE ayHTa;

- 3aI[UTHBIC MEXaHU3MEI U
cpencTBa obecredeHus
0e301macHOCTH
OTICPAIIMOHHBIX CHCTEM.
YMeTh:

- popmynupoBaTh U
HACTpauBaTh MOJUTHKY
0€30I1aCHOCTH OCHOBHBIX
OTIEPALIMOHHBIX CUCTEM;

- popmynupoBaTh U
HacTpauBaTh MOJTUTHKY
0€30IMaCHOCTH JIOKAJIbHBIX
KOMITBIOTEPHBIX CETEH,
MOCTPOCHHBIX Ha 0aze
OCHOBHBIX ONEPAIMOHHBIX
CHCTEM.

Baaners:

- HaBbIKaMU pa3pabOTKu
POrpaMMHBIX MOAYJIEH,
peanu3yronmx 3a1a4u,
CBSI3aHHBIC C 0OecIeUeHUEM
0e30macHOCTH
ONEPALMOHHBIX CUCTEM
pacrpoCcTpaHeHHbBIX
CEMEICTB.

OIIK-16 CriocobeH npoBOIUTh
MOHHUTOPHHT
paboTOCIIOCOOHOCTH U aHATTU3
3¢ PeKTUBHOCTH CPEACTB
3aIuThl HH(OPMAIIUY B
KOMITBIOTEPHBIX CUCTEMaX U
CeTsx

OIIK-16-B-1 Cnioco6eH nmpuMeHsTh
3alUIIEHHbIE IPOTOKOJIbI, MEKCETEBbIE
9KPaHBI U CPEACTBA OOHAPYKEHUS
BTOPKEHUH JIJIs1 3aIIUTHI HHPOPMAIIUH B
CeTsX

OIIK-16-B-2 Ymeer ocymecTBIATh MEpBI
IIPOTUBOJICUCTBUS HAPYLIEHUSIM CETEBOU
0€30MacHOCTH C MCIOJIb30BaHUEM PA3TUYHBIX
IIPOrPaMMHBIX U amlfapaTHBIX CPEACTB
3aILUTBI

3HaTh:

- PYKOBOJSIIINE U
HOPMAaTUBHO-IIPAaBOBBIE
JIOKYMEHTHI 110 OLIEHKE
YPOBHS

3alUIIEHHOCTH
nHpopmanuy B
KOMIIBIOTEPHBIX CHUCTEMAX.
Ymers:

- OLICHUBAaTh YPOBEHb




Kox n sHaumenoBanue
(bOpMHUPYEMBIX KOMITCTCHITHI

KOI[ 1 HAUMCHOBAHUC MHUKATOpPA
JOCTHIXCHHA KOMIICTCHIIMH

IInanupyemsble pe3ynbTaThl
o0y4yeHHs 110 JUCLUIUINHE,
XapaKTEepU3YIOIINE ITAllb

dbopmMHupoBaHUs

KOMIICTCHITHH
OIIK-16-B-3 Bnaaeer HaBbIKaMy HACTPOUKH |3aIIUIIEHHOCTH
MEXCETEBbIX 9KPAHOB U METOAUKAMHU nH(popMaIuy B
aHajJM3a ceTeBoro Tpaduka KOMIThIOTEPHBIX
OIIK-16-B-4 Brnageer MeToOMKaMHU aHaldn3a |CHCTEMAxX B YaCTH
CETeBOTO Tpaduka HCITOJIB3YEMBIX

KOMIIBIOTEPHBIX CETEH;

- IPUMEHSTH 3alIUILECHHbIC
IIPOTOKOJIbI, MEKCETEBbIE
9KpaHbl U CPEICTBA
OoOHapyKCHHSI BTOPIKECHUN
JUIS 3aIIMTHI HH(OpMAalIUY B
CeTsIX

Baangers:

- HaBbIKaMU COCTaBJICHUS
OTYETOB IO pe3yJbTaTaM
MIPOBOJIUMBIX OLICHOK;

- HaBBIKAMU HACTPOMKHU
MEKCETEBbIX IKPAHOB U
METOJUKaMU aHAJIN3a
CETEeBOTO TpadukKa,

- METOJIMKaMH aHaJIn3a
ceTeBoro Tpaduka.

4 CTpyKTYpa U colepKaHHue QU CUUIINHBI

4.1 CTpyKTypa THCHHILIMHBI

OO61mas TpyA0eMKOCTh AUCHHUIIIMHBI COCTaBIsAET 4 3aueTHbIe eNUHULBI (144 akaeMUYecKuX Jaca).

TpynoemMKocCTs,
Bun pabothr aKaJeMHYSCKHUX YacOB
9 cemectp BCETO
O01mas Tpya10éMKOCTh 144 144
KonrakTHasi pabora: 69,25 69,25
Jlexmuu (JI) 34 34
Jlaboparopusie paboTs (JIP) 34 34
Koncynpranuu 1 1
[TpomesxyTouHas arrectanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTesibHas padora: 74,75 74,75
- CAMON0020Mo8Ka (Mpopabomka u nO8MopeHue I1eKYUOHHO20 MAmepuala u 32 32
mamepuana y4eOHUKo8 U yueOHbIX Nocooull;
- 10020MOBKA K 1AO0PAMOPHLIM 3AHSMUSIM, 30 30
- 10020MOBKA K pYOEHCHOMY KOHMPOJIO U M.N.) 12,75 12,75
Bua uToroBoro KOHTpoJIA (3auer, Ik3aMeH, 1M depeHIUPOBAHHBIH 3K3aMeH
3a4er)




Pasznenm AUCHUIUINHBI, U3y4aCMBbIC B 9 CCMECTPC

KoanuectBo yacoB
Ne HaumeHoBanwue pa3eiioB ayAuTopHad BHEay/I.
pasjena BCETO abora
1113 | JIp paborta
1. Beenenue B npenMer 8 2 6
2. MesxceTeBble KpaHbl 20 6 6 8
3. BupTyanbpHbIe YaCTHBIC CETH 18 6 6 6
4, [IIndpoBaHre B KOMIBIOTEPHBIX CETIX 16 4 6 6
S. CucreMbl 00HAapYKEHUS] BTOPKEHUM 24 2 4 18
6. be30macHOCTh CETEeBBIX ONMEPAIMOHHBIX CUCTEM 18 6 4 8
7. be3onacHoe noakioueHue K cetu MHTepHeT 16 4 4 8
8. be3onacHOCTh O€CIIPOBOIHBIX CETEH 24 4 4 16
Hroro: 144 34 34 76
Bcero: 144 34 34 76

4.2 Cogepxanme pa3iejoB IUCHUININHBI

Ne 1 BBenenne B mnpeamer. llonstue wunpopmamumonHoi Oe3omacHocTH. Vcropusi pasBuTHS
uHpopMallMoOHHOM  Oe3omacHocTH.  CoBpeMeHHblE  cTaHAapThl  oOecrieyeHHss  WH(POPMALMOHHOM
6e3onacHocTr. OCHOBHBIE KOMITOHEHTHI 3aIIUTHI THPOPMALINH.

ITonsitue ataku. Kareropuu arak. MexaHn3Mbl IpOBEACHMS aTakK.

Cnyx0bs1 mH(pOpManMoHHOW Oe3omacHOCTH. [Ipobiema KOH(PUACHIHUATHHOCTH, ICIOCTHOCTH W
JOCTYIHOCTH UH(OPMAIMH B KOMIIbIOTEPHBIX CETAX.

[Monutukn wHpOpManMoOHHOW Oe3omacHOCTH. MeTonuka pa3padOTKH — IMOJNUTHK, CO3JaHHS,
pa3BepThIBaHUA U 3(P(HEKTUBHOTO UCIOIb30BAHUS.

BrlsiBneHne 1 OI1eHKa BO3MOKHBIX PUCKOB B KOMITBIOTEPHBIX CETSIX.

Obecneuenne nHGOpMAMOHHON Oe3omacHOCTH. OIleHKa CTOMMOCTH MPOBEAECHUS MEPOIPHUATUN O
6e3onacHocTH. PazpaboTka v peaqn3anuu MOJIUTHKUA 0€30MaCHOCTH, ayJIUTa CUCTEM.

Pexomennanuu no obecneyenuto cereBoit 6ezonacHoctu. Crangapt ISO 17799.

Ne 2 MexcereBble 3kpaHbl. [loHsTHE MexkceTeBoro skpaHa. Kiaccudukaius MexceTeBbIX I3KpaHOB.
Tunsl OKpYyKEHMI MEXCETEBBIX 3KPaHOB. lIpMHIMIIBI HAaCTPOHKM MEKCETEBBIX 3KpaHOB. IIpumeps! arak,
IIPEIOTBPALAEMBIX MEKCETEBBIMU dKpaHaMHU. ATaKM Ha CETEBBIC DKPAHBI.

Ne 3 Bupryaiabnble 4yactHble ceTu. [lonstue VPN. Tumst VPN. CranpmapTHbie TEXHOJOTHH
¢ynkunonuposanusi VPN. IIporpammHoe ob6ecnieuenue ais opranuzanuu VPN.

Ne 4 IlludpoBanue B KOMNBbIOTepPHbIX ceTsAX. [lonstne mmdpoBanus. Buael mmdppoBaHus.
[Tpununs! mudppoBaHus HHGOPMALMK, XPAHUMON WK TIepeilaBaeMoi B KOMITbIOTEpHOM ceTh. [IpoTokosn
Kerberos.

Ne 5 Cucrembl oOHapyxeHusi Brop:kenuid. [lomstue Intrusion Detection Systems (IDS).
[Mpuuunaer ucnonszoBanus IDS. Kimaccudukanmmss IDS. Bo3smoxxknbie oTBetHble neiictBus IDS Ha
BropskeHusi. PassepteiBanue IDS. Cozganme Honey Pot u  Padded Cell. PasepreiBanue u
koMOuHMpoBanue IDS paznuuynoro tumna. Crnocodsl 06padoTku BeixoaHo nHopmaruu IDS. Tumsr arak,
BbIABIsIEMBIX IDS.

Ne 6 be3onacHOCTh CeTeBbIX ONEPALMOHHBIX CHCTEM. be30MMacHOCTh ONEPAlMOHHOM CHCTEMBI
Unix/Linux.  VYmnpaBieHue TNOJb30BAaTeIsIMU W TpynmnamMd.  AyTeHTU(UKAIUs  MOJIb30BaTeNeH.
be3onacHeie cereBble HaCTpOMKHU. [IoMCK BTOpKEHUI.

bezonacHocth omnepaunonHoil cucrembl Windows. YmpaBiieHHE MOJB30BATEIsIMU U TPYIIAMH.
Aytentudukanus nonb3opareneil. besonacHele cereBblie HaCTpoUKH. [ToMCK BTOpKEHUIA.

Ne 7 BezonacHoe mnoak/iaodeHue k cern HHrepHer. Apxurekrypa uHTepHeTa. OpraHuzanus
OesomacHoro jgoctyna K VIHTepHET COTpYJHUKOB KOMIIAHMHU. 3aluTa OT CIy4alHbIX WIH



MpeIHaMEPEeHHbIX yTeueK KoH(uaeHuanbHoi uHpopmanuu. OpraHuzanus NOAKIOYeHus K MHTepHerT,
npoextupoBanue DMZ.

Ne 8 Be3zonacHocth OecnpoBOAHBIX ceTeil. [IpuHIMNBI oOpraHu3anuu OECIPOBOJHBIX CETEH.
ITpotokonsr WEP, WPA. IlepexBat u 3amura GecripoBognHoro tpapduka. ObecriedeHne 0€30mMacHOCTH
JIOMAIITHEH 1 KOPIIOPATHBHOM OECIIPOBOHON CETH.

4.3 JIaGopatopHbie padoThI

Neo JIP Ne HanmenoBanue 1abopaTopHbIX paboT Koz-so
pazaena 4acoB

2 Bcerpoennslii mexcereBoii skpan Windows. MexxceTeBoi 3kpaH

Comodo Personal Firewall
Hactpoiika MeXCeTeBbIX SKPAaHOB B CETEBOM 000PYJOBAHUHU

Opranu3anys BUPTYAIbHBIX 4acTHBIX ceTeil B Windows u Linux

Bcerpoennsie cpencta Windows u Linux juis mmdpoBanus 1aHHBIX B
KOMIIBIOTEPHOMU CETH
Y3510BBIE U CETEBBIE CUCTEMBI OOHAPYKEHUSI BTOPKEHUM
Ympasienus noss3oBarensimi B Windows u Linux. Peanmzanus
MOJIMTUK O€30MaCHOCTH
be3onacHoe MoAKIIOYEHNE K CETH MHTEPHET
be3onacHoCcTh OeCIpOBOIHBIX CETEH

Wroro: 34
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5 YyeOHO-MeTOAMYECKOE 00ecTIeYeHHe TUCIUIIIMHBI
5.1 OcHoBHas IuTepaTypa

1. [InatonoB, B. B. IIporpammHo-anmapaTHble cpeicTBa oOecnedeHUs HHPOPMAIMOHHON
0€30MMacHOCTH BBIUMCIUTENBHBIX ceTed [Tekcr] : yued. mocobue mns By3oB / B. B. Ilmaronos. - M. :
Axanemus, 2006. - 240 c. - (Boicmee npodeccuonaibHoe o0pazoBaHue). - bubnuorp.: ¢. 235-236. - ISBN 5-
7695-2706-4.

2. I'anarenko, B. A. OcHoBbl nH(oOpMarmonHoi Oe3zomacHocTH [Tekcr] : Kype Jnekuuit: yueo.
nocodbue / B. A. I'anarenko; mox pen. B. b. berenuna.- 2-e u3x., ucnp. - M. : UaTeprer-YH-T UHpOpM.
Texnonoruii, 2004. - 264 c. - (OcHoBBI HHPOPMALMOHHBIX TexHOonorui) - ISBN 5-9556-0015-9.

5.2 lonoinuTenbHAas1 JIMTEpPaTypa

1. 3ammra KoMnboTepHOI nHpopMmaruu : yaeOHoe nocodue / E. C. bonnapes, B. M. Bactokos,
I1. P. I'pymieBckuii, O. B. Ckynsabuna. — Cankt-IletepOypr : BI'TY "Boenmex" um. [1.®. Yctunosa, 2019.
— 146 c. — ISBN 978-5-907054-82-0. — TekcT : 2neKTpoHHBIi // JIaHb : 37eKTPOHHO-ONOINOTeYHAS CH-
crema. — URL: https://e.lanbook.com/book/157086

2. l'onukos, A. M. 3amura nadopmanuy B ”HGOKOMMYHHUKAIIMOHHBIX CUCTEMaX U CETX : yueOHOe 1o-
cobue / A. M. I'omkoB. — Mocksa : TYCVYP, 2015. — 284 ¢. — Texkcr : 31eKTpoHHbIH // JIaHb : 31€KTPOHHO-
oubimoreunas cucrema. — URL: https://e.lanbook.com/book/110336

3. [Tan¢unos, U. B. IIpobiaemsl 3amuTel HHGOPMALIUK B KOMIIBIOTEPHBIX CETAX U CUCTEMAX :
yuebHoe nmocobue / U. B. [landunos, A. M. 3asau, E. U. Ilanpunosa. — Caunkr-IlerepOypr : CIIOIJITY,

2008. — 148 c. — Tekcr : anekTpoHHbIH // JlaHb : 2IeKTpoHHO-OnbauoTeunas cucrema. — URL:
https://e.lanbook.com/book/45554
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5.3 llepuoauyeckue U3IaHUA

BectHuk nHdopmarmonHoi 6e30nacHoCTH : KypHall. - M. : ArenctBo "Pocnieuats".

Cuctembl 6€30MMacHOCTH : )XypHal. - M. : ArenrctBo "Pocniedats".

[Tpo6aemsr napopmarmonHoK 6e30nacHocTH. KoMITbIoTepHBIE CUCTEMBI : )KypHaIL. - M. : AIIP.
Bectauk Yp®O be3omacHocTh B mHGOpManoHHoU cdepe : xkypHai. - Yensounck FOVYpl'Y,

2011.

RN

5.4 UnTepHeT-pecypchl

1. Cerm pmna cambix ManeHbkux. Yacte HyneBas. I[lmanupoBanme. — Pexum pocrymna:
https://habrahabr.ru/post/134892/
2. MbiiBonn, D. be3zonacHocTh cerelt  //YueOHbIE KypChl HAllMOHAJIBHOTO  OTKPBITOTO

yauBepcuteta "Intuit". — Pexxum noctyna: http://www.intuit.ru/department/security/netsec/.

3. Jlamonmna, O.P. MexcereBoe »dKpaHupoBaHHEe //YdeOHbIE KypCchl  HAIMOHAIHLHOTO
oTKpbITOro yHHBepcuTeTa "Intuit". — Pexxum gocryma: http://www.intuit.ru/department/network/firewalls/.

4. https://lwww.intuit.ru/studies/courses/102/102/info — «utynt. HauimoHanbHbINA OTKPBITHINA
yausepcuteT». Kypesl, MOOK: Be3onacHocTs ceTei

5. https://www.intuit.ru/studies/courses/59/59/info— «uTyur. HartnoHambHbI# OTKPBITHI
yausepcure». Kypes, MOOK: IIpoTokoJibl 6€3011aCHOT0 ceTeBOro B3auMo el cTBUS

5.5 IlporpammHoe obOecnedeHue, npodeccuoHaJbHble 0a3bl JAHHBIX M HH(OPMANMOHHBbIE
CIIPABOYHbIE CUCTEMbI

1. Onepanmonnas cuctema Astra Linux. «Astra Linux Special Edition» PYCB.10015-01,
JTUICH3UOHHBIN 1oToBOp NeA-2021-1374-BY3 ot 28.05.2021.

2. LibreOffice — cBoboxHo pacmpocTpaHseMblii OQHUCHBINM MaKeT MPOrpamMM, BKIIOYAIOMUN B ceOs
TEKCTOBBIM 1 TaOJIMYHBIN PEIaKTOPHI, PEJAKTOP MPE3CHTALUI U APYTHe OPUCHBIC TPHUIIOKCHHUS.

3. Antusupycnoe [1O: Kaspersky Endpoint Security nis 6u3neca, umeeTcst TUIeH3Us Ha 2 rofa
UCII0JIb30BaHus, BXoauT B Peectp oteuectBenHoro [10

4. Cucrema OpraHu3allid BUPTyaJdbHBIX 4YacTHbIX cerell OpenVPN  Tekymieil Bepcum.
Hocrynna OecruiatHo 1o cBoboxHoit  snmuensun  GNUGPL. PazpabGotumk: OpenVPN
Technologies. Pexum mocryna: https://openvpn.net

6 MaTepuajibHO-TeXHHYECKOe o0ecnedeHne JUCHUNINHBI

3aHATHS TIO JUCHHMIUIMHE TPOBOJATCS B  ayJUTOPHUSAX, OCHANICHHBIX KOMITBIOTCPHBIM H
MyJIbTUMEANHHBIM 00OpynoBaHueM. PabGoune CTaHIMK CTYACHTOB U TpernojaBareis OObEeIWHEHBI B
JIOKaJIbHYIO CETh C MOJKIII0YeHneM K MHTepHeT.

Jlex1MOHHBIE 3aHITHUSI IPOBOAATCA B ayAUTOPUSIX, OCHAIIEHHBIX MYIbTUMEIUIHBIM MPOSKTOPOM U
HKPAHOM.

JlabopatopHbie 3aHATHS MPOXOIAT B KOMIIBIOTEPHBIX KJIaccaX, B KOTOPBIX YCTaHOBIEHO 000pyAOBaHUE:

- cucteMHbIe 0J10kH ¢ mporieccopom IntelCore 2 Duo;

- MOHUTOPBI Mozienu Samsung 793 DF.

[Tomerenne 11t caMOCTOATENEHON PabOThl 00YYArOMIMXCSI OCHAIIEHBI KOMITBIOTEPHOW TEXHUKOH,
nojkiatoueHHod Kk cetu "HHTepHer", M obecrnedeHneM J0CTyna B DIIEKTPOHHYIO HH(OpMaIMOHHO-
oOpazoBarenbHyto cpeny OI'Y.

3aHATHS TO JUCHUILUIMHE TPOBOJSATCS B  ayJUTOPHUSAX, OCHAIICHHBIX KOMIIBIOTEPHBIM H
MYJIbTHMEIUHHBIM 00opynoBaHneM. Pa0odme CTaHIMW CTYIEHTOB M TIPENoAaBaTreNisi OObEIUHEHBI B
JIOKAJIbHYIO CETh C MOJKIIOUeHrneM K HTepHeT.

JIeKIIMOHHBIE 3aHITHS TIPOBOJAATCS B AYJAUTOPHUSIX, OCHAIMIEHHBIX MYJIBTHUMEIUHHBIM IMPOCKTOPOM H
HKPAHOM.

JlabopatopHble 3aHATHS MPOXOIAT B KOMIIBIOTEPHBIX KJIaccaX, B KOTOPBIX YCTaHOBJIEHO 000pyAOBaHUE:
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- cucteMHbIe 0J10kH ¢ mporieccopom IntelCore 2 Duo;

- MOHUTOPBI Mozienu Samsung 793 DF.

[Tomerenue 11 caMOCTOATENLHONH PabOThl 00YyYarOIIMXCSI OCHAIIEHBI KOMITBIOTEPHOW TEXHUKOM,
noakiIoueHHo K cetu "MHTepHeT", M obOecrmeueHUEM JOCTyNna B JJIEKTPOHHYIO HH(POPMAIIMOHHO-
oOpazoBarenbHyto cpeny OI'Y.



