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1 [esiu m 321241 OCBOEHUS M CHUNIMHBI

ean (1esm) OCBOCHUS AUCITUTIIUHBI:
(dbopMUpOBaHKE OCHOBOIIOIATAIOUINX 3HAHUH, YMEHH, HABBIKOB Y CTYJICHTOB B U3yUY€HUH NIPUHIIUIIOB
MIPOEKTUPOBAHMSI KOMIIBIOTEPHBIX CETEH, HACTPOUKH CETEBOTO 000PYIOBAaHHUS, a TAKKE pa3padOTKHU KIMEHT-
CEPBEPHBIX MPHIIOKEHUH C Hcroiib3oBaHueM npotokona TCP/IP.

3agaun:

TCP/IP.

2 MecTo JUCHUILUIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

U3y4YEHHUE TEOPETUYECKHX OCHOB COBPEMEHHBIX BBIUMCIUTEIbHbBIX CETEH;
HAcTpPOMKa U 3KCILTyaTalys KOMMYHHKAIIMOHHOTO 000PyA0BaHMS;
pa3paboTKa NPOEKTOB KOMITBIOTEPHBIX CETEH, pacueT 3arpy3KH;

IPOrpaMMUPOBAaHUE PACIPECIICHHBIX CHCTEM 00paboTKM MH(OPMAIMU HAa OCHOBE IMPOTOKOJIA

JucnunimHa oTHOcUTCs K 0a30Boit yactu 010ka [l «lucuummuael (MOTy TN )»

[IpepexBusutsl qucuurunsl: b1./].6. 14 Uugpopmamuxka, b1./[.5.16 Onepayuonnwvie cucmemsl u 060-
nouxu, b1./].B.2 DBM u nepughepuiinvie ycmpoiicmea

[MoctpexBuszutel aucuuiuiuabl: b1./1.B.13 Ilpoepammuposanue WEB-npunoscenuu, b1.J1.B.16 3a-

wuma KOMnobrloOmepHsblxX CUCmem

3 TpeGoBanus k pe3yjabTaTaM 00y4YeHHs! 10 JUCHUILINHE

[Tpouecc u3yueHus: AMCUUILIIMHBI HANIpaBJieH Ha (POPMHUPOBAHHUE CIEAYIOLIUX PE3YIHTATOB 00YUEHUS

Ko u HaumeHnoBaunue
dbopMUpyEeMbIX KOMIETSHIIHIA

KOI[ N HAMMCHOBAHUC MHJUKATOpa
JOCTHXXCHHA KOMIICTCHIIMH

[Inanupyemsle pe3ynbTaTsl
00y4YeHHs 10 JUCLHUIUINHE,
XapaKTEePU3YIOLINE ITAIbI

Y TIPOTPAMMHBIX CPEJICTB, B
TOM YHCJIE OT€YECTBEHHOTO
MIPOU3BOJICTBA, U HCIIOJIb30BATh
UX IIPU PELIEHUH 3a1a4
npodeccnoHaNbHOMI
JEeSITETbHOCTH

OIIK-2-B-2 Cnoco0eH HCIoIb30BaTh
COBpeMEHHbIE HH(OPMALIMOHHBIE
TEXHOJIOTUH U IPOTpaMMHBIE CPEZCTBA, B
TOM YHCJI€ OTE€YECTBEHHOTO IMPOU3BOJICTBA
IIPU PELIeHNH 33124 MPodhecCHOHATEHON
JeSITeIbHOCTH

OIIK-2-B-3 Bnaneer HaBbIKaMU IPUMEHEHUS
COBPEMEHHBIX HH()OPMAITHOHHBIX
TEXHOJIOTUI U IPOTPaMMHBIX CPEJICTB, B TOM
YHClie 0TEYECTBEHHOT'O TPOU3BO/ICTBA, U
WCIOJIb30BATh UX MPH pEIIeHUH 3a1a4
npo¢eCCHOHATBHON IEATETLHOCTH

dopmupoBaHus
KOMITETCHIIUH
OIIK-2 CnocoOen nonumats  |OIIK-2-B-1 3HaeT npuHUIUIIBI pabOTHI 3HaTh:
MPUHITUIIBI paOOTHI COBPEMEHHBIX HH()OPMAITHOHHBIX MPUHIUIIB paOOTHI
COBPEMEHHBIX TEXHOJIOTUI U POTrPaMMHBIX CPEJICTB, B TOM |COBPEMEHHBIX
WH(POPMAIIMOHHBIX TEXHOJIOTHH | YMCIIE OTEUYECTBEHHOTO MTPOU3BO/ICTBA WH(POPMAIIMOHHBIX

TEXHOJIOTUMN U
MPOTPAMMHBIX CPEJICTB, B
TOM YHCJI€ OT€UECTBEHHOTO
MPOU3BOJICTBA

Ymersb:

HCIIOh30BaTh
COBPEMEHHBIE
nH(pOpMaLOHHbBIE
TEXHOJIOTHH U
MpOTpaMMHBIE CPEJICTBA, B
TOM YHCJIE OTE€UECTBEHHOTO
MIPOU3BO/ICTBA TIPH
pelieHnu 3aaa4
npodeccCuoHaTbHON
NEeATETbHOCTH

Baajgers:

HaBbIKAMU IPUMEHEHUS
COBPEMEHHBIX




Kox n HaumenoBauue
bopMHUpPYyEMBIX KOMITETCHITHI

KOII U HAMMCHOBAHUC MHUKATOPpA
JOCTHXXCHHA KOMIICTCHIIMH

[Tnaaupyemblie pe3yabTaThl
o0y4eHus Mo TUCIUILINHE,
XapaKTepPU3YIOIINE dTaIbl
dbopMHUpOBaHUS
KOMIIETECHLINI

nH(}OpPMaAITMOHHBIX
TEXHOJIOTUH U
MPOTrPaMMHBIX CPEJICTB, B
TOM YHCJIE€ OTCUYCCTBEHHOIO
MIPOU3BOJICTBA, U
KCII0Ib30BaTh UX MPU
pelieHuy 3a1a4d
npodeccrnoHaIbHOM
JIeATCIIbBHOCTH

OIIK-8 Cnocoben
OCYIECTBIISATH MOUCK,
XpaHeHue, 00paboTKy U aHaIU3
WHGPOPMAIIMU U3 PA3THYHBIX
HCTOYHHUKOB 1 0a3 JaHHBbIX,
MPEJCTABIATh €€ B TpeOyeMoM
(dbopMaTe ¢ UCITOJIb30BAaHHEM

OIIK-8-B-1 YmMmeer npuMeHSITh METO/IBI
MOMCKA U XpaHCHHUS HHHOPMAIIHH C
WCIIOJIb30BAaHUEM COBPEMEHHBIX
MH(POPMAIIMOHHBIX TEXHOJOTHMA
OIIK-8-B-2 NMmeer HaBBIKM IIOMCKA,
XpaHEHMS U aHaIKu3a HHOPMAIUH C
WCIIOIb30BAHUEM COBPEMEHHBIX

MH(POPMALIMOHHBIX, MH(GOPMALIMOHHBIX TEXHOJIOTHH
KOMITBIOTEPHBIX U CETEBBIX OIIK-8-B-3 3Haer TeopeTHYeCKHEe OCHOBBI
TEXHOJIOTUH MIOMCKA, XPaHEHUs, U aHaJIu3a UH(OopMaIuu

3HAaTh:

TEOPETUUYECKUE OCHOBBI
MOMCKA, XpaHECHHUSI, U
aHanu3a nHpopMauu
YMeTh:

MIPUMEHSTh METO/IbI ITIOMCKA
¥ XpaHeHUs HH(OPMAIIHH C
HCITOJIb30BaHUEM
COBPEMEHHBIX
uH(}OpMaAITMOHHBIX
TEXHOJIOT U

Baaners:

HaBBEIKAMH IIOMCKA,
XpaHEHUs U aHaIHu3a
nHpopmanuu ¢
HCIIOJIb30BaHUEM
COBPEMEHHBIX
UH(GOPMAIIMOHHBIX
TEXHOJIOTHI

4 CTpyKTYpa U colepKaHHue TUCHUIINHBI

4.1 CTpyKTypa THCHHUILIMHBI

OO61mas TpyA0€MKOCTh JUCIUIIIIMHBI COCTABIISET 7 3a4ETHBIX eAUHUIL (252 aKaJeMHUeCKUX 9acoB).

TpyroemMKoCTb,
Bun paboTst aKaJICMHYECKHX YacoB
4 cemecTtp BCETO
OO0uias Tpy10€MKOCTh 252 252
KonrakTHasi padora: 17,25 17,25
Jlexuuu (JI) 4 4
ITpaktuueckue 3ansatus (I13) 4 4
JlaGopatopusbie padotsl (JIP) 8 8
Koncynbranun 1 1
[TpomexyTouHas arrectanus (3a4eT, SK3aMeH) 0,25 0,25
CamocrosiTe/ibHas padoTa: 234,75 234,75
- 8bINONIHEHUe paciemHo-epaguieckozo 3adanusi (PI73); +
- CAMON0020Mo8Ka (Mpopabomka u nO8MopeHue TeKYUOHHO20 MAmepuald u
Mamepuana y4eOHUK08 u y4eOHbIX nocooOull;
- H0020MOBKA K 1A00PAMOPHBIM 3AHAMUIM,




TpyroemMKoCTb,
Bun pabotst aKaJeMHYeCKHX 4acoB
4 cemecTtp BCETO

- N0020MOBKA K NPAKMUYECKUM 3AHAMUIM,
- N0020MOBKA K PYOEHCHOMY KOHMPOTIO.
Bua uToroBoro KOHTpoJIA (3aueT, Ik3aMeH, U PepeHIUPOBAHHBIH IK3aMeH
3a4er)

P%HCHBI AUCHUIUIMHBI, U3y4YaCMBbIC B 4 CCMECTPC

KomnnuectBo yacos
Ne HaumeHnoBanue pa3zeinoB Ay TopHad BHEay/I.
paznena BCETO abora
113 | JIp pabota
1 OCHOBBI ceTel nepeayn TaHHBIX 23 05/05]| 2 20
2 Crannmaptuzanus oOMeHa JaHHBIMH KOMITBIOTEPOB 26,5 0,5 2 24
B cetu. Monens OSI| u crek TCP/IP
3 CereBoe 000pyI0BaHHE 26 1 1 24
4 [€eXHOJIOTUH JTOKAJIbHBIX CeTel 25,5 0,5 1 24
5 CereBas ajpecanus 25,5 0,5 1 24
6 Brenenue B MapupyTH3anuio 25 1 24
7 ITporokosel cteka TCP/IP, ucronb3yemble 1is 25,5 0,5 1 24
paboThl ciyx0 nocraBmuKoB yciuyr MHTepHeTa
8 TexHonoruu riio0ajbHbIX CeTER 25 05105 24
9 BecripoBoIHBIC TEXHOJIOTHH 25 05|05 24
10 OCHOBBI ceTeBOI 0€30ITaCHOCTH 25 05105 24
Hroro: 252 4 4 8 236
Bcero: 252 4 4 8 236

4.2 ConepxxaHue pa3/iesioB JUCHUNIHHBI

Pa3nes 1. OcHOBBI ceTell mepegavyn JaHHbBIX

3HAKOMCTBO C KOMIIBIOTEpHBIMU ceTaMU. [loHsTue “BbrumcautensHas cers . IIpenmyriectsa
KOMIIBIOTEPHBIX ceTell. OCHOBHBIE KOMIIOHEHTHI ceTh. Poim komnbroTepoB B ceTH. OQHOpPAHTOBBIE CETH.
Tononoruu cereit. [IpuHumne! cBa3u. Microunuk, kanan u anpecar. [IpaBuna oomena nanabivMu. Konnposanue
cooOuienus. dopmarupoBanue coobuieHus. Pasmep coobmenus. CHHXpOHU3aIUsA cooOmeHus. MeTo bl
pacceuiku  cooOmiennii. OOMEH JaHHBIMH B TIPOBOJHOM JIOKaTbHOM ceTH. BaXHOCTh MPOTOKOJIOB.
CrangapTusanus npotokosioB. @usmueckas aapecanust. OomeH nanubivu B Ethernet. Jlormueckas agpecarus.
Kabemn u xonrtakTel. OObuHBIE ceTeBble Kabenn. KabGenmp “Butas mapa”. KoakcwanbHbI KaOemb.
OnroBonokoHHBIN Kabenb. CTanaapThl npokiaaku kadeneit. Kadenu tuma UTP. [onkmodyenue kabens Tuna
UTP. IlpoBepka xabens.

Paznen 2. CranpapTu3anusi o0MeHa JaHHBIMH KoMIboTepoB B ceTn. Moaeab OS| u crek
TCP/IP

B3aumopeiicTBue KIMEHTOB U cepBepoB. [IpOTOKOIIBI, HCIIONBb3yEMBbIE ITPU B3aUMOICHCTBIH KIIMEHTOB
u cepepoB. TpancnoptHbie poTokonbl TCP u UDP. Homepa noptoB TCP/IP. [IpukiagHbie MPOTOKOJIBI U
ciryx0b1. Cityx6a nomennbix uMeH (DNS). Beo-kiuenTsr u cepepsl. FTP-kimenTs 1 cepBepbl. KineHTH 1
CepBepbI AIEKTPOHHOU 1MouThl. KiIMeHTHI U cepBepbl MTHOBEHHOT0 0OMeHa coobmeHussMu. KnueHTs! u cep-
BEpbI T0JIOCOBOM CBsi3U. HoMepa nmopTtoB. MHOroypoBHeBast MOJI€NIb M TPOTOKOJIBL. B3anmoaeiicTBre mpoTo-
KosioB. B3aumopeiictBue npotokosnoB. Moaens oTkpbIThix cucteM ISO/OSI. Ypoau monenu OSI. ITpoTto-
koJibl Mogenu OSI. Texnonoruu monenu OSI. ITouck U ycTpaHeHHE HEMCITPABHOCTEN C MOMOIIBIO MOJETU
OSI. ®ynkuuun yposuei Moaenu OSI npu noucke HencnpaBHoCcTENH. METOAMKN yCTpaHEHUS! HEUCIIPABHOCTEN.
Cpasuenue monenu OSI u creka TCP/IP.



Paznen 3. CereBoe o0opyaoBanue

Hepapxuueckass CTPyKTypa BBIYMCIUTENbHBIX ceTe. YpoBeHb nocTtyna. OCHOBHOE Ha3HauCHHE
ypoBHs noctyna. OyHKIuM KOHIEHTpaTopoB. OyHKImuu KoMMyTaTopoB. llIupokoBeniarenpHas pacchlika co-
obmienuit B cetu Ethernet. TIporokon paspemenus aapecoB ARP. TIpoknaaka kabeneit 1j1sl CBSI3H CETEBBIX
YCTPOWCTB YpOBHs jAocTyna. Beibop ycTpoicTB ypoBHs focTyna. CerMeHTUpOBaHUE JIOKAIbHOW BBIUMCIIN-
TEJIbHOU ceTU. Y pOBEHb pacipeaenacHus. OCHOBHOE Ha3HAUYEHUE YPOBHs paciipenencHus. OyHKIUU MapIpy-
TH3aTopoB. Tabuuiel B maMaTH MapiipyTu3aTopoB. OCHOBHOH 1uTt03. BBIOOp ceTeBBIX yCTPONCTB YPOBHS
pacnpenenenus. CereBoe obopynoanue cemeiictBa Cisco. Kommyraropsr Cisco. Mapmpytuzatopsr Cisco.
IlenTpanpHelil ypoBeHb. LleHTp ynpasieHus ceTbro. [[poekTupoBaHKe ¥ NPUHLUIIBI TEJIEKOMMYHHUKALUOHHON
KOMHATBI IEHTPAJILHOI0 YPOBHs. [IoMCK HEUCIIPaBHOCTEN B CETH.

Paznen 4. TexHoi0orum J0KaJBHBIX ceTel

KommyTanus B BelUMCAUTENbHBIX ceTax. KommyTanus u cermenTanusi. MHOroypoBHeBasi KOMMYTa-
uus. Tunel kommyTanuu. bezonacHocTh KOMMYTaTOpoB. [IpenoTBpanieHue nerenb KoMMyTauu. Pezepsupo-
BaHHE B KoMMyTHpyeMoii cetu. IIporokon STP (Spanning Tree Protocol). Kopuessie moctsl. [IpoTokon RSTP
(Rapid Spanning Tree Protocol). Bupryanbusie nokansabie cetd VLAN. Haznauenne VLAN. Unentuduka-
s VLAN. Tpankunr u mapmpytusanus mexay VLAN. Maructpanbasie noptel. Pacnipenenenne VLAN Ha
HECKOJIbKO KoMMyTaTopoB. Mapmpytuzanus mexxay VLAN. O6cnyxuBanue VLAN B KOpropaTUBHOM CETH.
ITporokon VTP (VLAN Trunking Protocol). ITogaepxka VLAN mst IP-Tenedonnn u 6ecripoBOIHOTO J10-
cryna. Pexkomenayemsie Mmetoasl padbotel ¢ VLAN.

Pa3nea 5. CereBasi agpecanus

Haznauenue nporokomna IP. Ctpykrypa IP-anpeca. Bzaumoneiicteue |IP-agpecoB 1 Macok mojaceTu.
Haznauenue macok nojceru. Knaccel IP-agpecoB u Mmacku noaceru o ymonuanuio. [1ybnuunbie 1 yacTHbIE
IP-anpeca. Anpeca oiHOaAPECHBIX, IIUPOKOBEIIATETLHBIX M MHOTOAPECHBIX pacchllok. [IpucBoeHue cra-
THYeCKUX U quHammudeckux ajapecoB. Cepsepsl DHCP. Hactpoiika DHCP. I'panuiisl cetd u mpoCcTpaHCTBO
anpecos. [IpucBoenue qunamuueckoro aapeca DHCP. IIpeoOpa3zoBanue cereBbix aapecos. |P-anpecanus B
LAN. O630p IP-anpecos. Pazouenue cetu Ha mojacetu. [lonp3oBaTenbekne Macku mmojacetd. Macku VLSM u
OeckiaccoBas MexaoMeHHas Mapuipytuzaius (CIDR). O6meH qanHbIME MexTy nojceTrssMu OCHOBHOE Tpe-
obpazoBanue [P-anpecoB (NAT). [Ipuniun mexanuzma NAT. Tepmunsl [P NAT. Ctatudyeckoe u nTuHaMu-
yeckoe npeodpazoBanue NAT. [IpeoOpa3oBanue ceTeBbix agpecoB Ha ocHOBe MOpToB (PAT). [Ipobnemsr [P
NAT. Macku noacereit. [IpeacraBinenue macok. PacyeT nojcereit ¢ HCIIOJIb30BaHUEM JIBONYHOTO IIPEICTAB-
nenus. [Ipouecc 6azoBoro pa3zdouenus Ha mojaceTy. Macku nojacetu nepemenHoi mnel (VLSM). Baenpe-
Hue anpecaunn VLSM. KnaccoBas u OeckiaccoBast Mapuipytusanusi. CIDR u cymmupoBanue MapiipyTos.
[TonsaTue arperupoBanusi MapupyToB. Pacuer oobeaunenus mapupytos. Hecmexusie cetu. ITpotokosn IP
mectoit Bepcun (Ipv6). Bozmoxkaoctu nporokona [Pv6. CpaBHenue agpecaruu o npotokosiam [Pv4 u
IPv6. Ilepexon ot npotokona IPv4 k IPv6.

Pa3nen 6. BBerenne B MapmipyTu3anuio

IIpuMeHeHne TpOTOKOIOB MapipyTHu3anui. OCHOBBI MapuipyTu3anuu. [IpoTokoasl MapmpyTH3auH.
OO6u1re npoTokosl BHyTpeHHeH mapiipytuzanun. [Iporokon RIP. IIporokon EIGRP. IlpoTokossl Ha ocHOBe
cocrossHus kaHana OSPF. MapuipyTtuzanus B OpraHu3alMoOHHBIX Moapa3feneHusx. [IpoTokoibl BHeEIIHEN
MapuIpyTuzauuu. ABTOHOMHBIE cucTeMbl. Mapmipytusanus yepe3 MHtepHer. IIpoTokomnsl BHEMIHENH Map-
pPYTH3aLMH U TOCTAaBIIMKH yciryT HTepHeTa. MapipyTu3anus ¢ HOMOLIBIO IPOTOKOJIOB HA OCHOBE BEKTOPOB
paccrosuus. [Iporokon RIP. ®ynkuuu nporokona RIP. IIpo6nems ¢ npotokosiom RIP. YcosepiiencTBoBan-
HBII TIPOTOKOJI BHYTpEHHEW MapiipyTusanuu Mexy nutozamu (EIGRP). dyakmum nporokona EIGRP. Tep-
muHonorus u tTadnuiel mporokona EIGRP. Cocenu u cmexnoctu EIGRP. MeTpuku u KOHBEpreHIIUH MPOTO-
kona EIGRP. [Ipob6nemsr n orpannuenust mpotokosia EIGRP. MapmpyTu3zaiiys ¢ moMoIpi0 MPOTOKOJIOB HA
ocHOBe cocTosiHusA KaHana. [Ipotokon OSPF. Merpuku u konBeprenuus nporokonoB OSPF. Cocennue mapui-
pytusaropsl OSPF u otHomenus cmexHoctu. O6nactu OSPF. Ilpo6nemsr u orpannyenust OSPF. Ucnonb3o-
BAHME HECKOJIBKUX IPOTOKOJIOB MAPLIPYTU3ALUHU HA IIPEAIPUATHH.

Paznen 7. Ilporokoasl creka TCP/IP, ucnonb3yemblie 17151 padoThl CIIyK0 MOCTABIIHKOB yCIyT
HNuTepHeTa

[Tporokomnsl crexka TCP/IP, ucnons3yemsbie st paboThl ciyx0 mocraBukoB yciayr MuatepHera. O6-
30p mpoTokosioB TCP/IP. TIpoToKoJIbI TPaHCHOPTHOTO ypOBHS. OYHKIIMK TPAHCIIOPTHOTO YPOBHS. [IpoTokomn
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TCP. ITpotokos UDP. IToamep:kka HECKOIBKUX CeTEBBIX Clyk0. Ciys:k0a joMeHHbIX uMeH. Mims y3ma TCP/IP.
Hepapxust DNS. IIpeobpazosanue umen B DNS. Peanuzanus DNS-pemenuii. Coryx0b1 11 ipoTokoinsl. Cep-
BHCHI. [Iporokonst HTTP u HTTPS. Ilporokon FTP. SMTP, POP3, u IMAPA4.

Pa3pen 8. TexHoJsiornu riio0ajJnLHbBIX ceTel

OcHoBbl cetn WUntepHer. IloctaBmuku yeayr MHTepHeTa. BapuaHThl NOAKIIOUEHNS K IOCTaBIIUKY
ycanyr MHtepHera. YpoBHU 00CiIyXHBaHUs NOCTaBIIMKa yeiuyr MHTepHeTa. O6paboTka nakeToB 000opy10Ba-
HUEM IOCTaBIIMKa yciayr. HTepHeT kak o0mako. YcrpoiictBa B IHTepHeT-00make. Ycmyru cetu MHTEpHeT.
WutepHet u crangapTsl. Ciry»0bl OCTaBIIMKOB yciyr MHTepHeTa. [IpenocTaBieHre KOHEUHbIM OJIb30BaTe-
nsm yenyr Matepueta. Mepapxus cetu Matepuer. [loakirouenue cereil K BHEIHUM yciyram. Ber6op ycTpoii-
CTBa JJIs IIpeocTaBienus yciyr Mutepuera. [Ipenocrapienue yciyr y TOUkd OIpucyTcTBHsl. CBsI3b KJIMEHTOB
gepe3 WAN. Bribop coenunennst ¢ WAN. Hacrpoiika coequnenus ¢ WAN. TpeboBanus kiuentoB. Co3na-
HUE KaHaJoB KopropaTtuBHoi cetu. [ToToku Tpaduka B koprnopaTuBHo# cetu. YcrpoiictBa ceth WAN 1 tex-
nonorun. Crannaptel cetn WAN. Ludpossie u ananorossie Texnonoruu cetd WAN. KommyTanus kanainoB
u naketoB. Texnonorun WAN “nocnegnss muis” u “muHHas auctannus”’. Makancynsiuus WAN. HDLC u
PPP. Ayrentudukanus PPP. IIpotokon Frame Relay. O630p nporokona Frame Relay. ®yunkunoHnanbHbie
BOo3MOkHOCTH Frame Relay.

Paznen 9. becnnpoBoaHbIe TEXHOJIOTHH

OcHOBBI OecrpOBOJHBIX TEXHOJIOTUN. becripoBoaHbIEe TexHOIOrMU U ycTpoiicTBa. [IpenmymiecTBa u
OrpaHUYeHUs] OECIPOBOJHOM TeXHONOTUU. Tunbl 6eCIPOBOIHBIX ceTeil U uX rpaHulbl. becnpoBoaHbIe JI0-
KajpHble ceTH. CTaHaapThl 0ECIPOBOIHBIX JOKAJIBHBIX ceTell. KoMIOHeHTh! 6ecripoBOHON JTOKAJIBHOM CETH.
Ceru WLAN u unentuduraropsr SSID. becipoBognbie kanansl. HacTpoiika 6ecipoBOIHBIX JOKAIBHBIX Ce-
teit Hactpoiika Touku nocryna. Hacrpoiika 6ecipoBojHoro kiaueHta. Odecnedyenue 6e3onacHocTy Oecrpo-
BOJIHOM JIoKasIbHOM ceTu. [loueMy aTakyroT GecrnipoBOAHbIE JIOKaJIbHBIE ceTH. OrpaHMYeHHE JI0CTYIa C CETH
WLAN. Ayrentudukamus B cetu WLAN. Iludposanue B cetu WLAN. Owmbrpanus Tpaduka B cetu
WLAN. Hacrpoiika MUHTErpupOBaHHOM TOYKHM JOCTyna U OecrpoBOAHOro kinueHTa. [lnaHupoBanue ceTu
WLAN. YcranoBka u obecrieuenre 0e30MacHOCTH TOUKH J0cTyna. PesepBHOE KOnmMpoBaHUE U BOCCTAHOBIIE-
Hue Qaiinos koHpurypauu. OOGHOBIEHHE MUKpOonporpaMMsl. [IoMck 1 ycTpaHeHHe Henoaal0K 6ecpoBoI-
HBIX noJkoueHui. [Ipobiemsl ¢ HacTpolikoit OecripoBoaHbIX ceTelt Bompocsl, cBsizannbie ¢ DHCP.

Pazgen 10. OcHoOBBI ceTeBOi 0€301aCHOCTH

CerteBble yrpo3bl. Prcku BTOpkeHMs B ceTh MicTouHuKN BTOpKeHus B ceTh COLMOTEXHUKA U (DUILIMHT.
Metonas! atak. Bupycsl, yepBu u “TposiHCKkHe KOHM . OTKa3 B 00CITy>KMBaHUU U aTaKl METOJIOM TpyO0il CUIIBI.
[Inuonckoe T10, orcnexuBanue daitnos cookie, pexnamuoe 10 u BerbiBaromue okna. Crnam. [TonuTrka
6e3onacHoct. Ob6mue Mepol odecrieueHus: O0e3onacHoctu. UcnpaBnenus u oOHoBieHUs. Antucnam. [Ipo-
rpaMMa 3auThl oT mWnuoHckoro [10. Mcnonp30BaHne MeKCETEBBIX IKPAHOB. YTO TaKOE MEKCETEBOM IKpaH.
BapuaHTBI HCIIOJIB30BaHUE MEKCETEBBIX IKPaHOB. AHANIN3 ysa3BUMOCTeN. [IpakTueckue pekomennanuu. Bo-
pochl 0e30MacHOCTH, akTyanbHble Ui ISP. Ciyx6b1 6e3onacHocTu ISP. [IpakTrueckue pekoMeHIaluu 1o
yKkperuienuto 6e3onacHoctu. [llndpposanue nanusix. MHCTpyMeHTalbHBIE CpeCTBaA oOecrieueHus: 0€30macHo-
cti. COUCKH KOHTPOJIS J1ocTyna U (puiabTparus no nopraM. IlpumeHeHne MexceTeBbIX dKpaHOB. CHUCTEMBI
IDS u IPS. Be3onacHocTh GecripoBoHBIX ceTeil. besonmacHocTh y3moB. Kontpons ISP 1 B3aumMooTHOMIEHHS ©
HUM. KOHTpONb pabounx mapamMeTpoB CETEBbIX KaHAIOB. YIIpaBieHHEe 000pyJOBaHUEM C IIOMOIIbIO BHYTPHU-
noJIoCHBIX cpeacTB. Mcnonp3oBanue npotokosioB SNMP u Syslog. 3amura WAN 1 ynaneHHbIX COTPY/IHH-
KOB. IHTerpanus ynaaeHHbIX COTPYAHUKOB B apPXUTEKTYPY CETHU C CPEICTBAMU BUPTYAJIbHBIX YACTHBIX CETEU
(VPN). Komnonentsl BupTyanbHbIX yacTHbIX ceredl (VPN). BuptyanbHas ceTb. ANropuTmbl mu(poBaHUs.
ANropuTMBI LIETOCTHOCTH JaHHBIX. TexHomnorus IPSec.



4.3 JlabopaTtopHbie padoThI

No JIP Ne HaumeHnoBanue 1abopaTopHbIX paboT Kor-s0
pazzmena 4acoB
1 1 O06xuM Kabens BUTas mapa 1
2 1 ITpoekTupoBaHuE JIOKATHHON BBIYMCIUTEILHON CETH 1
3 2 Pa3paboTka KIIMEHT-CEPBEPHBIX MPUIOKEHUI 2
4 3 [IpoekTupoBaHNE KOPIIOPATUBHOMN CETH 1
3) 4 MopnenupoBanue cUTyalil BOSHUKHOBEHMSI KOJUIU3HUH B 1
KOMITBIOTEPHBIX CETAX
S &) Pacuer IP-cetu 1
6 7 Pa6oTa nportokosna FTP 1
HToro: 8
4.4 IlpakTuyecKkue 3aHATHS (CEMUHAPBI)
Ne 3ansTHS Ne Tema Kon-Bo
pazzena 4acoB
1 1 Jlornueckoe u pusnyeckoe npoekrupopanue cetu B makere NetLab 0,25
2 1 Oo6yuenue pabdote co cpeacrsom moaenuposanus “Packet Tracer. 0,25
Co3aHue NpOTOTHUIIA CETH
3 3 Hacrpolika HauanbHOM KOHGUTYpAIIK MapIIpyTH3aTOpa B TAKETe 0,5
Packet Tracer
4 3 Hactpoiika kommyTatopa B nakere Packet Tracer 0,5
5 6 Hacrpoiika nporokosa RIP u RIPv2 B makere Packet Tracer 0,5
6 6 CrpykTypH3anus BHYTPEHHEN CETH C TTIOMOIIBIO MACKHU B MTAKETE 0,5
NetLab
7 8 Pemenne mpobiieM HecMeXHBIX ceTeil B makete Packet Tracer 0,5
8 9 Pasmeriienune Touek 6ecripoBOIHOTO q0CTyMa B makere Packet 0,5
Tracer
9 10 Hactpoiika cririckoB koHTpoJIs goctyma (“ACL”)” B makete Packet 0,5
Tracer
Hroro: 4
4.5 PI'3 (4 cemecTp)

Tema: PazpaboTka cuctemsbl 0a3 TaHHBIX JIJIs1 PA0OTHI B BEIYUCIUTEIHHOU CETH.

3aganue: Co3aath cucteMy 0a3 JaHHBIX, PEATU3YIOUIYIO TapauieTbHy0 00paboTKy nH(poOpManuu B
0a3e maHHbIX. HeoOxommMMo cMoennpoBaTh mapajyieibHYI0 paboTy ABYX M Oojee MoJIb30BaTeIeH CUCTEM
0a3bl JaHHBIX. TpedyeTcs paccMOTPETh BOZMOKHBIE CUTYaIlUU padOThI ¢ 0a301 TaHHBIX:

1) oguH MONB30BATENb YUTAET, IPYTrOl paboTaeT ¢ 6a30i TaHHBIX,

2) OAHOBPEMEHHOE BHITIONHEHUE JABYMS IMOJIH30BATENSIMU TpaH3akiuid. [IpocMoTpeTh BapuaHTHI 3a-
xBaTa 0e3 00pabOTKH (aBTOMATHYECKUI) U ¢ 00pabOTKOM MOJIH30BATENS.

baza maHHBIX OJDKHA COCTOSTH U3 TpexX U Oonee Tabmui U ObITH pa3zpaborana ¢ nmomoribio CYB/]
Microsoft SQL Server 2008, u pacronaratscs Ha cepBepe. KineHTckoe mpuaokeHne J0KHO ObITh HATHCAHO
B MHCTpyMeHTanbHOM cpensl Visual Studio 2008 u si3pika C#, 1 OCHOBaHO Ha apXUTEKTYype “KIMEHT-CepBep”.
[Ipu noakmoYeHNH NPUIIOKEHHs K pa3paboTaHHON 6a3ze JaHHBIX HEOOXOAMMO HCIIOJIb30BATh HOBYIO TEXHO-
noruro LINQ.

[IporpaMMHO€e CpeACTBO TOJIKHO ObITh OPUEHTUPOBAHO IS IPUMEHEHUS B OpraHu3aluy, BKII0Yaro-
el MHOXKECTBO IMOJIh30BaTENEH, CBA3aHHBIX MKy COOON BRIYMCIUTEIBHOMN CETHIO U TOKHO OCYIIECTBIISTh
MOAKJTIOUEHNE HECKOJIBKHUX KIIMEHTOB K cepBepy 1o ero IP-aapecy st paboThl ¢ 6a30ii TaHHBIX



B pabote He0o6X0AMMO NPeyCMOTPETh PEKUM HapaieIbHOW paboThl HECKOJIBKUX KJIMEHTOB 32 CUET
peanu3ay pa3udHbIX BUAOB OJOKMPOBKHU AaHHBIX cpenctBamu CYBJ] MS SQL Server 2008. A Taxoke
peann30BaTh MEXaHW3M YIIPaBICHUS TPAH3AKIIUAMHU cpeacTBamu si3bika C# 2008.

[ToMuMO 3TOrO, B IPOrPAaMMHOM CPEJACTBE HEOOXOIUMO KaXKJ[ble HECKOJIBKO CEKYHJ| IOCBUIATh KO-
manay Ping, msist Toro, 4To0bl yOAUTHCS, YTO CEpBEp MOAKIIOUYECHHH 0a3a TaHHBIX PadOTaeT B HOPMAIbHOM
peXUME.

Cucrema 0a3 TaHHBIX J0JDKHA OBITH CO3/1aHa MO CIEAYIOIIUM MTPEIMETHBIM 00JIacTsIM:

1 “ToBapooGopoT”, yueT NpoayKTOB B Mara3zuHe,

2 “Anteka”. YyerT JieKapCTB B alTeKe;

3 “Otnen kagpoB”. YUeT MPUHATHIX U YBOJICHHBIX COTPYJHHUKOB MPEAIPUSITHS;

4  “Byxranrepus”. Hauncienue 3apab0OTHOM IIaTHl COTPYTHUKOB;

5 “bonpHuna”. Benenue kapTovek NalMeHTOB B OOJBLHULIE;

6 “Crynentsr’. PaboTa cexperapsi yueOHOM YacTH ACKaHaTa CO CTYJACHTaMU;

7 “XKKO”. Yuer omiarsl )KHIJIbLIOB 32 KOMMYHaJIbHBIE YCIIYTH;

8 “Tenedon”. Yuer oriaTel aOOHEHTOB TeIe(hOHHOM CETH 32 MEXKIYTOPOIHHUE ITEPETOBOPHI;

9 “Pommom”. YueT HOBOPOXKICHHBIX B POIJIOME;

10 “HuBenTtapuzanus’. Ydetr 000pyAOBaHUS U OPITEXHUKU Ha MPEANPUATUY;

11 “ABrtocasion”. Y4er npoJaxu MalliH B aBTOCAJIOHE;

12 “Aspodnor”. 3aka3 OUIETOB Ha aBUAPEIUCHI;

13 “YKene3nomopoKHBIN BOK3a’. YUeT MpoJaku OWIICTOB HA JKEJIE3HOU JJOPOre;

14 “ABToBOK3an”’. ABTOMAaTH3alMs IPOJAXKH OMIIETOB Ha aBTOOYCHBIE TIEPEBO3KH MACCAXKUPOB B
npeenax o0nacTu;

15 “MUC”. YueT Bcex Upe3BbIUYaHBIX MPOUCIICCTBUH (TI0’KAPBI, B3PHIBHI, IIOTOIIBI U T.]I.) B TOPO/IE;

16 “bubnmoreka”. Yder JuTeparypsl B OUOIHOTEKE;

17 “Ilkona”. Yyer 00Oy4aromuXCcs B MIKOJE YUALTUXCS;

18 “Ilerckuii can”. Yuer nerei B IETCKOM Cajy.

19 “My3bikanbHas mKona”. Yuer o0ydaronmxcs urpe Ha ONpeIeIeHHOM MY3bIKallbHOM UHCTPY-
MeHTe (doprenuano, diueita, 6asiH, KOHTpadac, CKpUIKa U T. 1.)

20 “CnoprtuBHas mKoja’”; Y4yeT 3aHUMAIOIINXCS B CHOPTUBHOM cekunu (dyTooi, 60Ke, TEHHHUC,
1axmarhl, TJIaBaHue u T. 1T).

21 “TlonuknuHUKA”. Y4eT BceX OONBbHBIX, OTHOCSIIMXCS K MOJUKIUHUKE IO MECTY KHUTEIbCTBA.

22 “DnexTpodHeprus’”’. YUeT OIuIaThl )KHUIIBIIOB 32 dJIEKTPOIHEPTHIO.

23 “Cxnaa”. Yder ocTaTOYHOM MPOAYKIIMU Ha CKIIAJE.

24 “Aburypuent”’. Pabora ¢ mocTynarmmumMi B By3 aOUTYpHEHTaMH.

25 “Kunoteatp”. Pabota c penepTyapoM KMHOTeaTpa, y4eT Ipoiaxu OHIIETOB.

[IporpaMmMa ocHOBaHa Ha apXUTEKType “KIMEHT-cepBep” U OPUEHTHUPOBaHA sl IPUMEHEHHS B opra-

HU3AIUH, BKIFOYAIOIIEH MHOXKECTBO TOJIb30BATENEH, CBI3aHHBIX MEXITY COOON BBIYMCIUTEIHLHOMN CETHIO.

[Ipu 3arpyske mporpaMMbl IpUIOKEHUE-KINEHT 3anpamuBaeT IP-anpec mpunosxxenusi-cepsep. [Ipu
W3MEHEHUU JJaHHBIX B OJTHOM M3 IPUJIOKEHUN BCE U3MEHEHUSI ABTOMAaTUYECKU BHOCATCS B IPYTrO€ IMPUIIOKE-
HUE.

5 Y4yeOHO-MeTOAMYECKOE o0ecnedyeHHue JUCIMITINHbBI
5.1 OcHoBHas auTEpaTypa

1. Omnudep, B.I'. Komnstotepasie cetu. [IpuHIMIIBL, TEXHOIOTUH, TPOTOKOIBI [ Tekcr] : yuebHoe no-
coOue JJis CTYJIEHTOB BBICIINX Y4€OHBIX 3aBe/leHUH, o0yJarouxcs 1o HanpasieHuto "MHpopmaTika u Bbl-
YUCIUTENbHAS TEXHUKA' U 10 CHIENUANIbHOCTH ""BpIUMCINTENbHBIE MAIINHBI, KOMIIJIEKCHI, CHCTEMBI U ceTu",
"ABTOMaTH3MPOBAHHbIE MAIlIMHbI, KOMIUIEKCHI, cucTeMbl U cetu", "[Iporpammuoe obecrieueHue BBIUNCITH-
TEJIbHOM TEXHUKH U aBTOMaTu3upoBaHHbIX cucteM" / B. I'. Omudep, H. A. Onudep.- 4-e uzn. - Cankr-Ilerep-
oypr : ITutep, 2013. - 944 c. : wi1. - (YueOHuk 17151 By30B. CTaHAApT TPEThEro MOKOJICHUs). - bubmmorp.: c.
917. - And. ykas.: c. 918-943. - ISBN 978-5-496-00004-8 (21 3k3.).



2. bpoiino, B. JI. BeruucnurenbHbIe CUCTEMBI, CETH U TeJICKOMMYHHKaNuu [ Tekcr] : yuel. mocodue
mst By3oB / B. JI. bpoiino, O. I1. Unbuna.- 4-e uzn. - CII6. : [Tutep, 2011. - 555 c. - (YueOHuUK 11 By30B). -
bubnuorp.: c. 545-548. - And. yka3s.: c. 549-554. - ISBN 978-5-49807-875-5 (12 3k3.).

3. Tlatubpatos, A. I1. BeraucnurenbHble CHCTEMBI, CETH U TeJICKOMMYHUKaUU [ TekcT] : y4ed. s
By30B / A. II. ITatu6paros, JI. II. I'yasiHo, A. A. Kupudenko.- 4-e uszg., nepepad. u nom. - M. : @uHAHCH U
craructuka, 2008. - 736 c. - bubnmorp.: ¢. 718-721. - [Ipenm. yka3s.: c. 727-734. - ISBN 978-5-279-03285-3.
- ISBN 978-5-16-003418-8 (41 5k3.).

5.2 lonosiHuTEIBHAS IUTEPATYPA

1. Bonxkoga, T.B. Pazpabotka cuctem pacnpenenecHHON 00pabOTKH TaHHBIX: y4eOHO-METOIUIECKOE
noco6ue /T.B. Bonkoga, JI.®. Haceiikuna. — OpenOypr: OI'Y, 2012. — 330 c.

5.3 llepuoguyeckne U3TaHUsA

1. BeCTHUK KOMIIBIOTEPHBIX U MHPOPMALMOHHBIX TEXHOJIOTUH: XypHaIL. - M.: M3a. "Cnektp", 2023.
2. UndopmannonHsie TeXHOIOTHU: KypHaIL - M.: M3n. "HoBeie Texnonoruun", 2023.
3. ABTOMaTH3aMs B IPOMBIIIICHHOCTHU: XKypHaI. - M. :M3xa. nom "UHdoaBTomaTuzamms", 2023.

5.4 UnTepHeT-pecypchbl

1 http://www.rsl.ru/ - Poccuiickas rocynapcTBeHHas OHOIHOTEKA.

2 http://window.edu.ru/ - UC «ExuHoe 0KHO J0CTyma K 00pa30BaTeIbHBIM PECypcam.

3 http://e.lanbook.com/— DnekTponnas 6ubnuoreuHast cucrema «M3narenbeTBo «JIaHby.

4 http://www.biblio-online.ru — Dnexkrponnas 6udauoreka u3maarenberTsa «Opai.

5 http://www.iprbookshop.ru - Dnextponnas 6ubmmuoreunas cucrema IPRbooks.

6 https://www.coursera.org/ - «Courseray;

7 https://openedu.ru/ - «OTkpbITOE 0Opa3oOBaHUEY;

8 https://universarium.org/ - «YHusepcapuym»;

9 https://www.edx.org/ - «<EdX»;

10 https://www.coursera.org/learn/python - «Coursera», MOOK: «Programming for Everybody
(Getting Started with Python)».

5.5 TlporpammHoe obGecneuyeHue, npodeccuoHabHble 0a3bl JAHHBIX M HHGOPMAIMOHHbIE
CIPaBOYHbIE CHCTEMbI COBPEMEHHbIX MH()OPMAIMOHHBIX TEXHOJIOTHI

Onepanunonnas cucrema PEJ[ OC

[Maker opucubix npunoxenuit LibreOffice

[IporpaMMHas cuctema Jisl OpraHu3alny Buaeo-koHpepeHi-cBsa3u Webinar.ru
WurterpupoBanHas cpena paspadorku Netbeans

el oA

Kommnbrotepable cetn [DNeKTpOHHBIA pecypc]: 3JeKTpOoHHBIM Kypc B cucteme Moodle / JI.O.
Taruposa. Open6. roc. yH-T. — DnekTpoH. gad. — OpenOypr : OI'Y, [2020].— Pexxum mocTyma: DIeKTpOHHbBIE
kypcol OI'Y B cucreme o0yuenus moodle. — https://moodle.osu.ru/course/view.php?id=11249

Maccogvie  omrpvimvie OHNAUH-KYPCI, peKOMeHOyeMmble Olsi  CaMOCHOSMENbHOU  padomul,
pasmewerHble Ha niam@opmax oHIatuH-00yYeHUsL:

http://biblioclub.ru/ - «3BC VYHuuBepcurerckas Oubnuoreka ownaitn», Karamor kypcoB
«HpOpMAIIMOHHBIC TEXHOIOTHI,

http://znanium.com/catalog/tbk/51/- «3BC nHayuHo-u3naTenbckoro ienrpa «Hudpa-My, Karamor
KypcoB «MHpopMaTHKa. BeraucintenbHas TEXHUKaAY,;

https://e.lanbook.com/books/1993 - «3CBH  wm3matensctBa  «Jlawb»», Karamor  kypcoB
«ABTOMATH3UPOBAHHBIC CUCTEMBI M HHPOPMATHKAY,
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https://rucont.ru/ collections/5610 - «3Cb Pykour» Karamor kypcoB «HWubpopmaruka u
BbBIYUCIIUTCIIbHAA TCXHUKA».

I/IH(l)OpMaHI/IOHHBIG CITPaBOYHBIC CUCTEMBI COBPEMCHHBIX I/IH(I)OpMaI_[I/IOHHBIX TEXHOJIOTHIA:

1. www.citforum.ru/ - nopman anarumuyeckux u HayuHvIX cmameti 8 061ACMU UHPOPMAYUOHHBIX
MexHoI02Ul,

2. WWW.rsdn.ru - caiim Poccutickoii cemu pazpabomuuxos I10, cooepoicum cmamviu HO CO8PEMEHHbIM
cpeocmeam npocpamMmupo8aHus;

6 MaTepI/IaJ'[I:HO-TeXHI/I‘leCKOC obecrneyeHue AUCHHUIIIMHBI

Y4eOHble ayTUTOPUU TS POBEACHUS 3aHATUHN JIGKIIMOHHOTO THUIIA, CEMUHAPCKOIO THIA, KypCOBOTO
MIPOCKTUPOBAHUS, JJI MPOBEJACHUS PYIIIOBBIX U UHAUBUAYAIBHBIX KOHCYJbTALMM, TEKYIIET0 KOHTPOIS U
MIPOMEXYTOYHOM aTTeCTaIUH.

AyauTOpUH OCHAIIEHbl KOMIUIEKTAMU YYEHUYECKOM MeOeIu, TEXHUYECKUMU CPEICTBAMU 00yUYeHUS,
CITy>KalllUMU JJIsl IpeCTaBIeHUs yueOHo nHpopMaluu O0JIbIION ayJUTOPHH.

Jnis  mpoBeneHHS TPAKTUYECKUX M Ja0OpPATOPHBIX 3aHATUH HCHOJB3YETCS KOMIBIOTEPHBIN
KJIACC, OCHAIIIEHHBIN KOMIBIOTEPHOI TEXHUKOH, yIOBIETBOPSIONICH TPeOOBaHUAM K KOH(UTYpAIMH armapaT-
HOTO 00ECTICYeHHS UCTIONB3YEMBIX ITPOTPAMM.

[Tomerenue A CaMOCTOSITENBHON PaOOTHl O0YYaIOLIUXCS OCHAIIEHbI KOMIBIOTEPHON TEXHUKOIA,
MOJIKJTFOUEHHOM K cetu "MHTepHeT", 1 00ecreueHreM J0CTyIa B JJIEKTPOHHYIO HH(POPMAIIMOHHO-00pa30Ba-
TenbHyo cpeny OI'Y.

K paboueii npocpamme npunazaromesn:

— @oHJ OLEHOYHBIX CPEJICTB I TPOBEICHUS MPOMEKYTOUYHOM aTTecTallMk OOYy4YaroIUXCs 10
JUCLUIIIINHE;

— Mertoandeckue ykazaHus Ui 00YYJarOIIUXCs IO OCBOCHUIO JTUCITUTIINHEL.
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